o
FUJITSU

FUJITSU Software
Agile” Relief C/C++ V1.1.1

CERT Option Manual

B1WD-3606-01ENZ0(00)
January 2023




Foreword

Agile* Relief C/C++(hereafter referred to as Agile* Relief) CERT options are applied to
analyze and output messages on source programs written in the C language/C++
language and header files for CERT C Coding Standard(hereafter referred to as CERT)
violations.

This manual illustrates usage of Agile* Relief CERT option.

For more information regarding message information output for program defects in Agile*
Relief, please also refer to "Message Indications Manual".

For more information regarding error message output in Agile* Relief, please refer to
"Command Manual".

References:

[SEI CERT C Coding Standard]- Carnegie Mellon University, Software
Engineering Institute
(https://wiki.sei.cmu.edu/confluence/display/seccode/SEI+CERT+Coding+Standards)

This manual was written based on the information of July 8, 2019.

This information might change without a previous notice.

Microsoft and Windows are registered trademarks of Microsoft Corporation in the United
States and certain other countries.

MISRA and its logo are registered trademarks of MIRA Ltd, held on behalf of the MISRA
Consortium.

CERT is registered trademark of Carnegie Mellon University in the United States.

All other product and service names mentioned in this document generally imply
trademarks of their respective owners.

This written material contains specific technology that falls under the [Foreign Exchange
and International Trade Law]. Therefore, the export of any part of this documentation
without consent is illegal.

FUJITSU Limited

Note

® No part of this publication may be transcribed and printed without prior written
permission.

® Information contained within this manual is subject to change without notice.

All rights reserved, Copyright(C) 2005-2023 FUJITSU LIMITED.
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1 Before using the Agile* Relief CERT option
This chapter explains the synopsis of the CERT option.
1.1 What is the CERT option

The CERT option analyzes the source program and the include file written by C
language/C++ language, and offers the function that inspects the violation of CERT.

When the license of the CERT option is owned, the CERT inspection associates the that
Agile* Relief detects with the CERT guideline.

1.2 Shipped-conditions of CERT option

The following Agile* Relief products are necessary to use the CERT option.
Agile* Relief C/C++ V1.1.1
- The license of the CERT option is necessary.

1.3 License management

The license of the Agile* Relief C/C++ and the CERT option is necessary for the CERT
inspection.

When two or more CERT inspections are executed in the simultaneous or the violation of
CERT is confirmed with viewer, the license is used. When the license is insufficient, two or
more licenses are necessary.

1.4 Limitation
1.4.1 pg5 Command

The presentation content of the pgr5 commands is different according to the presence of
the CERT option.

Please execute the pgr5 commands after making the license of the CERT option a valid.

Please refer to "Message Indications Manual" for details of the indicated message that the
pgr5 command points out.

1.4.2  Cooperation with Agile* Relief

The CERT option does not support Agile* Relief body.



1.4.3 Linkage Tools (Diagnosis report, Cl tool Collaboration Jenkins Plugin)

It does not correspond to the following data linkage tools.

Diagnosis report

Cl tool Collaboration Jenkins Plugin

2 Let's use CERT option

This chapter explains how to use the CERT option.
Please refer to the picture below for details of the usage.

how to use the CERT option

(1) Setting of version of
CERT guideline ID

2.1 Setting of
CERT C descriptor

A 4

of inspection target

(2) Setting of CERT guide line ID 2.2 Setting of

CERT guide line ID
of inspection target

2.3 GUI for CERT inspection 2.4 CERT inspection with

Command Line

A 4

(3) Analysis of source code (3) Analysis of source code
by pgr5 command

A\ 4

(4) Analysis of pgr5 command
output result by pgrcert command

A 4

A\ 4

inspection results

(4) Confirmation of CERT (5) Confirmation of CERT

inspection results




2.1 Setting of CERT C definition files

CERT C Definition Files are configuration file group in which Agile* Relief defined the
CERT guideline ID of a possible sensing.

CERT C Definition Files are stored as follows.
® Directory that stores CERT C Definition Files

Windows version:

"(Agile* Relief C/C++ installation directory)\Analyze\EPOM\CertInfo\(Directory that
stores CERT C Definition Files)"

Linux version:

(Agile* Relief C/C++ installation directory)/Analyze/EPOM/Certinfo/(Directory that
stores CERT C Definition Files) "

When Agile* Relief is installed, CERT C Definition Files are stored in these directoriess.
® Naming convention of directory name where CERT C Definition Files are stored

C_YYYYMMDD_pgrVersion

YYYYMMDD : Creation date of CERT C descriptor

Version : Version of Agile* Relief or PGRelief

Example) C_20180401 pgr2018

2.2 Setting of CERT guideline ID of inspection target

CERT guideline ID to be inspected is defined in definition file.

Please use definition file (default-certc.rul) stored in directory that stores CERT C
Definition Files when you want to use CERT guideline ID that you belong to the Rule
category.

Please follow the following format to create the definition file:
Put a semicolon at the beginning of the comment line.
Write only one rule number or group name in a line.
Use single-byte lower-case English letters for group name.
Describe directory name that stores CERT C Definition Files at the head of the file.

For more details of directory that stores CERT C Definition Files, please refer to [2.1
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Setting of CERT C definition files].

The following error messages might be output when analyzing it without doing a
correct statement.

"PGRCDCHK _0416 An error XXX occurred in line 1 of definition file YYY."
XXX: CERT guideline ID or group name
YYY: Temporary file name (Agile* Relief sets it to the optional)

Example) Directory name that stores CERT C Definition Files is "C_20180401_pg
r2018". ARR30-C, ARR32-C of the CERT guideline ID, and a groups of Agile* R
elief are inspected.

;Rule=C_20180401_pgr2018
ARR30-C
ARR32-C

group-a

The definition file is used for the CERT inspection. Please refer to [2.3.1 Create Project]
(For the GUI use) and [2.4.3 Command Options] (For the Command line use) for
details.

2.3 CERT options in GUI

2.3.1 Create Project

When analyzing C/C++ source files in Agile* Relief, management must be performed on
the source files in the unit of a project.

Select [New Project] from the [File] menu of the [Main Window].



Agile+ Relief C/C++ — m| X
[le| Edit Analyze Preferences Tools Ageil+ Relief(Q) Help

New Project... CHrl-N
Open Project... Ctrl-O
Close Project Ctrl-W

Agile+ Relief CIC++

Modify Project...
Delete Project

Add Files...
Remove Files

Display analytical resuits...

Recent Projects b

Exit Agile+ Relief CIC++

No project opened || || Files :0

The dialogue box "Project Wizard 1/3" will be displayed.

Project Wizard 1/3 *

Agile+ Relief C/C++ Project Name

Input the project name.
Create the project directory and file with the specified name.
Press the [Browse] bution to change the project location.

Project Name:

] Create this as a child project under the selected one.

Project Directory :
| C\demo | Browse...
Tips :

[Mext] - Proceed to "Project Summary”™
[Finish] : Create the project without any files

| < Back || Next > || Finish || Cancel || Help |

Please enter "sample" in the Project Name.

Please enter single-byte alphanumeric characters. Multi byte characters in the Project
Name is not allowed.




Enter the directory to which you wish to save the projects in the Project Directory. Please
enter "C:\demo\sample" in the sample.

When a project name has been entered while a directory name is still required, the project
name will automatically be appended to the end of the directory name.

Select [Next].

"Project Wizard 2/3" dialogue box.

Project Wizard 2/3

Agile+ Relief C/C++ Project Summary
Input the project summary.

Project Name:  sample

Project Summary:
|samp|e_prnject|

Tips :

[Back] . Back to "Project Name™

[Mext] : Proceed to "Project Source File™
[Finish] : Create the project without any files.

| < Back || Next > || Finish || Cancel || Help |

The dialogue box is for Project Summary settings.

In order to simplify illustration, the settings made here will be displayed in the Main
Window to facilitate convenient reference for future projects.

Note: Symbols including multi byte characters or spaces, and other such symbols are
allowed in the Project Summary. (Ellipses are available)

"Sample Project" is set for the illustration example.

Select [Next].

"Project Wizard 3/3" is displayed.



Project Wizard 3/3 X

Agile+ Relief C/C++ Project Source File

Add source files to this project.

Select By: [File |'|

o [ PGRelief : MName | Type
o= _jvm | | sample.c | C Source
& [ Analyze E
o= DOC
o= g JavaHelp
o= ] sample
o= ] sample_cert
o= [ sample_misra
1] | Il | [v]

[ »

[4]

File Type |CJ'C++ Source{*.c,*.cpp) |v|

| = Back H Next = || Finish || Cancel || Help |

Add source files to this project in this dialogue box.
"File" is set in File Selection.

[C/C++ Source] is selected in File Category.

Index is displayed on the left side of the dialogue box.

Select "sample_cert" under the Agile* Relief C/C++ installation directory .

@ Regarding classic installation, when Agile* Relief C/C++ installation is complete, there
will be installation samples in the sub-directory of "sample", "sample new",

"sample_misra"”, "sample_sec" and "sample_cert" created under the Agile* Relief
C/C++ installation directory .

The source files used in the sample are displayed on the right side of the dialogue box.
Drag the source files displayed in the list, and select all sample files.

The settings of "Project Wizard 3/3" are as above.

Select [Finish].

A Project has been successfully completed.



The settings for analysis are as follows (option settings):

The "Project Preference” dialogue box will be displayed:

Project Preferences *
Compiler Compiler Types
Macro o= JARN_LTD =
Header File ﬁhm
Name and Token o= [ DIABDATA
Identifier o ] FUJITSU
Analysis o= [ GAID
Precompile Header| | % ] GNU L
Encoding o [ HITACHI
File Extensions o~ [JIAR
Group I MG)
Metrics o= I M3
ltem Selection o [ NEC L
Coding Guidelines o= ] RENESAS |
Naming Rules o= 5 2l n bt
Option File Selected Compiler
DEFAULT
| ok | | Cancel || Apply | ‘ Help ‘

Select "Message Settings" option of "Project Preference" dialogue.

Project Preferences *

Compiler ~ Inspected point
Macro i@ Default value

Header File ]
i) All points
Name and Token pe

Identifier i) Customizing point

Analysis Definition File
Precompile Header

Encoding
File Extensions List of Definition Files
Group

Metrics

em Selection
Coding Guidelines
Naming Rules
Option File

Browse...

|
(=)
=

Delete

[ ] Suppress messages in header files

| ok H Cancel H Apply H Help ‘

When "Default value" is selected, inspection point Definition File (default-certc.rul)
included in the directory that stores CERT C Definition Files.

Select "All indications" when you inspect all rules.
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Select "Customized indication" when you want to inspect only a specific CERT guideline
ID. Besides, set the definition file" that describes the CERT guideline ID that you want to
inspect.

Select the "Coding Guidelines" option and then do the check of [Enable checking for
Coding Guideline violations].

Project Preferences >
Compiler Enable checking for Coding Guideline violations

Macro

Header File Coding Guideline Preferences

Name and Token Coding Guideline

Identifier ) MISRA-C V1 ) IPAISECCW ® CERTC

Analysis ) MISRAC V2 ) IPAISECC V2 C_20180401_pgr2018
Precompile Header C_20180725 pgr2018

; ) MISRA-C V3 ) IPAISEC-C V3 - -

Encoding = C_20190708_pgr2019
File Extensions ) MISRA-C++ V1 ) IPAISEC-C++ V1

Group () IPAISEC-C++ V2

Metrics

ltem Selection Content to Confirm

Coding Guidelines
Naming Rules
Option File

) Coding Guideline violations only

@ All{Coding Guideline violations included)

OK || Cancel H Apply H Help ‘

[Coding Guideline] For Rule Settings:

[MISRA-C V1] checks in accordance with MISRA-C:1998.
[MISRA-C V2] checks in accordance with MISRA-C:2004.

[MISRA-C V3] checks in accordance with MISRA-C:2012 and MISRA-C:2012
Amendment 1.

[MISRA-C++ V1] checks in accordance with MISRA-C++:2008.
[IPA/SEC-C V1] checks in accordance with IPA/SEC-C V1.
[IPA/SEC-C V2] checks in accordance with IPA/SEC-C V2.
[IPA/SEC-C V3] checks in accordance with IPA/SEC-C V3
[IPA/SEC-C++ V1] checks in accordance with IPA/SEC-C++ V1.
[IPA/SEC-C++ V2] checks in accordance with IPA/SEC-C++ V2.
[CERT C] checks in accordance with CERT C.

- [MISRA-C V1], [MISRA-C V2] and [MISRA-C++ V1] cannot be selected when no license for MISRA
option reserved.



- [MISRA-C V3] checks Coding Guideline violations by the rule added by MISRA-C:2012 Amendment
1 in addition to MISRA-C:2012. Please refer to "3.3 MISRA-C V3" in "MISRA Option Manual", when
you want to check Coding Guideline violations by the rule of MISRA-C:2012.

- If you don't have CERT C option license, you can't select [CERT C].

Select [CERT C] here.

Directory name that stores CERT C Definition Files is displayed in the list box of CERT C.

"(Agile* Relief C/C++ installation directory)\Analyze\EPOM\CertInfo\(Directory that stores
CERT C Definition Files)"

Select [C_20180401_pgr2018] here.

[Content to Confirm] allows you to select and confirm the contents against Rules.

[Coding Guideline violations only] is applied to selected Rules Violation Checks only.

[ALL (Coding Guideline violations included)] is also applied to issues indicated in the
viewpoints of Agile* Relief besides selected Rules Violation Checks.

In order to increase program quality and precision, the confirmation of issues indicated
both by Coding Guideline and the viewpoints of Agile* Relief is recommended.

Select [ALL (Coding Guideline violations included)] here.

Select [OK].

2.3.2 Execute analysis

When the "Perform analyzing right now" query is displayed, please select [Yes].

Agile+ Relief CfC++ >

M
\.I ) Perform analyzing right now?

Yes No

If you choose [No], please select [Analyze All] from the [Analyze] menu.

When the analysis is in progress, the current state of and results pertaining to the analysis
will be displayed in the log viewer.
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Chdemotsamplelsample.pgd - Agile+ Relief C/C++

File Edit Analyze Preferences Tools Ageil+ Relief(Q) Help

3 sample_project b File Status
2| C:\Program Files\AgilePlus\PGReliefisample_

; ... Analyzed Jun 7, 2020 3:55:59 AM
§§ Link Analyzed Jun 7, 2020 3:56:00 AM

e T
T

— T TTTor T

Mow Message Getting..
Mow Message Saving...

Analysis has been done.Jun 7, 2020 3:56:00 AM

1]

Project : sample project Files :2

No error occurred in the sample analysis. If an error occurred in actual practice and the

desired analysis cannot be performed, please review the Compiler Type, Include Directory
or Macro, and other such settings.

2.3.3  Confirm result of the CERT inspection.

Checking for CERT Violation.

Select sample.c in the "Main Window", and then select [Coding Guideline Violations
Viewer] from the [Tools] menu.
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Ci\demotsamplelsample.pg? - Agile+ Relief C/C++ - O *
File Edit Analyze Preferences |Tools| Ageil+ Relief(@) Help

i | Message Viewer

Coding Guideline Violations Viewer

_ § Status
Capy Metrics Viewer Analyzed Jun 7, 2020 35559 AM

| Link | Statistic Viewer Analyzed Jun 7, 2020 :56:00 AM
: Display All 3

[ sample_project

Open Editor Cirl-E
Open Par Viewer Cirl-G

Evidence Qutput »

Lt A
T T T T

MNow Mesgage Getting...
MNow Message Saving..
Analysis has been done.Jun 7, 2020 3:56:00 AM

4] i [»]

Project : sample project || || Files :2 |

The "Coding Guideline Violations Viewer" window will be displayed:

Chdemotsample\sample.pgd - Coding Guideline Violations Viewer - O X
File Edit View Tools Help
List by File [~ [RL [RC
File Project Counter : Rule A Leval Coun.. File
C\Program Files\Agile... | Ci\demol\sample 38 §§ CON31-C | Rule 1 | C:\Program Files\Agi =~
§§ CON43-C | Rule 2 | C\Program Files\Agi| =|
§§ DCL31-C | Rule 2 | C\Program Files\Agi|_ |
i ERR33-C | Rule 8 | C:\Program Files\Agi| |
1] Il [ 1]
T
I File A Line Group | Message D Message
C\Program Files\Agile... 35 h | pgr000 It may be wrong to pass unlocked "&mutex1” to the function 7| =
C\Program Files\Agile... 34 h | par1160 The variable "thread_state” which used in multithread functi
C\Program Files\Agile... 35 h | par1160 The variable "mutex1” which used in multithread functionis
C\Program Files\Agile... 20 b | pgro309 The function “thread_funcd4” has no return value and shoulg —
C:\Program Files\Agile. .. 3 b | pgro309 The function "thread_func02” has no return value and shoul
C\Program Files\Agile... 22 b | pgr0519 The return value of the function call "pthread_mutex_lock™is [ |
C\Program Files\Agile... 24 b | pgr0519 The return value of the function call "pthread_mutex_unlock”
C\Program Files\Agile... 35 b | pgr0519 The return value of the function call "pthread_mutex_unlock™
C\Program Files\Agile... 50 b | pgr0519 The return value of the function call "pthread_mutex_init" is n
C\Program Files\Agile... 52 b | pgr0519 The return value of the function call "pthread_create” is not u|« |
4] Il | [»]
"CAProgram Files\AgilePlus\PGReliefisample_certisample.c” (35): h pgr&000 -
It may be wrong to pass unlocked "&mutex1” to the function "pthread_mutex_unlock™ E
Rule | COM31-C, POS48-C hd
1] Il [ [»]
sample_project | | ----- | | Messages :384'38|

Brief Illustration on how to use the "Coding Guideline Violations Viewer":
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Chdemo\sampletsample.pg2 - Coding Guideline Violations Viewer — O *

Eile Edit View Tools Help

[List by File (v [RL[RE

File & Project Counter : Rule Level Coun.. File
C\Program Files\Agile... | C\demo\sample 38 | || CON31-C | Rule 1 | C\Program Files\Agi| =
CAProgram Files\Agi| =|
[List of Files]window ram Files\Agi |
ram Files\Agi| ¥ |
T R R

| File Line Group Message ID Message
C:\Program Files\Agile. . a5 h | pgr6000 It may be wrong to pass unlocked "&mutex1” to the function |«

C:\Program Files\Agile. . 34 h | pgri1160 The variable "thread_state™ which used in multithread functi
C:\Program Files\Agila... 35 h | pgr1160 The variable "mutex1” which used in multithread functionis
C\Program Files\Agile... 20 b | por0309 The function "thread_func01” has no return value and should

C:\Program Files\Agile... 31 b | por0309 The function "thread_func02” has no return value and shoul
C\Program Files\Agile... 22 b | por0519 The return value of the function call "pthread_mutex_lock™is [ |

C\Program Files\Agile... 24 b | por0519 The return value of the function call "pthread_mutex_unlock™

C\Program Files\Agile... 35 . . function call "pthread_mutex_unlock™

C:\Program Files\Agile... 50 [LISt of Messages]wmdow function call "pthread_mutex_init" iz n
C:\Program Files\Agile... 52 b | pgrosTy & refurn value of the function call "pthread_create” is not uf+ |

q] Il | [
"CAProgram Files\AgilePlus\PGReliefisamplg cedlza - -
It may be wrong to pass unlocked "&mutex1” [Message]window =
Rule : CON31-C, POS43-C hd

q] Il [+
sample_project Messages :38/38

In the [List of Files] window, files that have violated CERT are displayed.

In the [List of Rules] window, the formal number of the CERT guideline ID that has been
violated is displayed.

In the [List of Messages] window, the contents and indicated row are displayed.

When "List by File" on the toolbar is changed to "List by Rule", the [List of Files] window
will be switched to the [List of Rules] window.

When a rule number in [List of Rules] is selected, information corresponding to the
message will be displayed in the [Message] window.

Please confirm the indicated locations in order and modify the source files.

Some CERT guideline ID’s may sometimes refer to the same message.

For example, the message ID: pgr6000 indicated in line 35 of the sample corresponds to
CERT guideline ID of CON31-C and POS48-C.

Please select the rules in the [List of Rules] window, and then make modifications
accordingly; select all rules and make all modifications to each number of the source
codes to ensure efficiency and avoid repetition.

As the source codes of the sample, select the [Line] title to display line numbers in
ascending order and modify them from top to bottom.
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Select pgr6000 in line 35 and then right click to select [Open Pgr Viewer].

Cihdemo\samplelsample.pg2 - Coding Guideline Viclations Viewer - O X
File Edit View Tools Help

||-i51DYFiIe |,| lﬁlﬁ

File Project Counter 4 Rule A Level Coun.. File

C:\Program Files\Agile... | C\demolsample 38 i CON31-C | Rule 1 | C:\Program Files\Agi| ~
§§ COMN43-C | Rule 2 | C\Program Files\Agi|=|
;| DEL31-C | Rule 2 | C\Program Files\Agi| |
i ERR33-C | Rule & | C:\Program Files\Agi| = |
14 Il [ I¢]
| File A Line Group Message ID Message
C:\Program Files\Agile... 35 h | paré000 It mav be wrona to pass ynlocked "&mutex1” to the function =
C:\Program Files\Agile... 34 h | pari160 Start Editor E” which used in multithread functi
CAProgram Files\Agile. .. 35 h | pgr1160 ch used in multithread function is
Open Viewe =
CProgram Files\Agile... 20 b | pgro309 Par r 01" has no return value and shoulg —
C:\Program Files\Agile... Ell b | pgr0309 Message Details 02" has no return value and shoul
C:\Program Files\Agile... 22 b | pgr0519 R d Coni i ction call "pthread_mutex_lock™ is [ |
CAProgram Files\Agile. .. 24 b | pgr0519 T ction call "pthread_mutex_unlock™
CProgram Files\Agile... 35 b | pgro519 The return value of the function call "pthread_mutex_unlock™
C:\Program Files\Agile... 50 b | pgr0519 The return value of the function call "pthread_mutex_init”" is n
C:\Program Files\Agile... 52 b | pgr0519 The return value of the function call "pthread_create” is not u|+|
] i | [¥]
"C\Program Files\AgilePlus\PGReliefisample_certisample.c” (35): h pgrs000 -
It may be wrong to pass unlocked "&mutex1” to the function "pthread_mutex_unlock™. =l
Rule : CON31-C, POS48-C - |
1] Il | [*]
sample_project | | ----- | | Messages :3&|'38|
Pgr Viewer will startup.
C\Program Files\AgilePlus\PGRelief\sample_cert\sample.c - Pgr Viewer — O x

File Edit View Tools Help

| M

31 wold* thread func0Z{ woid *param )

32

33 A% pthread mutex lock(| smutexl ); #/
34 thread state = 2Z0000;

35 | pthread mutex_unlock [ emutexl );
g}

37
38
39

A

[4]

-
-

"C:\Program Files\AgilePlus\PGReliefisample_cefisample.c” (35): h pgra000
It may be wrong to pass unlocked "&mutex1” to the function "pthread_mutex_unlock™

| 000035 | Analyzed || SJIS | Read only |

Confirm the places where modifications are required, and make the according
modifications by using the existing editor.
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When message information is difficult to understand, please right click to select [Message
Details].

Chdemo\sampletsample.pgl - Coding Guideline Viclations Viewer - O X
File Edit View Tools Help
Lty F B L IRE
File A Project Counter Rule A Level Coun.. File
CAProgram Files\Agile... | C\demolsample 38 CON31-C | Rule 1 | C:\Program FilesmgilA
CON43-C | Rule 2 | C\Program Filesw_;ilf
DCL31-C | Rule 2 | C\Program Filesmgil_
ERR33-C | Rule 8 | C\Program FiIes\Agil;
Il [ [r]
e T e L S e,
| File Line Group | Message D Message
C\Program Files\Agila. . 3 3 : It may be wrong to pass unlocked "&mutex1” to the function |«
C\Program Files\Agile... 3 Start Editor The variable "thread_state™ which used in multithread functi
C:\Program Files\Agile. .. 3 Open Pgr Viewer The variable "mutex1” which used in multithread functionis
C\Program Files\Agile... The function "thread_func01” has no return value and should —
C:AProgram Files\Agile... 3 Message Details The function "thread_func02” has no return value and shoul
C\Program Files\Agile. .. 2| Record Confirmation... The return value of the function call "pthread_mutex_lock™is [ |
C:AProgram Files\Agile... T U pgrUs Ty The return value of the function call "pthread_mutex_unlock™
C\Program Files\Agile. .. a5 b | par0519 The return value of the function call "pthread_mutex_unlock”
C:AProgram Files\Agile... 50 b | pgro519 The return value of the function call "pthread_mutex_init" is n
C\Program Files\Agile... h2 b | par0519 The return value of the function call "pthread_create” is not u| |
1] Il | [*]
"CAProgram Files\AgilePlus\PGReliefisample_cerisample.c” (35): h pgré000 -
It may be wrong to pass unlocked "&mutex1” to the function "pthread_mutex_unlock™ 1=
Rule : CON31-C, POS48-C hd
<] I I []
sample_project || — || Messages :38/38

The [Help] window will be opened. Please modify with regard to the relevant contents.
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234

Project creation using the CERT option is similar to using normal project.

3 Agiles Relief C/C++ DAJLT — a X
<€ 2
O a| =
[ hat is deiler Relief G+ pgré6000 It may be wrong to pass unlocked @1 to the
D Forethought = function @2_
[T ézilet Relief CA+H Windows :
o [Jheilet Relief C/0H Main Win Example , Description , Solution , Limitation
o= G Mezsaze Yiewer Window i
o~ [ Coding Guideline Yiolations
o= [qHetrics Yiewsr Window
o= [ &tatistic Yiewer Window =
o= [ Pzr Yiewsr Window : [Example]
& [ Messaze Yiewer of Agilet Rel pthread_mutex theLock1 theLock2 thelock3;
[T fgilet Relief CACH Usaze : ) _
o= [ Introduct ion int data;
o= [JCreation of a Project int func( void ) {
o= I Meszage Confirmation : .
o [ tading Guideline Rule Messas 1* Agile” Relief C/C++ does not perform pgré000 unlocks after the lock. */
o [JHetrics Confirmation = pthread_mutex_lock{ &theLock1 ); —
o= i i dl=
Econfm," the a'?al?ms results 3 pthread_mutex_unlock( &thelLocki ),
o= Jhnalvsiz Statistic Results
- Ij\"iew Source Prozram
o= i d L
[ g Du::z::eEviZ:i:e 1+ Agile” Relief CIC++ perform paré000 because it unlocks again after it unlocks. *
[ Perform Wide-ranzing Detect ive ; pthread_mutex_lock( &thelock2 );
[} Wide-ranging Detect ive funct pthread_mutex_unlock( &theLock2 );
Ij tbout Compiler Types
[ Gonp lsr T otion Settidl pthread_mutex_unlock( &theLock2 ), =-[It may be wrong to pass unlocked
omplier fypes Uption =etiin 4 “&thelLock2” to the function "pthread_mutex_unlock™)]
o= Conpi ler Types B
[ Hezsaze
t e essages I* Agile” Relief C/C++ perform pgré000 because it has unlocked before it locks. */
o= JError Messazes
T bzilet Relisf CAOH G i pthread_tnutex_unloqk( !EtlleLoc.ks ¥, =[lt may be wrong to pass unlocked
[ beilet Relief C/0H OR4 &thelock3™ to the function “pthread_mutex_unlock™]
: data++ =
< Il [» : [file:/C:IProgram® 20Files/AgilePlus/PGReliefipgrhelp.jar!/PgrJ/Pgrielp/Resource/helpipointMsg/pg
Experienced with Agile* Relief C/C++

Indeed, the only point that requires explanation regards appending the [Coding
Guidelines] settings in [Project Preference].
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Project Preferences x

Compiler Enable checking for Coding Guideline violations

Macro

Header File Coding Guideline Preferences

Name and Token Coding Guideline

Identifier ) MISRAC V1 ) IPAISEC-C V1 i® CERTC

‘:;“5'3’5‘5 e Head CJMISRACVZ (O IPAISECCV2  |C_20180401_pgr2018
recomplle Header

Encodi ) MISRAC V3 ) IPAISECC V3 C_20180725_pgr2018
ncoding C_20190708_pgr2019

File Extensions 2 MISRAC++V1 ) IPAISEC-C++ V1

Group () IPAISEC-C++ V2

Metrics

tem Selection Content to Confirm

ing Guidelines i Coding Guideline violations only
Naming Rules @ Al{Coding Guideline violations included)
Option File

| ok || Cancel H Apply || Help |

In addition, one other point concerning the [Coding Guideline Violations Viewer] window is
different, that is "Message ID List" in "Message Information” window is displayed as "Rule
Number List". The others are similar in operation.

Chdemo\samplelsample.pgd - Coding Guideline Violations Viewer - O *
File Edit View Tools Help
List by File [~ [RL[RC
File /. Project Counter : Rule 4 Level Counter
CA\Program Files\Agile... | Cidemolsample 38 §§ COM31-C | Rule 1 | C\Proj =~
;| CON43-C | Rule 2 | C:\Pro|=|
:| DCL31-C | Rule 2 | C\Pro|_ |
ERR33-C | Rule 8 | C:\Pro| > |
T
| File Line Group Message ID Message
CAProgram Files\Agile. .. 35 h | pgr6000 It may be wrong to pass unlocked "&mutex1” to the function |~
CProgram Files\Agile... 34 h | pgri160 The variable "thread_state” which used in multithread functi
C\Program Files\Agile... 35 h | pgr1160 The variable "mutex1” which used in multithread function is
CAProgram Files\Agile. . 20 b | pgro309 The function "thread_func01” has no return value and shoulq
CProgram Files\Agile... k)| b | pgro30a The function "thread_func02” has no return value and shoul
C\Program Files\Agile... 22 b | pgr0519 The return value of the function call "pthread_mutex_lock™ is ||
CAProgram Files\Agile. . 24 b | pgr0519 The return value ofthe function call "pthread_mutex_unlock™
CProgram Files\Agile... 35 b | pgro51a The return value of the function call "pthread_mutex_unlock™
C\Program Files\Agile... 50 b | pgr0519 The return value of the function call "pthread_mutex_init™ is n
C\Program Files\Agile... 52 b | par0519 The return value of the function call "pthread_create” is not u| |
<] Il | [v]
"C:\Program Files\AgilePlus\PGReliefisample_cefisample.c” (35) h pgré000 -
It may be wrong to pass unlocked "&mutex1” ta the function "pthread_mutex_unlock™ E
Rule : COMN31-C, POS48-C hd
q] Il | [+]
sample_project || — || Messages :38/38

2.4 CERT options in Command line

241 Functions of Command
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The pgrcert command is used to check the messages output in pgr5 command and output
the messages for CERT Violation. In addition, the message contents output in pgr5 must
be output in files with the CSV format. Moreover, it is necessary to be output by the
environment for which the CERT option can be used.

Please confirm the following before the Execution of the pgr5 commands.

Specify "--cert" option and "-- csv" option for the pgr5 commands.

2.4.2 Format of Command

% pgrcert [-V] [-M] [--pgr] -TCERT Version [-Z definition file for rule checking]

Input File

Note: [ ] means omittable.

2.4.3 Command Options

Options Explanation

-V Displays pgrcert command version,level and
release number. When this option is
specified, other options are ignored.

-M The Agile* Relief indication ID corresponding
to the CERT guideline ID is displayed.
Specify -T option when you specify this
option. Options other than -T cannot be used.

--pgr Outputs pgr5 command messages
simultaneously.

-TCERT Version Specifies the directory name that stores

CERT C Definition Files. It is always
necessary.

Do not put the white-space between -T and
CERT Version.

Windows version:

"(Agile* Relief C/C++ installation directory)\
Analyze\EPOM\CertInfo\(Directory that stor
es

CERT C Definition Files)"

Linux version:

(Agile* Relief C/C++ installation directory)/
Analyze/

EPOMY/CertInfo/(Directory that stores

CERT C Definition Files) "

18




For more details of the CERT C Definition
Files, please refer to [2.1 Setting of
CERT C definition files].

-Z definition file for rule checking

If you want to output only certain rules,
specify them in the definition file.

You may refer to section 2.2 [Setting of CERT
guideline ID of inspection target] for the
syntax of the definition file.

If the option on the left is not specified, all
rules will be output.

Input Files

Saves file names of the pgr5 command
messages in the CSV format.

File will be saved in the following codes.
Chinese OS

GB2312 code
OS in other languages

Windows : SJIS code

Red Hat Enterprise Linux 5 or 6

: UTF-8 code
Others : EUC code

244 Return Value

When the pgrcert command ends normally, it will return to O. If an error has occurred, it

will be returned to a value other than 0.

2.4.5 Output Files

Output Files will be output in the csv format.

Output Result Samples:

C:\sample.c",36,"PREOO-C","Recommendation”,"L3, Low, Unlikely, Medium, P4

,"pgr0667","unexecuted."

Format Explanation:

source file name "C:\sample.c"
line number 36
rule number "PREOO-C"
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rule category "Recommendation™

rule group "L3, Low, Unlikely, Medium, P4"
message group "b"
message ID "pgro667"

message information  "unexecuted."

2.4.6 Example for Use

2.4.6.1 Confirmation of CERT guideline ID that can be checked

Output the Agile* Relief indication ID related to the CERT guideline ID by the pgrcert
command.

[Example]:
pgrcert -M -TC_20180401_pgr2018
1 2

1: Commands option that outputs Agile* Relief indication ID corresponding to CERT
guideline ID.
2. Directory name that stores CERT C Definition Files

2.4.6.2 Analyze with pgr5 command

Use the pgr5 command to perform source file analysis for the purpose of obtaining a
message to be checked by the pgrmisra command.

[Example]:
pgrs_--cert
1
-F "c:\PGRelief\Analyze\EPOM\CertIinfo\C_20180401 pgr2018\CERT_C.idt"
2

--Ccsv sample.c > message.csv
3 4 5

1: Command option to output special Agile* Relief point for CERT option.
2: ldentifier file for CERT inspection.
[Saving Directory for Identifier Files]

Windows version:
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"(Agile* Relief C/C++ installation directory)\Analyze\EPOM\CertInfo\
(Directory that stores CERT C Definition Files)"

Linux version:

"(Agile* Relief C/C++ installation directory)/Analyze/EPOM/Certinfo/
(Directory that stores CERT C Definition Files)"

[Identifier File Name]
CERT_C.idt

The Identifier File specified by "-F” option of the pgr5 commands should be the File
stored in "Directory that stores CERT C Definition Files" specified by "-T" option” of
the pgrcert commands.

3: Outputs the message in CSV format.
4: Analysis the source files of the objects.

5: Saves the target file of message contents output in CSV format.

For further details regarding the pgr5 command, please refer to the "Command Manual".

2.4.6.3 CERT inspection by pgrcert commands
Inspect the execution result of the pgr5 commands to output the violation of CERT.
[Example]

pgrcert -TC 20180401 pgr2018 -Z"c:\demo\Rule\CERT C.txt" message.csv
1 2 3

1: Directory name that stores CERT C Definition Files.
2: Definition file of CERT guideline ID that you want to apply.

3: Saves the files of message contents of pgr5 command in CSV format.

[Notes]:
Please note the codes of input files for pgrcert(3 in the above sample).

There is the pgr5 command to execute necessity after specifying "--cert" option and
"--csv" option..

In Chinese OS, the input file for the pgrmisra command for both Windows and Linux
needs to be output in GB2312 code.

In other language OS, the input file for the pgrmisra command needs to be output in SJIS
21



code for Windows and UTF-8 code for Red Hat Enterprise Linux 5 or 6, and the rest in
EUC code.

When the "--output_code" option is used with the pgr5 command, specify the option to
enable output with the above code. For further details regarding the pgr5 command,
please refer to the "Command Manual”.

2.5 Error Messages

PGRCERT_0001 Input file is not specified.

Input file is not specified. Please recheck the command format and then re-execute.

PGRCERT_0002 The option cannot be specified when the input file is specified.
Command Format Error. Please confirm the command format and then re-execute.

PGRCERT _ 0003 Multiinput files cannot be specified.

Multi input files are specified. Please confirm the command format and then re-execute.

PGRCERT_0004 Option error.

Option error. Please specify the correct option.

PGRCERT _ 0005 -T option is not specified.

-T option is not specified. Please be sure to specify one of options.

PGRCERT _0006 -T option cannot be specified at the same time.

-T option cannot be used for two or more simultaneouses. Please specify only one.

PGRCERT_0040 Parameter of option -Z is not specified.

In option -Z, the definition file for rule checking is not specified. You may execute it
again after confirming the command's format.

22



3 Viewpoint of CERT inspection
This chapter explains the violation of CERT that Agile* Relief indicate.

3.1 CERT guideline ID that Agile* Relief indicate

When it meets the following requirement, and the CERT C Definition Files are made,
Agile* Relief indicate the CERT guideline ID.

Risk Assessment of the CERT guide line ID is set in SEI CERT C Coding Standard.
(https://wiki.sei.cmu.edu/confluence/display/c/SEI+CERT+C+Coding+Standard)

The Agile* Relief indication ID related to the CERT guideline ID exists.

For more details of CERT guideline ID, please refer to [2.4.6.1 Confirmation of CERT
guideline ID that can be checked].

For more details of CERT inspection, please refer to [2.3 CERT options in GUI] or [2.4
CERT options in Command line].

3.2 Agile* Relief Indication Message and action

Please refer to SEI CERT C Coding Standard
(https://wiki.sei.cmu.edu/confluence/display/c/SEI+CERT+C+Coding+Standard)
for the content of the CERT guideline ID.

Please deal referring to Agile* Relief indication ID and indication message corresponding
to it when you deal with the detected CERT guideline ID.
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