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Preface

Purpose of this Document

This document explains patch management procedures as well as how to manage configuration information and software parameters from
the management console in Systemwalker Software Configuration Manager.

Intended Readers

This document is intended for those who want to understand how to operate the management console in Systemwalker Software
Configuration Manager.

It is assumed that readers of this document already have the following knowledge:

- Basic knowledge of the operating system being used

Structure of this Document
The structure of this document is as follows:
Chapter 1 Management Console
This chapter provides an overview of functions of the management console in Systemwalker Software Configuration Manager.
Chapter 2 Configuration Management
This chapter explains how to manage configuration information from the management console.
Chapter 3 Patch Management
This chapter explains how to manage patch files from the management console.
Chapter 4 Job Management

This chapter explains how to manage jobs from the management console.

Conventions Used in this Document

Refer to the Documentation Road Map for information on the names, abbreviations, and symbols used in this manual.

Abbreviations and Generic Terms Used for Operating Systems

This document uses the following abbreviations and generic terms to indicate operating systems.

Official name Abbreviation
Microsoft(R) Windows Server(R) 2012 Datacenter Windows Server 2012
Microsoft(R) Windows Server(R) 2012 Standard
Microsoft(R) Windows Server(R) 2012 R2 Datacenter Windows Server 2012 R2

Microsoft(R) Windows Server(R) 2012 R2 Standard

Microsoft(R) Windows Server(R) 2008 Standard Windows Server 2008 Windows
Microsoft(R) Windows Server(R) 2008 Standard without Hyper-V
Microsoft(R) Windows Server(R) 2008 Enterprise

Microsoft(R) Windows Server(R) 2008 Enterprise without Hyper-V

Microsoft(R) Windows Server(R) 2008 R2 Standard Windows Server 2008 R2
Microsoft(R) Windows Server(R) 2008 R2 Enterprise

Red Hat(R) Enterprise Linux(R) (for x86) RHEL (x86) RHEL
Red Hat(R) Enterprise Linux(R) (for Intel 64) RHEL (Intel 64)




Official name Abbreviation

Oracle Solaris Solaris Operating System Oracle
Solaris

Export Restrictions

Exportation/release of this document may require necessary procedures in accordance with the regulations of your resident country
and/or US export control laws.

Trademarks

- Adobe, Adobe Reader, and Flash are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States
and/or other countries.

- Interstage, ServerView, and Systemwalker are registered trademarks of Fujitsu Limited.
- Linux is a registered trademark of Linus Torvalds.

- Red Hat, RPM, and all Red Hat-based trademarks and logos are trademarks or registered trademarks of Red Hat, Inc. in the United
States and other countries.

- Oracle and Java are registered trademarks of Oracle and/or its affiliates in the United States and other countries. Company names and
product names used in this document are registered trademarks or trademarks of those companies.

- VMware, the VMware "boxes" logo and design, Virtual SMP, and VMotion are registered trademarks or trademarks of VMware, Inc.
in the United States and/or other jurisdictions.

- Xen and XenSource are trademarks or registered trademarks of XenSource, Inc. in the United States and/or other countries.

- Microsoft, Internet Explorer, Hyper-V, Windows, and Windows Server are either registered trademarks or trademarks of Microsoft
Corporation in the United States and/or other countries.

- Other company names and product names are trademarks or registered trademarks of their respective owners.

- Note that system names and product names in this document are not accompanied by trademark symbols such as (TM) or (R).
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IChapter 1 Management Console

Systemwalker Software Configuration Manager provides a management console as a GUI for managing hardware (chassis and servers),
virtual environments (VM hosts and VM guests), the software configuration information, patches and software parameters for managed
servers.

1.1 Overview of the Management Console

The management console can be used to perform the following operations:

- Configuration information management

Collect and manage hardware (chassis and servers), virtual environment (VM hosts and VM guests), and software configuration
information (server names, tenants, host names, IP addresses, installation software, and software parameters) on the managed servers.
Also, perform parameter settings, script execution, and configuration modification.

If an error occurs on a server, compare its current configuration baseline with the configuration baseline when the server was last
running correctly and check any patches that have been newly applied in the interim.

The configuration items in the CMDB can also be looked up, updated, deleted and registered.
- Patch management
Patch management involves managing the following patch information:
- Windows patches
- Linux patches
- Fujitsu middleware patches

The patch application status can also be collected from repository servers or managed servers and managed, and unapplied patches
can be applied or distributed to managed servers.

- Software parameter management
Parameters configured in the software listed below can be collected to change parameters:
- Fujitsu middleware
- Software that is not supported by UpdateAdvisor (middleware)
- Job management

Manage jobs such as distributing and applying patches, configuring parameters, and running scripts.

Setting up the web browser

Before using the management console, a web browser must be set up as follows:
- Configure settings to accept cookies.
- Enable JavaScript.
- Configure settings to use TLS 1.0.
- Configure settings to save the encrypted page to disk.

- Depending on the security level of the browser, the management console may not be displayed even after login. In this case, register
the URL of the management console in Trusted sites.

- Use Internet Explorer in standard mode when logging in to the management console.
The procedure for configuring standard mode is as follows:
1. Pressthe" Alt" key on the keyboard to display the menu bar.
2. Click Tools> Compatibility View settings.

3. Removethe check from Display intranet sitesin Compatibility View.



1.2 Flow of Operations

Systemwalker Software Configuration Manager uses the steps listed below to manage patches, parameters and configurations for servers.

1. Download patches

This step involves downloading patches for the operating system and Fujitsu middleware from the vendor's website and the
UpdateSite respectively.

Patches for Windows operating systems are downloaded using Microsoft Windows Server Update Services (WSUS).

Patches for Linux operating systems are downloaded and registered with Yellowdog Updater Modified (yum) repository servers by
the infrastructure administrator.

Patches for Fujitsu middleware are downloaded and registered with Systemwalker Software Configuration Manager by the
infrastructure administrator.

2. Distribute and apply patches
Distribute and apply patches to managed servers based on an instruction from the tenant user.

Patches for Windows operating systems are distributed and applied by linking to Microsoft Windows Server Update Services
(WSUS) based on a Systemwalker Software Configuration Manager operation.

Patches for Linux operating systems are distributed and applied by linking to Yellowdog Updater Modified (yum) based on a
Systemwalker Software Configuration Manager operation.

Systemwalker Software Configuration Manager can also be used to distribute patches for Fujitsu middleware and apply these patches
by registering scripts.

3. Install software

Install the software on the managed servers based on instructions from the tenant user.

The infrastructure administrator registers the files necessary for installation of the software in the media library beforehand.
4. Configure software parameters and run scripts

Configure parameters for the software on the managed servers based on instructions from the tenant user. Scripts can also be run
on managed servers.

The infrastructure administrator defines, in advance, those parameters that can be configured in the software.
5. Perform discovery

Periodically and automatically collect managed server patch application statuses, software parameter setting values, and
configuration information of hardware and software from linkage servers and managed servers, and store this information in the
Configuration Management Database (CMDB).

6. Manage patches, parameters, and configuration information

The infrastructure administrator and dual-role administrator can check hardware and software configuration information for all
servers in the data center by logging in to the management console for Systemwalker Software Configuration Manager. Also,
checking of the application status of patches discovered on the linkage server and managed servers, as well as the software parameter
setting values, is possible.

Tenant administrators can check the software configuration information, patch application status, and software parameter settings
for all servers in the tenant.

Tenant users can check the software configuration information, patch application status, and software parameter settings of the
servers that they manage themselves.



Figure 1.1 Overview of Systemwalker Software Configuration Manager

[—— — ey
— . ? 1 e
"_ _"________ = ?: : ?_“
] Al ﬂ
@ "l Tenant
Administrator Infrastructure Administrator

Tenant Users I Duall-roleAdminislrator I 1. Download patches " 1. Download patches |

8, Manage patches, parameters, and hardware/scftware ‘
configuration information

Ve ﬁ * ¢ ~, Internet Terminal Linkage Server

Systemwalker Software Configuration Manager
i
Media Library Repository Server

i""---'___ _'___-_-__-""ll
CMDE
§ Patch Information Configuration Information (actual)
g Windows 2008 Server A ] e e T
% KB1111111 Windows 2008 -
& Security: Urgent r

KB1‘I1111
U

KB2222222
Smﬁh": UI‘gEnl KB3333333
5533333% | }
pdate ram; Impartant
B Vo A B

e

Busmess Servers

sianes pabeueypy

|
| fisnoosip Wioyad ‘g |

3. Install software
4. Configure parameters, and run scripts

‘—: Flow of patching

P: Flow of information and processing

The user roles for this product

The explanations of this product assume that the roles of the people using this product can be classified as follows:
Infrastructure administrator
- Infrastructure administrators set up and maintain Systemwalker Software Configuration Manager.

- Infrastructure administrators define the managed servers for Systemwalker Software Configuration Manager.

- Infrastructure administrators define policies for managing Windows patches, release the patches obtained from Microsoft Windows

Server Update Services (WSUS), and determine classification levels.

- Infrastructure administrators obtain Linux patches and register them with Yellowdog Updater Modified (yum) repository servers.

- Infrastructure administrators obtain patches for Fujitsu middleware and register them with Systemwalker Software Configuration

Manager.

- Infrastructure administrators define the parameters to be collected from the software, as well as the parameters to be configured

in the software.

values, and hardware and software configuration information for all servers in the center.

Dual-role administrator
- Dual-role administrators act as both an infrastructure administrator and a tenant administrator.

Tenant administrator

Infrastructure administrators can use the management console to look up the patch application status, software parameter setting



- Tenant administrators can use the management console to look up patch application status and software configuration information

for their tenant's servers.

- Tenant administrators use the management console to install the software on the servers belonging to their tenant.

- Tenant administrators use the management console to configure parameters in software on servers belonging to their tenancy.

- Tenant administrators can use the management console to look up the patch application status, software parameter setting values,
and software configuration information on servers belonging to their tenancy.

Tenant user

- Tenant users use the management console to apply patches to the servers that they manage.

software configuration information on servers they manage themselves.

1.3

Tenant users use the management console to install the software on the servers they manage themselves.
Tenant users use the management console to configure parameters in software on servers they manage themselves.

Tenant users can use the management console to look up the patch application status, software parameter setting values, and

List of Functions Available from the Management Console

The following table shows the functions that can be used with the management console, as well as which roles can use each function:

Table 1.1 Functions available from the management console

Function Window Information | Infrastru| Dual- | Tenant | Tenant| Express Remarks
displayed/ cture role |administ| user (*1)
button administ | admini | rator
rator | strator
Home Home Function list Y Y Y A list of functions is displayed.

Notifications | Y Y Y Notifications from the system
are displayed.

Configuration | Hardware | Chassis list Y Y - - Y Moves from the link to the
management list chassis name to the chassis
details.

Chassis details | Y Y - - Y Moves from the link to the
server blade name to the
physical server details.

Physical server | Y Y - - Y Moves from the link to the

list physical server name and
chassis name to the details.

Physical server | Y Y - - Y Displays the details of the

details physical server and a list of
related VM guests.

OS list Y Y - - Y Displays the list of servers on
which the OS is installed.

Map view Y Y - - Y Displays relationships
between chassis, physical
SErvers, Servers, server groups,
and tenants.

Server list | Server list Y Y Y Y - Clicking the links for server
names displays the server
details.

Patch - Y (*2) | Y (*2) Y - The Patch Application

application wizard is displayed.

button




Function Window Information | Infrastru| Dual- | Tenant | Tenant| Express Remarks
displayed/ cture role |administ| user (*1)
button administ [ admini | rator
rator | strator
Parameter - Y (*2) | Y (*2) Y - The Parameter Settings
settings button wizard is displayed.
Script - Y (*2) | Y (*2) Y - The Script Execution wizard
execution is displayed.
button
Configuratio | - Y*2)|Y(*2) |Y - The Configuration
n Modification wizard is
M odification displayed.
button
Server List of Y Y Y Y - Clicking the links for product
Details installed names displays the software
software details.
programs
List of Y Y Y Y - A list of unapplied OS patches
unapplied OS is displayed.
patches
List of applied | Y Y Y Y - A list of applied OS patches is
OS patches displayed.
List of Y Y Y Y - Alist of unapplied middleware
unapplied patches is displayed.
Fujitsu
middleware
patches
List of applied | Y Y Y Y - A list of applied middleware
Fujitsu patches is displayed.
middleware
patches
Patch - Y (*2) | Y (*2) Y - The Patch Application
application wizard is displayed.
button
Compare Y Y Y Y - The Configuration Baseline
configuration List window is displayed.
baselines
button
Download Y Y Y Y - Parameter information is
parametersin output in CSV format.
CSV format
button
Parameter Y Y Y Y - The Parameter Details
details button window is displayed for the
software.
Paramete | Detailed Y Y Y Y - Detailed information about the
r Details information software parameters is
about the displayed.
parameters




Function Window Information | Infrastru| Dual- | Tenant | Tenant| Express Remarks
displayed/ cture role |administ| user (*1)
button administ [ admini | rator
rator | strator
Download Y Y Y Y - Parameter information is
CsV file output in CSV format.
button
Download Y Y Y Y - The registered parameter
package package is downloaded.
button
Parameter - Y (*2) | Y (*2) Y - The Parameter Settings
settings button wizard is displayed.
Software list Y Y Y Y - Clicking the links for product
names displays the software
details.
Software | Detailed Y Y Y - - Detailed information about the
Details information software is displayed.
about the
software
List of The Y Y Y Y - Details of the Configuration
Configur | Configuratio M adification Template are
ation n displayed from the link of the
Moadificat | Modification template name.
ion Template
Template | information
s Createbutton | Y Y Y Y - The Configuration
M odification Template
wizard is displayed.
Details of | Configuratio | Y Y Y Y - Displays details of the
the n Configuration Modification
Configur | Modification Template.
ation Template
Modificat | detailed
ion information
Template Edit Y Y Y Y - The Configuration
M odification Template
wizard is displayed. Edits
details of the Configuration
Modification Template.
Copyand edit | Y Y Y Y - The Configuration
M odification Template
wizard is displayed. Creates a
new Configuration
M odification Template
based on the already created
Configuration Modification
Template.
Delete Y Y Y Y - Deletes the Configuration
M odification Template.
Configur | Configuration | Y Y Y - - The configuration baseline list
ation baseline list is displayed.




Function Window Information | Infrastru| Dual- | Tenant | Tenant| Express Remarks
displayed/ cture role |administ| user (*1)
button administ [ admini | rator
rator | strator

Basdline | Compare Y Y Y - - The two selected configuration

List button baselines are compared.

Configuration Baseline Y Y Y Y - The configuration baseline

Comparison Results comparison results are
displayed.

Patch Application wizard - Y*2)[Y(®*2) |Y - The Patch Application
wizard for applying patches to
specified servers is displayed.

Parameter Settingswizard | - Y (*2) | Y (*2) Y - The Parameter Settings
wizard is displayed.

Script Execution wizard - Y(*2) | Y(*2) | Y - The Script Execution wizard
is displayed.

Maintena | View CI Y Y - - Y The configuration information

nce registered in the CMDB can be
viewed.

Register Cl Y (*2) Y (*2) | - - Y New configuration
information can be registered
in the CMDB.

Update/delete | Y (*2) | Y (*2) | - - Y The configuration information

Cl registered in the CMDB can be
updated or deleted.

Import CI Y(*2) | Y(*2) |- - Y Configuration information can
be imported in the CMDB.

Patch Summary | Number of Y Y Y Y - The number of servers with
management view servers with unapplied patches is displayed
unapplied for each operating system and
patches patch type.
The List of Serverswith
Unapplied Patcheswindow is
displayed from the links.

Number of Y Y Y Y - The number of new patches is

new patches displayed for each operating
system and patch type.

The window for a list of the
latest patches is displayed
from the links.

List of A list of Y Y Y Y - Patch details are displayed

Servers servers with from the Patch ID links,

with unapplied whereas server details are

Unapplie | patches and a displayed from the Server

d Patches | list of name links.

unapplied

patches for the

selected server

Patch - Y (*2) | Y (*2) Y - The Patch Application

application wizard is displayed.

button




Function Window Information | Infrastru| Dual- | Tenant | Tenant| Express Remarks
displayed/ cture role |administ| user (*1)
button administ | admini | rator
rator | strator
List of A list of new Y Y Y Y - Patch details are displayed
New patches and a from the Patch ID links,
Patches list of servers whereas server details are
where the displayed from the Server
selected patch name links.
has not been
applied
Patch - Y (*2) | Y (*2) Y - The Patch Application
application wizard is displayed.
button
Patch list | Windows Y Y Y Y - Patch details are displayed
patch list from the Patch ID links.
Linux patch Y Y Y Y - Patch details are displayed
list from the Patch ID links.
Fujitsu Y Y Y Y - Patch details are displayed
middleware from the Patch ID links.
patch list
Download Y Y Y Y - A list of patches is output in
CsV file CSV format.
button
Patch - Y (*2) | Y (*2) Y - The Patch Application
application wizard is displayed.
button
Patch Detailed Y Y Y Y - Detailed information about the
Details information patch is displayed.
about the
selected patch
List of servers | Y Y Y Y - The servers where the selected
with unapplied patch has not been applied are
patches displayed.
List of servers | Y Y Y Y - The servers where the selected
with applied patch has been applied are
patches displayed.
Patch - Y (*2) | Y (*2) Y - The Patch Application
application wizard is displayed.
button
Patch Application wizard - Y (*2) | Y (*2) Y - The Patch Application
wizard for applying specified
patches to servers is displayed.
Job Job list Y Y Y Y - Clicking the links for job
management names displays the job details.
Job Detailed Y Y Y - - Clicking the links for process
details information names displays the process
about the job details.
Action button - - - Executes an action.
Process Detailed Y - - Detailed information about the
details information process is displayed.




Function Window Information | Infrastru| Dual- | Tenant | Tenant| Express Remarks
displayed/ cture role |administ| user (*1)
button administ | admini | rator
rator | strator
about the
process
Action button - Y Y - - Executes an action.

Y: Can be used.

-: Cannot be used.

*1: Indicates the functions which can be used in Systemwalker Software Configuration Manager Express.

*2: These functions may not be available, depending on the ServerView Resour ce Or chestrator rolethat has been assigned to
thelogin user. Refer to " 1.4 Login Users" for information on roles.

1.4 Login Users

The users who log in to this product must be registered with the directory service beforehand.

Before linking to ServerView Resource Orchestrator, users must be registered with ServerView Resource Orchestrator. The following
table shows the correspondences between the roles for ServerView Resource Orchestrator and the roles for Systemwalker Software
Configuration Manager.

If the roles have been customized on ServerView Resource Orchestrator, the basic roles of the copy source that correspond to the roles of
this product are shown below. Refer to "Customizing Roles" in the ServerView Resource Orchestrator Cloud Edition Design Guide for
information on customizing roles.

ServerView Resource

Systemwalker Software Configuration Manager

Orchestrator
Role Role or basic Role Viewing of Hardware Patch distribution and Operations in the
category role Configuration application operation Configuration
Information : . management >>
Parameter configuration . )
N . . Maintenance window
Viewing of Virtual operation
Environment . .
: . Script execution
Configuration .
. operation
Information
Configuration
modification operation
Infrastructur | Infrastructure Infrastructure A - A
e administrator administrator
Administrati Infrastructure A - S (*1)
ve Role
operator
Infrastructure A - S (*1)
monitor
Tenant Tenant Tenant - A -
Managemen | administrator administrator
tRoles Tenant operator - - -
Tenant monitor - - -
Tenant Use | Tenant user Tenant user - A -
Roles
Multiple Administrator Dual-role A A A
Roles Operator administrator A j S (*1)




A: All operations can be performed.

S: Some operations can be performed.

-: No operations can be performed.

*1: Only the View Cl menu can be operated.

Refer to "Restricting Access Using Roles" in the ServerView Resource Orchestrator Cloud Edition Design Guide for information on
ServerView Resource Orchestrator roles.

4}1 Note

Users who have not been registered using the user information management commands, and users who do not satisfy the conditions for
users of this product, cannot use the management console. After they log in to the management console, the error "HTTP Status 403" is
displayed.

Refer to "Managing User Information™ in the /nstallation Guide for information on requirements to use this product.

1.5 Login and Logout

This section explains how to log in and log out of the management console.

1.5.1 Login

Use the following methods to open the management console:

https://<FQDN on the admin server>: 31500/

If the port number for accessing the management console was changed when Systemwalker Software Configuration Manager was installed,
specify the new port number.

When the management console is started, the following login window is displayed:
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Figure 1.2 Login window

S ServerView Fujirsu

Help

Fujitsu ServerView Suite

Central Authentication Service

Sign On

User I
Password |

® Help ahoutusemames and passwords of Serverview's default accounts can he found here.
m Leading ortrailing blank characters in passwards are not suppored.
m Farsecurity reasons, please Log Out and Exit vour web browser when you are done accessing sewvices that require authentication!

For the user name and password, log in using an account registered in the directory service.

To link to ServerView Resource Orchestrator, log in using a ServerView Resource Orchestrator account.

(.:j Note

Confirming Licenses

When you log in to the management console, check the license. If there is a problem with the license, the following message is displayed.
To register the license key, refer to "Registering a License Key" in the "Installation Guide".

- No license key has been registered. Register a license key for this product.
Register the license key provided with the licensed product.
- The edition of the license and the edition of the installed software do not match.
The edition of the license does not match the edition of the installed product. Perform one of the following actions:
- Register the license key for the edition you want to use.

- There may have been mistakes in the installation or setup procedure that were performed. Check the installation and setup
procedures. For Systemwalker Software Configuration Manager, refer to the "Installation Guide". For Systemwalker Software
Configuration Manager Express, refer to the "Express User's Guide™.

1.5.2 Logout

1. Click the user 1D on the upper right of the window, and select Log out from the drop down list.

2. Close the browser after logging out.
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1.6 Home

The Home window is displayed when the user logs in.

The Home window displays the Function list and Notifications for the management console.

Systemwalker Software Configuration Manager cfmgadmin ~ Fujfrsu
m Configuration management Patch management Job management
Configuration management Patch management Job management
» Hardware list * Summary view » Job management
» Server list « Windows patch list
» Software list ¢ Linux patch list
» Configuration modification * Fujitsu middleware patch
template list list

* Maintenance

Motifications
2015-11-01 There will be maintenace for related networks over the weekend.
2015-11-12 A new patch has been released.
2015-11-23 An urgent security patch has been released.
Function list

The Function list displays a list of the functions for the management console. When each link is clicked, the corresponding window
will be displayed as described below.

Configuration management
- Hardwarelist
Displays the Hardware list window.
- Server list
Clicking this link displays a server list window.
- Softwarelist
Clicking this link displays a software list window.
- List of Configuration Modification Templates
The Configuration modification template list window is displayed.
- Maintenance
Clicking this link displays a window for looking up, registering, updating, deleting and importing configuration items.
Patch management
- Summary view

Clicking this link displays a window showing the aggregate results for the number of servers with unapplied patches and the
number of new patches for each operating system and patch type.
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- Windows patch list
Clicking this link displays a Windows patch list window.
- Linux patch list
Clicking this link displays a Linux patch list window.
- Fujitsu middleware patch list
Clicking this link displays a Fujitsu middleware patch list window.
Job management
- Job management
The Job list window is displayed.
Notifications
The Notifications section shows notifications from the system, such as maintenance information.

Refer to the Operation Guide for information on how to edit notifications.
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|Chapter 2 Configuration Management

The Configuration management window provides the following functions:

- Hardware list

Displays the list of chassis and physical server information collected by the discovery function, allowing you to view the detailed
information of individual chassis and physical servers. If hypervisor is installed on the physical server, the list of guest OSs deployed
on that hypervisor can be viewed as well.

Map view allows you to confirm dependency relationships between chassis, physical servers, servers, server groups, and tenants as
well as the information of the software installed on the server.

;ﬂ Information

- Server list

The servers for which information has been collected by the discovery function can be displayed as a list, detailed information about
each individual server can be looked up, including the patch application status for each server, and patches can also be applied. It is
also possible to display information that has been filtered by specifying particular conditions.

Software list

The Fujitsu middleware products installed on the servers for which information has been collected using the discovery function can
be displayed as a list, and detailed information about each individual server can be looked up, including the patch application status
for each server. It is also possible to display information that has been filtered by specifying particular conditions.

List of Configuration Modification Templates

The detailed information of individual Configuration Modification Templates can be referred to, by displaying the list of the
Configuration Modification Template.

- Compare configuration baselines
A configuration baseline is a snapshot of the information collected by the discovery function at a specific moment in time.

The Configuration Baseline Comparison Results window shows a list of the changes that have been made since the configuration
baseline snapshot was taken.

Fatch application

e

" Configuration baseline

If a problem occurs with a server, it is possible to check which patches have been applied since the server was last running correctly
by comparing the current configuration baseline with the configuration baseline at the time when the server was running correctly.

The Configuration Baseline Comparison Resultswindow also shows changes when there are differences in the definitions for RPM
packages subject to Linux patch management between the two baselines being compared.

Configuration baselines are created by infrastructure administrators.
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- Patch Application wizard

This wizard allows the user to apply patches by first selecting the target servers. Users can then select the required patches, and specify
the application method.

- Parameter Settingswizard

This wizard allows the user to set parameters. The user selects the target server and software, and then the parameters to be set. The
wizard also allows the user to edit the parameters to be set.

- Script Execution wizard

This wizard allows the user to run any script on the target server.
- Configuration Modification Template Wizard

Create and edit the Configuration Modification Template using the wizard.
- Configuration Modification Wizard

Execute configuration modification using the wizard. Select the Configuration Modification Template to execute, and specify the
parameters.

- Maintenance

The Maintenance window can be used to reference, update, delete, register and import the configuration items stored in the CMDB.

2.1 Hardware List

The Hardware list window displays the list of chassis and physical server information collected by the discovery function, allowing you
to view the detailed information of individual chassis and physical servers. If hypervisor is installed on the physical server, the list of guest
0OSs deployed on that hypervisor can be viewed as well.

Map view also allows you to confirm dependency relationships between chassis, physical servers, servers, server groups, and tenants as
well as the information of the software installed on the server.

2.1.1 Chassis list

Display method
1. Log in to the management console.
2. Use either of the following methods.
a. Select Configuration management from the menu in the management console.

b. Click the link to Hardware list in the Home window.
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Systemwalker Software Configuration Manager cfmgadmin ~  Fuffrsu

Home Configuration management Patch management Job management

Hardware list Server list Software list Configuration modification template list Maintenance
Chassis list ~ Physical server list | OS list | Map view Items: 1 =
Name Vendor name Product name Admin IP address Mounted server---
il Chassis#1 Fujitsu BX900 51 192.168.1.10 3
Display item

Displays the list of blade server chassis.

The following table shows the items that are displayed in the chassis list:

Display item Description

Name Displays the chassis name.

Clicking a chassis name displays the Chassis Details window.

Vendor name Displays the vendor name of the chassis.

Product name Displays the product name of the chassis.

Admin IP address Displays the admin IP address of the chassis.

Mounted server blades Displays the number of server blades mounted on the chassis.

2.1.1.1 Chassis details

Display method

Clicking a chassis name in the chassis list displays the Chassis Details window.
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Systemwalker Software Configuration Manager

Home Configuration management Patch management

Job management

cfmgadmin «

Fujfrsu

Hardware list Server list Software list Maintenance
Chassis list
Name Chassis#1
Product name BX900
Admin IP address 192.168.1.10

Memo
Asset number

Serial number

Server blade list

Slot n---  Server blade name
5 Blade#5
6 Blade#6
17 Blade#9
Display item

Chassis details

Budget management system chassis
000000001

AAAQ000010

Product name Admin IP address 0s

PRIMERGY BX920 51 192.168.1.205
PRIMERGY BX920 52 192.168.1.206

PRIMERGY BX920 52 192.168.1.209

The following table shows the items that are displayed in the Chassis details window:

VMware ESXi 5.1.0--

VMware ESX 4.1.0--

VMware ESXi 5.1.0--

0S IP address

192.168.1.105

192.168.1.106

192.168.1.109

Display item

Description

Name

Displays the chassis hame.

Vendor name

Displays the vendor name of the chassis.

Product name

Displays the product name of the chassis.

Admin IP address

Displays the admin IP address of the chassis.

Memo

Displays the memo.

Asset number

Displays the asset number.

Serial number

Displays the serial number.

Server blade list

Displays the list of server blades mounted on the chassis.

Server blade list

The following table shows the items that are displayed in the server blade list:

Display item

Description

Slot number

Displays the slot number.

Server blade name

Displays the server blade name.

Clicking a server blade name displays the Physical Server Detailswindow.

Vendor name

Displays the vendor name of the server blade.
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Display item Description
Product name Displays the product name of the server blade.
Admin IP address Displays the admin IP address of the server blade.
0S Displays the operating system name.
OS IP address Displays the IP address of the operating system.

2.1.2 Physical Server List

Display method
1. Log in to the management console.
2. Use either of the following methods to display the Har dwar e list window.
a. Select Configuration management from the menu in the management console.
b. Click the link to Hardwarelist in the Home window.

3. Click the Physical server list tab in the Hardware list window.

Systemwalker Software Configuration Manager cfmgadmin ~ Fujfrsu
Home Configuration management Patch management Job management
Hardware list Server list Software list Configuration modification template list Maintenance
Chassis list | Physical server list  OS list = Map view Items:3 Y @ =&
Name Vendor na-- Product name Admin IP-- 0s 0S 1P add-- Chassis na---
H Blade#5 Fujitsu PRIMERGY BX920 51 192.168.40.--- VMware ESXi 5.1.0--- 192.168.30.--- Chassis#1
i Blade#6 Fujitsu PRIMERGY BX920 51 192.168.40.--- VMware ESXi 5.1.0--- 192.168.30.--- Chassis#1
W Blade#7 Fujitsu PRIMERGY BX920 S1 192.168.40.8 VMware ESXi 5.1.0--- 192.168.30.8 Chassis#1

Operation method

Filter search

Clickthe ¥ button at the top right of the window to specify the conditions for filtering the information in the physical server list.

Display item Description
Filter The following filter conditions can be specified. Multiple filter conditions can be
specified.
- Name
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Display item Description

- Vendor name

- Product name

- Admin IP address
- 0S

- OS IP address

- Chassis name

Display item

The following table shows the items that are displayed in the physical server list:

Display item Description

Name Displays the physical server name.

Clicking a physical server name displays the Physical Server Detailswindow.

Vendor name Displays the vendor name of the physical server.

Product name Displays the product name of the physical server.

Admin IP address Displays the admin IP address of the physical server.

0S Displays the operating system name.

OS IP address Displays the IP address of the operating system.

Chassis name For a server blade, the name of the chassis in which it is mounted is displayed.

Clicking a chassis name displays the Chassis Details window.

2.1.2.1 Physical Server Details

Display method

Clicking a physical server name in the physical server list displays the Physical Server Details window.
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Systemwalker Software Configuration Manager

Home Configuration management Patch management

Software list

Hardware list
Physical server list

Name

Vendor name
Product name
Admin IP address
0s

05 IP address
Memo

Asset number
Serial number
Firmware version
BIOS version

CPU

Mounted memory size
Chassis name

Slot number

VM guest list

Server name
ST_RHEL510_x64_JA

ST_RHEL59_x64_EN

Display item

Physical server details

The following table shows the items that are displayed in the Physical server details (server blades):

Server list

cfmgadmin «

Job management

Fujfrsu

Physical server details

Blade#5
Fujitsu
PRIMERGY BX920 S1

192.168.40.235

VMware ESXi 5.1.0 build-1021289

192.168.30.235
Application server#2
0000000001
AAADODDODLIOD

0551

3041

Xeon (2793 MHz) x 16

8192 MB

Chassis#1

Server group name
group-A

group-B

Tenant

tenant-A

tenant-B

Configuration modification template list

0s

Red Hat Enterprise Linux 5

Microsoft Windows Server 201--

Maintenance

IP address

192.168.60.237

192.168.60.239

Display item

Description

Name

Displays the physical server name.

Vendor name

Displays the vendor name of the physical server.

Product name

Displays the product name of the physical server.

Admin IP address

Displays the IP address of the physical server.

0sS

Displays the operating system name.
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Display item

Description

OS IP address

Displays the IP address of the operating system.

Memo

Displays the memo.

Asset number

Displays the asset number.

Serial number

Displays the serial number.

Firmware version

Displays the firmware version.

BIOS version

Displays BIOS information.

CPU

Displays CPU information.

Mounted memory size

Displays the mounted memory size.

Chassis name

For a server blade, the chassis name is displayed.

Clicking a chassis name displays the Chassis Details window.

Slot number

For a server blade, the slot number is displayed.

Server name

When an OS (except for a VM host) is installed on a physical server, the server
name is displayed.

Server group name

When an OS (except for a VM host) is installed on a physical server, the server
group name is displayed.

Tenant When an OS (except for a VM host) is installed on a physical server, the tenant is
displayed.
VM guest list Displays a list of related VM guests operating on the physical server.
Server list

The following table shows the items that are displayed in the VM guest list:

Display item

Description

Server name

Displays the VM guest name. When linked to ROR, the L-Server name is
displayed.

Server group name

Displays the server group name.

Tenant Displays the tenant.

0S Displays the operating system name.

IP address Displays the IP address of the operating system.
2.1.3 OS List

Display method
1. Log in to the management console.

2. Use either of the following methods to display the Hardwar e list window.

a. Select Configuration management from the menu in the management console.

b. Click the link to Hardwarelist in the Home window.

3. Click the OSlist tab in the Hardwar e list window.
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Systemwalker Software Configuration Manager cfmgadmin ~  Fuffrsu

Home Configuration management Patch management Job management

Hardware list Server list Software list Configuration modification template list Maintenance
Chassis list | Physical server list | OS list  Map view Items: 3 ¥ @ =
Server name 0s IP address Server gro--- Tenant Physical server--- Admin IP---

‘Wl CFMG-M Red Hat Enterprise-- 192.168.99.11 Group-A Tenant-A Blade #5 192.168.1.205
‘Wl CFMG-M2 Red Hat Enterprise--- 192.168.99.12 Group-A Tenant-A Blade #5 192.168.1.205
W vm_winl Microsoft Windows---  192.168.99.13 Group-A Tenant-A Blade #9 192.168.1.209

Operation method

Filter search

Clickthe W button at the top right of the window to specify the conditions for filtering the information in the OS list.

Display item Description

Filter The following filter conditions can be specified. Multiple filter conditions can be
specified.

- Server name

- OS

- IP address

- Server group name
- Tenant

- Physical server name

- Admin IP address

Display item
Displays the list of servers on which the OS is installed.

The following table shows the items displayed in the OS list:

Display item Description
Server name Displays the name of the server on which the OS is installed.
0OS Displays the operating system name.
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Display item Description

IP address Displays the IP address of the operating system.
Server group name Displays the server group name.

Tenant Displays the tenant.

Physical server name Displays the physical server name.

Clicking a physical server name displays the Physical Server Details window.

Admin IP address Displays the admin IP address of the physical server.

2.1.4 Map view

Display method
1. Log in to the management console.
2. Use either of the following methods to display the Har dwar e list window.
a. Select Configuration management from the menu in the management console.
b. Click the link to Hardwarelist in the Home window.

3. Click the Map view tab in the Hardware list window.

Systemwalker Software Configuration Manager cfmgadmin ~ Fuffsu - A
Home Configuration management Patch management Job management
Hardware list Server list Software list Configuration modification template list Maintenance
g i e o] i
Chassis list : Physical server list | OS list | Map view =~
1 1] SESEAEE
Chassis#1 Blade#5
Blade#6
Blade#7
v
Display item

Displays relationships between chassis, physical servers, servers, L-Platforms, and tenants.

The following table shows the items that are displayed in the map list:
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Selection item

Description

Root

Indicates a collection of hardware.

At least one is displayed.

Chassis

Displays the relationships between chassis, physical servers, server groups, and
tenants.

Reselecting this item while it is still selected displays the detailed information.

Physical server

Displays the relationships between chassis, physical servers, servers, server groups,
and tenants, starting from the physical server.

Reselecting this item while it is still selected displays the detailed information.

A
Servers

Displays the relationships between chassis, physical servers, servers, server groups,
and tenants, starting from the server.

Reselecting this item while it is still selected displays the detailed information.

L]

Eiﬁ Server group

Displays the relationships between chassis, physical servers, servers, server groups,
and tenants, starting from the server group.

Reselecting this item while it is still selected displays the detailed information.

The server group is displayed when a physical server is selected.

Tenant

Displays the relationships between chassis, physical servers, server groups, and
tenants.

Reselecting this item while it is still selected displays the detailed information.

Displays a tenant when a physical server is selected.

2.1.4.1 Displaying Details

Reselecting the resource still selected in the map displays the detailed information.
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Physical server details

Name

T}

Admin IP addr---

05

0S IP address

Memo

Asset number

Serial number

Product name

Blade#5

PRIMERGY BX920 51
192.168.1.205

VMware ESXi 5.1.0 build-1021289
192.168.1.105

Operation management server
000000001

AAAD000010

Firmware vers--- 0490

BIOS version 3B39

CPU Xeon (1995 MHz) x 2
Mounted mem--- 12283 MB

Slot number 5

X Close

Display item

When a chassis is selected

The following table shows the items displayed when a chassis is selected:

!

H

Display item

Description

Name

Displays the chassis name.

Vendor name

Displays the vendor name of the chassis.

Product name

Displays the product name of the chassis.

Admin IP address

Displays the admin IP address of the chassis.

Memo

Displays the memo.

Asset number

Displays the asset number.

Serial number

Displays the serial number.

When a physical server is selected

The following table shows the items displayed when a physical server is selected:

Display item

Description

Name

Displays the physical server name.

Vendor name

Displays the vendor name of the physical server.

Product name

Displays the product name of the physical server.

Admin IP address

Displays the admin IP address of the physical server.

o

Displays the operating system name.
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Display item

Description

OS IP address

Displays the IP address of the operating system.

Memo

Displays the note.

Asset number

Displays the asset number.

Serial number

Displays the serial number.

Firmware version

Displays the firmware version.

BIOS version

Displays BIOS information.

CPU

Displays CPU information.

Mounted memory size

Displays the mounted memory size.

Slot number

For a server blade, the slot number is displayed.

When a server is selected

When a server is selected, the Server Details window is displayed.
For the items displayed, refer to "2.2.1 Server Details".
When a server group is selected

When a server group is selected, the following items are displayed:

Display item Description
Name Displays the server group name.
User ID Displays the user ID.
User name Displays the user name.

Phone number

Displays the phone number.

Email address

Displays the email address.

When a tenant is selected

The following table shows the items displayed when a tenant is selected:

Display item Description
Name Displays the tenant.
User ID Displays the user ID.
User name Displays the user name.

Phone number

Displays the phone number.

Email address

Displays the email address.

2.2 Server List

Display method

1. Log in to the management console.

2. Use either of the following methods to display the server list:
a. Select Configuration management from the menu in the management console, and then select the Server list tab.

b. Click the Server list link in the Home window.
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Systemwalker Software Configuration Manager 8 cfmgadmin ~ Fujfrsu
Home Configuration management Patch management Job management

Hardware list Server list Software list Configuration modification template list Maintenance
¥ Filter

Hostname [ | o©s [ | anapplied 0S [Both v| FIMW [Both v

Site All W

Filter Cancel filter
1-3 of 3items 1/1 page(s) =

[J  Server name Server group... Tenant IP address Host name 0s Last updat: Unapplied (... Unappli
| ] linue 1 (linux1) 8ANPT12QC tenant_ad... 192.168.1.51  linux1 RHEL6.5 0 0
O ] solaris1(solaris1) 8QNP712QC tenant_ad... 192.168.1....  solaris1 Solaris11 - 0
O HwiN-ccFomMH...  TBBASOWBS tenant_ad... 192.168.1.47 WIN-CCFOM... Window... 0 0

Configuration modification Script execution Parameter settings Patch application

(.:{] Note

This window shows a list of the servers within the range managed by the login user.
Infrastructure administrator
Infrastructure administrators can reference information about all servers.
Dual-role administrator
Dual-role administrators can reference information about all servers.
Tenant administrator
Tenant administrators can reference information about the servers associated with their tenants (organization) to which they belong.
Tenant user

Tenant users can reference information about the servers that they manage.

'_ﬂ Information

About Solarisservers

For Solaris servers, only the following information can be checked.
- Applied OS patches (SRU information)
- Installed Fujitsu middleware
- Application status of Fujitsu middleware patches

It is not possible to perform patch application, parameter setting, or script execution on Solaris servers.
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-27 -



Qn Note

Conditions under which serversare counted as serverswith unapplied patches

The conditions under which servers are counted as servers with unapplied patches differ with Windows patches, Linux patches, and Fujitsu
middleware patches. These conditions are explained separately as below:

- Number of servers with unapplied Windows patches

The number of servers with unapplied Windows patches is the number of servers where the patches authorized by WSUS have not
been applied.

- Number of servers with unapplied Linux patches

The number of servers with unapplied Linux patches is the number of servers where the patches registered with the yum repository
server and have been defined as the management target have not been applied.

- Number of servers with unapplied Fujitsu middleware patches

The number of servers with unapplied Fujitsu middleware patches is the number of servers where the Fujitsu middleware patches
distributed by Systemwalker Software Configuration Manager have not been applied.

The number of servers with unapplied Fujitsu middleware patches is the number of servers where the Fujitsu middleware patches
registered using swcfmg_fjmwpatch_update (Fujitsu middleware patch registration command) have not been applied.

Operation method
Filter search

Specify the conditions for filtering the information in the server list.

Display item Description
Filter The following filter conditions can be specified. Multiple filter conditions can be
specified
- Server name

- Server group name
- Tenant

- |IP address

- Host name

- 0S

- All applied

- FIMW

- Site

Display items

The following table shows the items that are displayed in the server list:

Display item Description

Checkbox Checking the checkbox selects the corresponding server as a target server for patch
application, parameter setting, script execution, or configuration modification.

Server name Displays the server names.

Clicking a server name link displays the Server Details window.

Server group name Displays the server group name.
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Display item Description

Tenant Displays the tenant.

IP address Displays the IP addresses.

Host name Displays the host names.

(OK Displays the operating system names.

Last update Displays the date and time when the patch application status was registered with
WSUS.
Not displayed for Linux patches.

Unapplied (OS) Displays the number of OS patches that have not been applied.

Unapplied (MW) Displays the number of Fujitsu middleware patches that have not been applied.

& Note

The number of patches in the "Unapplied (OS)" column of this window may not match the number of patches to be applied as detected

by the Check for Updates function on the business server.

The inconsistency arises when some patches are provided as part of a cumulative patch. This is because Systemwalker Software
Configuration Manager counts all of the patches in a cumulative patch as patches that can be applied, while the Check for Updates

function does not count patches in a cumulative patch as patches that can be applied.

For example, if Patch 3 is a cumulative patch containing Patch 1 and Patch 2, then Systemwalker Software Configuration Manager
will detect them as three different patches that can be applied, but the Check for Updates function will detect them as one patch that

can be applied.

Patch 2)

Patches detected Systemwalker Software Check for Updates function
Configuration Manager
Patch 3 (containing Patch 1 and D D

Patch 2

Patch 1

D: Detected as a patch that can be applied

-2 Not detected as a patch that can be applied

If some patches are provided as part of a cumulative patch, Systemwalker Software Configuration Manager will no longer detect such

patches in a cumulative patch as patches that can be applied, by having these patches unapproved on the WSUS server.

Operation buttons

The following operations can be performed from the Server list window:

Operation button

Description

Patch application

Select the server using the checkboxes, and click Patch application button. This
displays the Patch Application wizard, enabling the user to distribute and apply
patches originating from the server.

Parameter settings

Select the server using the checkboxes, and click Parameter settingsbutton. This
displays the Parameter Settingswizard, enabling the user to configure parameters
for software installed on the selected server.
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Operation button Description

Script execution Select the server using the checkboxes, and click Script execution button. This
displays the Script Execution wizard, enabling the user to run scripts on the
selected server.

Configuration Modification Select the server using the checkbox, and click the Configuration M odification
button. This displays the Configuration M odification wizard, enabling
configuration modification of the selected server.

2.2.1 Server Detalls

Display method
1. Use either of the following methods to display the server details:
a. Click a server name link in the Server list window.
b. Click a server name link in each window.
2. The Server Details window will be displayed.

The Server Details window shows information about the server, the installation status of software, and the application status of
patches for the operating system and Fujitsu middleware.

Server Details x

Check details of the server.

Server name WIN-CCFOMHQFOPO(WIN-CCFOMHQFOPO)
Server group name TBBASIWEBS
Tenant temant_admin(tenant_admin)
IP address 192.168.1.47
Server ID DVSVBIJCI9@Direct
Site Manual registration (Direct)
Host name WIN-CCFOMHQFOPO
0s Windows Server 2012 R2 Standard
Contact person cfmgadmin Taro Fujitsu (Phone:1234-9999 Email:cfmgadmin@example.local)
NEEIELIENTEICE OS5 patches Fujitsu middleware patches
1-3of 3 items 1/11page(s)
|Produ|::t name |Version 0Ss |Vend0r
(o]
FJQSS(information collection tool) v1.0.5 Windows EME4T FUJITSU LIMITED
Interstage Application Server Enterpri...  V11.1.0 Windows EME4T FUJITSU LIMITED
< >

Parameter details

Compare configuration baselines Patch application... Download parameters in CSV format Close

Operation method
Detailed information about the server

Detailed information about the server is displayed in the top section of the window.

Item Description

Server name Displays the server name.
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Item Description
Server ID Displays the server ID.
Server group name Displays the server group name.
Tenant Displays the tenant.
Site Displays the site name.
IP address Displays the IP address.
Host name Displays the host name.
oS Displays the operating system name.
Contact person Displays the user ID, user name, telephone number and email address.

Information about installed software

Clicking the Installed softwar etab in the bottom section of the window displays a list of the software (Fujitsu middleware) products
that have been installed.

Item Description
Product name Displays the product names of the software products that have been installed.
Version Displays the versions of the software products.
(01 Displays the operating systems (platforms).
Vendor Displays the vendors of the software products.

Operation button

The following operation can be performed from the Installed softwar e tab:

Operation button Description

Parameter details Select the software using the radio buttons and click Parameter detailsbutton to
display the Parameter Details window.

Information about OS patch application

Clicking the OS patchestab in the bottom section of the window displays a list of the patches that have been applied and a list of the
patches that have not been applied.

Clicking the Unapplied patches link displays a list of unapplied patches.
Clicking the Applied patches link displays a list of applied patches.

Table 2.1 Windows patches
ltem Description

Patch ID Displays the patch IDs.

Class Displays the classification levels of the patches.

- Required: Patches that are specified as "Required" in the operation policy
settings

- Recommended: Patches that are specified as "Recommended" in the
operation policy settings

Patch type Displays the patch types. (This indicates the classification of updates, which
represents the WSUS update program type.)
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ltem Description
- Security Updates

- Critical Updates
- Feature Packs
- Service Packs

- Tools

- Drivers

- Updates

- Update Rollups

- Definition Updates

Product name Displays the product name (operating system name) corresponding to each patch.
Overview Displays an overview (or title) of each patch.
Release date Displays the date when each patch was released.

Table 2.2 Linux patches
ltem Description

Package name Displays the names of the RPM packages.

Clicking a package name link displays the Patch Details window.

Version Displays the versions of the packages.

Release Displays the release numbers of the packages.

Architecture Displays the architecture for each package.

Overview Displays an overview of each package. Displays in English.

Release date Displays the date when the package information was registered with Systemwalker

Software Configuration Manager.

Table 2.3 For Solaris patches
Item Description

SRU information Displays SRU information.

SRU information includes information on the "entire™ package.

;ﬂ Information

Information about Fujitsu middleware patch application

When the Fujitsu middlewar e patchestab in the bottom section of the window is selected, the application status of Fujitsu middleware
patches is displayed.

Item Description

Patch ID Displays the patch IDs.

Class Displays the classification levels of the patches.

- Required: Patches that are specified as "Required" in the operation policy
settings
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ltem Description
- Recommended: Patches that are specified as "Recommended" in the
operation policy settings
Importance Displays the importance of each patch.
- Recommended
- Important
- Security
Updatetype Displays the update types of the patches.
- Urgent
Product name Displays the product names.
0s Displays the operating systems (platforms).
Updatetitle Displays an overview (title) of each patch.
Release date Displays the date when the patch information was registered with Systemwalker
Software Configuration Manager.

Operation buttons

The following operations can be performed from the Server Details window:

Operation button Description
Compar e configuration Compares configuration baselines. Refer to "2.5 Compare Configuration
baselines Baselines" for details.
Patch application Displays the Patch Application wizard, enabling the user to distribute and apply
unapplied patches to the relevant server.
Download parametersin Outputs information on software parameters in CSV format.
CSV format
Close Closes the window.

2.2.2 Parameter Detalils

Display method

1. Selectthe software to reference using the radio buttons on the I nstalled softwar etab in the Server Detailswindow. Click Parameter
details button.
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2. The Parameter Details window will be displayed.
The Parameter Details window displays the server and software information, as well as the values currently configured in the
parameters, and those configured prior to the current values.

Parameter Details b4

Check the software parameters.

Server name Development server(V7O2UVOTIC0001)
IP address 192.168.99 61
Host name VIO2UvaT9C000
08 Microsoft Windows Server 2008 R2
Product name Example Software
Version W1
Vendor Example company
Parameters
Parameter information name:(Modified)Example Software Parameter Pre Setting Definition &= Values are different
Key |Lahe| |Type |Current value(2014-06-19 00:53:42) | |Conﬁgured value(2014-06-19 20:52:08)
Param001 boole... true true A
Param002 number 56789 = 123456
Param003 string ABCDEFG ABCDEFG
Param004 string... - - -
1] - 123 123
W
2] - ABC abc
[ 4 >
Download C3V file Download package Parameter settings. .. Close

Operation method
Server information

Server information is displayed in the top section of the window.

ltem Description
Server name Displays the server name.
IP address Displays the IP address.
Host name Displays the host name.
(OK Displays the operating system name.

Software information

Software information is displayed in the middle section of the window.

Item Description
Product name Displays the product name of installed software.
Version - Displays the software version.
(O - Displays the operating system type (platform).

Parameter information

Parameter information is displayed in the bottom section of the window.

-34-



Item Description

Key Displays the parameter key value.

Label - Displays the parameter label. Note that labels are not displayed for array type
elements or map type subkeys.

Type - Displays the parameter type:
- string

- number

- boolean

- string array

- map
Current value Displays the parameter value that was discovered.
Configured value Displays the value last set using parameter settings.

If there is a difference between Current value and Configured value, display this difference using the 6 symbol.
Operation buttons

The following operations can be performed from the Parameter Details window:

Operation button Description
Download CSV file Outputs information on parameters in CSV format.
Download package Downloads the registered parameter package.
Parameter settings Displays the Parameter Settings wizard, enabling the user to configure
parameters for the relevant server and software.
Close Closes the window.

2.3 Software List

Display method
1. Log in to the management console.
2. Use the following method to display the software list:
a. Select Configuration management from the menu in the management console, and then select the Software list tab.

b. Click the Softwarelist link in the Home window.
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Systemwalker Software Configuration Manager cfmgadmin ~  fuffrsu A
Home Configuration management Patch management Job management
Hardware list Server list Software list Configuration modification template list Maintenance
¥ Filter
Filter Cancel filter
1-20f2items 111 page(s) =
Product name Version 0s Vendor Servers with the pr...
Interstage Application Server Enterprise Edition V320 Windows EMEAT FUJITSU LIMITED 2
Interstage Application Server Enterprise Edition(54bit) V11.1.0 Linux FUJITSU LIMITED 1
< > v

QT Note

A list of the software (Fujitsu middleware) products installed on the servers within the range managed by the login user will be displayed.

Infrastructure administrator

Infrastructure administrators can reference information about the software installed on all the servers.

Dual-role administrator

Dual-role administrators can reference information about the software installed on all the servers.

Tenant administrator

Tenant administrators can reference information about the software installed on the servers associated with the tenants (organization)
to which they belong.

Tenant user

Tenant users can reference information about the software installed on the servers that they manage.

Operation method

Filter search

Specify the conditions for filtering the information in the software list.

Display item Description

Filter The following filter conditions can be specified. Multiple filter conditions can be
specified.

- Product name

- Version
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Display item

Description

- 0S

- Vendor

Display items

The following table shows the items that are displayed in the software list:

Display item

Description

Product name

Displays the product names of the software products that have been installed.

Version Displays the versions of the software products.

oS Displays the operating systems (platforms).

Vendor Displays the vendors of the software products.

Serverswith the product Displays the number of servers where the software has been installed.

2.3.1 Software Details Window

Display method

1. Click a product name link in the Softwar e list window.

2. The Softwar e Details window will be displayed.

The Softwar e Detailswindow displays information about the software, together with a list of the servers where it has been installed
and a list of the registered patches for that software.

Software Details

Check the details of the software.

Product name
Version

05

Vendor

Interstage Application Server Enterprise Edition(64bit)
V11.1.0

Linux

FUJITSU LIMITED

Installation target servers Fujitsu middleware patches

Server name

Linux01(linuxTest

Operation method

Software information

1-10of 1 items 1/1page(s)
Server group name Tenant |05
JOF1HRY 49 Kobe Office(kobe) Red Hat Enter...
>
Close

Information about the software is displayed in the top section of the window.

Iltem

Description

Product name

Displays the product name of installed software.

Version

Displays the version of the software.
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Item Description

0os Displays the operating system (platform).

Vendor Displays the vendor of the software.

Installation target servers

When the Installation target serverstab in the bottom section of the window is selected, a list of servers where the software has been
installed is displayed.

Item Description
Server name Displays the server names.
Server group name Displays the server group name.
Tenant Displays the tenant.
(OF Displays the operating systems.

Fujitsu middleware patches

When the Fujitsu middlewar e patches tab in the bottom section of the window is selected, a list of Fujitsu middleware patches is

displayed.
Item Description
Patch ID Displays the patch IDs.
Class Displays the classification levels of the patches.
- Required: Patches that are specified as "Required" in the operation policy
settings
- Recommended: Patches that are specified as "Recommended” in the
operation policy settings
Importance Displays the importance of each patch.
- Recommended
- Important
- Security
Updatetype Displays the update types of the patches.
- Urgent
Updatetitle Displays an overview (title) of each patch.
Unapplied servers Displays the number of servers where the patch has not been applied.

2.4 List of Configuration Modification Templates

Display method
1. Log in to the management console.
2. Use either of the following methods to display the list.

a. Select Configuration management from the menu of the management console, and then select the Configuration
modification templatelist tab.

b. Click the Configuration modification template list link on the Home window.
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Systemwalker Software Configuration Manager cfmgadmin ~  Fuffrsu

Home Configuration management Patch management Job management

Hardware list Server list Software list Configuration modification template list Maintenance
Configuration modification template list Items: 5 & =~

Template name Template ID Scope owner

Template 0 0000000001 #GLOBAL cfmgadmin
Template 1 0000000002 tenantl cfmgadmin
Template 2 0000000003 tenant2 cfmgadmin
Template 3 0000000004 tenant3 cfmgadmin
Template 4 0000000005 tenant4 cfmgadmin

Operation Method
Display items

The following table shows the items that are displayed in the configuration modification template list:

Display item Description

Template name Displays the template name.

Clicking a template name displays the Template Details window.

Template ID Displays the template ID.
Scope Displays the scope.
Administrator Displays the administrator.

Operation Buttons

The following operations can be performed from the Configuration modification template list window:

Operation button Description

Create The Configuration Modification Template wizard is displayed.

2.4.1 Details of the Configuration Modification Template

Display method

1. Click a template name on the Configuration modification template list window.
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2. The Configuration modification template details window is displayed.

In the Configuration modification template detailswindow, the detailed information of the configuration modification template

is displayed.
Systemwalker Software Configuration Manager cfimgadmin - Fujfrsu
Home Configuration management Patch management Job management
Hardware list Server list Software list Configuration modification template list Maintenance
Configuration modification template list / Configuration modification template details =
Template name Template 0
Template ID 0000000001
Scope #GLOBAL
Oowner cfmgadmin
Description desc
Parameter name Description
| Server [ERESINR Application server
File install_info file Install information file
m setup_mode Setup mode
admin_password Administrator password
reboot Reboot
[ Number [ESTESR Timeout
Processing
0 v Server operation check
Target ap-server

Edit Copy and edit Delete

Operation Method
Template Information

Template information is displayed in the top section of the window.

Display item Description
Template name Displays the template name.
Template ID Displays the template ID.
Scope Displays the scope.
Administrator Displays the administrator.
Description Displays a description.

Parameter

Parameter information is displayed in the middle section of the window.
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Display item

Description

Parameter name

Displays the type and name of the parameter.

Description

Displays a description.

Process

Process information is displayed in the bottom section of the window. The following information is displayed in the order processes

are executed.

Display information

Description

Processtype

Displays the type of the process.

Process name

Displays the name of the process.

Setting information

Displays the setting information configured for the process.

Operation Buttons

The following operations can be performed from the Configuration modification template details window:

Operation button Description
Edit The Configuration M odification Template wizard is displayed. Edits details of the
Configuration Modification Template.
Copy and edit The Configuration Modification Templatewizard is displayed. Creates a new Configuration
Modification Template based on the already created Configuration M odification Template.
Delete Deletes the Configuration Modification Template.

2.5 Compare Configuration Baselines

Display method

1. Click Compare configuration baselinesin the Server Detailswindow.

The Configuration Baseline List window will be displayed.

-41-




Configuration Baseline List

Select two configuration baselines to compare.

| Configuration baseline name Date and time created

[1 Current configuration information

[1 snap20140619002325 2014-06-19 00:23:26
[ snap20140619001627 2014-06-19 00:16:27
Compare Cancel

Operation method

Display items

Item Description

Configuration baselinename | Displays the configuration baseline names.

Current configuration information is displayed at the top of the list.

Date and time created Displays the date and time when the configuration baseline was created.

The creation time for the Current configuration information is not displayed.

Operation buttons

The following operations can be performed from the Server Details window:

Operation button Description
Compare Compares the two selected configuration baselines.
Cancel Returns to the Server Details window.

2.5.1 Configuration Baseline Comparison Results

Display method

1. Select the checkboxes for the two configuration baselines to be compared in the Configuration Baseline List window.

2. Click Compare.

The Configuration Baseline Comparison Results window will be displayed.
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Configuration Baseline Comparison Results X

Review the patch differences between the two configuration baselines.

Server name Development server(V702UVOTICO001)

Server group name Development system

Tenant Osaka Office(0SAKA)

IP address 1592.168.99.61

Host name V702UvVOT9C0001

0Ss Microsoft Windows Server 2008 R2

Contact person osakauser Taro Fujitsu (Phone:123-456 Email:osakauser@example.com)

Installed software 0OS patches Fujitsu middleware patches

Software added(1) | Software deleted(0)

Product name |Version 0s Vendor
Example Software V1 Windows EME64T Example company ~
W
< >
Back Close
Operation method
Detailed information about the server
Detailed information about the server is displayed in the top section of the window.
Item Description

Server name Displays the server name.
Server group name Displays the server group name.
Tenant Displays the tenant.
IP address Displays the IP address.
Host name Displays the host name.
oS Displays the operating system
Contact person Displays the user ID, user name, telephone number and email address.

Information about the differences in installed software

When the I nstalled softwaretab in the bottom section of the window is selected, a list of the software products that have been added
between the two configuration baselines will be displayed, together with a list of the software products that have been removed.

Item Description
Product name Displays the product names of the software products that have been installed.
Version Displays the versions of the software products.
(O Displays the operating systems.
Vendor Displays the vendors of the software products.

Information about the differences in OS patches

When the OS patchestab in the bottom section of the window is selected, a list of the patches that have been added between the two
configuration baselines will be displayed, together with a list of the patches that have been removed.
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Table 2.4 Windows patches

ltem Description
Patch ID Displays the patch IDs.
Clicking a patch ID link displays the Patch Details window.
Class Displays the classification levels of the patches.
- Required: Patches that are specified as "Required" in the operation policy
settings
- Recommended: Patches that are specified as "Recommended” in the
operation policy settings
Patch type Displays the patch types. (This indicates the classification of updates, which

represents the WSUS update program type.)
- Security Updates
- Critical Updates
- Feature Packs
- Service Packs
- Tools
- Drivers
- Updates
- Update Rollups
- Definition Updates

Product name

Displays the product name (operating system name) corresponding to each patch.

Release date

Displays the date when each patch was released.

Overview

Displays an overview (or title) of each patch.

For Linux patches, lists of the patches that have been changed, added and removed will be displayed.

Table 2.5 Linux patches

ltem

Description

Package name

Displays the names of the RPM packages.

Clicking a package name link displays the Patch Details window.

Version

Displays the versions of the packages.

Release

Displays the release numbers of the packages.

Architecture

Displays the architecture for each package.

Overview

Displays an overview of each package. Displays in English.

Release date

Displays the date when the package information was registered with Systemwalker
Software Configuration Manager.

Note: In the list of patches that have been changed, the version/release information is displayed using the format "new version/
release (old version/release)"”.

Information about the differences in Fujitsu middleware patches

When the Fujitsu middlewar e patchestab in the bottom section of the window is selected, a list of the patches that have been added
between the two configuration baselines will be displayed, together with a list of the patches that have been removed.
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ltem Description

Patch ID Displays the patch IDs.

Class Displays the classification levels of the patches.

- Required: Patches that are specified as "Required" in the operation policy
settings

- Recommended: Patches that are specified as "Recommended" in the
operation policy settings

Importance Displays the importance of each patch.
- Recommended
- Important
- Security
Update type Displays the update types of the patches.
- Urgent
Product name Displays the product names.
(OK Displays the operating systems (platforms).
Release date Displays the date when the patch information was registered with Systemwalker

Software Configuration Manager.

Operation buttons

The following operations can be performed from the Configuration Baseline Comparison Results window:

Operation button Description
Back Returns to the Configuration Baseline List window.
Close Returns to the Server Details window.

2.6 Patch Application Wizard

Patch application is set up by first selecting the servers where the patches are to be applied.

E’ Point

© © 0000000000 00000000000000000000000000000000000000000000000000000000000000000000000000000COCOCOCOCOCEOCEOEE

The roles of the people who distribute and apply patches
The explanations in this section assume that the roles of the people who distribute and apply patches can be classified as follows:
Infrastructure administrator

- Infrastructure administrators are responsible for patch management (management for WSUS, yum repository servers and the media
library).

- Infrastructure administrators do not distribute or apply patches.

- When an error occurs with the patch distribution/application processing, a message may be output to the event log or syslog. If
this happens, infrastructure administrators need to check the content of the message and take the necessary action such as reviewing
the environment settings.

Tenant administrator
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- Tenant administrators use the management console to distribute and apply patches to the servers for the tenants to which they
belong.

Tenant user
- Tenant users distribute and apply patches to those servers that they manage themselves.
Dual-role administrator

- Dual-role administrators have the roles of both infrastructure administrators and tenant administrators. When acting as a tenant
administrator, a dual-role administrator can distribute and apply patches to the servers in all tenancies.

© ©0000000000000000000000000000000000000000000O00COCOCOCOCOCIOCIOCOCOCEOCOCOC0CI0C0C0C0CI0C0COC0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0CCCCCOCOCEOCEECEEETS

Display method
1. Click Patch application button in one of the following windows:
- Server list window
- Server Details window
2. Perform the following patch application setup and confirmation operations in the wizard:
a. Select the patch type
b. Select the patches to be applied
C. Set the application method
d. Check the settings

e. Completion

2.6.1 Select Type

If either of the following operations is performed, the Select type window of the Patch Application wizard will be displayed:

- Use the checkboxes in the Server list window to select servers, and then click Patch application button.

- Click Patch application button in the Server Details window.
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Patch Application

Select type Select paiches  Application method Confirm Patching request complete

Select the type of patch to apply and the target operating system. The patch will only be applied to servers with this operating system.

| Select the patch type and operating system

® OS patches
Patch type
) Fujitsu middleware patches
® Windows
0§
L Linux

Mext Cancel

Operation method

Selecting patch types

Select the patch type and operating system for the patch to be applied.

Item Description

Patch type Select either of the following as the type of the patch to be applied:

- OSpatches

- Fujitsu middleware patches

(OK Select either of the following as the operating system to which the patch is to be
applied:

- Windows

- Linux

- Ifonly Windows servers or Linux servers have been selected, the radio buttons
will be grayed out so that they cannot be selected.

Operation buttons

Operation button Description

Moves to the Select serverswindow.

Next

Cancel

Closes the Patch Application wizard.

2.6.2 Select Patches

When Next is clicked in the Select type window, the Select patches window is displayed.
The patches that can be applied to the selected servers will be displayed in the list of patches.
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Select the patches to be applied.

Patch Application

Select type Select patches » Application method Confirm Fatching reguest complete

Select the patches to apply.

| Select patches [ OS patches — Windows ]

Selected servers(3 items)

Server name

Verification server (DB)(V7O2UVOT9C0002)

WM22124637(VM2212463T)
WIN-9719MPF195T(WIN-9719MPF195T)

<
OS patches to apply
[] |PatchiD |Class
[] KB2032276
[0 KB2079403
[0 KB2160329
[0 KB2207566
O KB2249857 Recommended
O KB2264107 Recommended
<

Operation method

Selected servers

x
|OS Server group name Tenant
Microsoft Windows Serv...  Development system Kobe Office(kobe) ~
Windows Server 2008 R... ARBSSTIEN Kobe Office(kobe)
Windows Server 2008 R... PEL7NX4A3 Kobe Office(kobe)
W
>
|Product name Patch type Overview Release date
Windows Serve... Security Updates Security Update for Win...  2010-07-13 ~
Windows Serve... Security Updates Security Update for Win...  2010-08-10
Windows Serve... Security Updates Security Update for Win...  2010-08-10
Windows Serve... Security Updates Security Update for Win...  2010-12-14
Windows Serve... Updates Update for Windows Ser... 2010-10-26
W
Windows Serve... Updates Update for Windows Ser...  2011-01-11
>
Back Next Cancel

This list displays the servers to which the patches are to be applied.

Item

Description

Server name

Displays the server names.

(ON)

Displays the operating system names.

Server group name

Displays the server group name.

Tenant

Displays the tenant.

Selecting patches

Select the patches to be applied.

Table 2.6 Windows patches

Iltem

Description

Patch ID

Displays the patch IDs.

Class

Displays the classification levels of the patches.

- Required: Patches that are specified as "Required" in the operation policy
settings

- Recommended: Patches that are specified as "Recommended" in the
operation policy settings

Product name

Displays the product name (operating system name) corresponding to each patch.

Patch type

Displays the patch types. (This indicates the classification of updates, which
represents the WSUS update program type.)

- Security Updates

-48 -




Iltem

Description

Critical Updates
Feature Packs
Service Packs
Tools

Drivers
Updates

Update Rollups

Definition Updates

Overview

Displays an overview (or title) of each patch.

Release date

Displays the date when each patch was released.

Table 2.7 Linux patches

ltem

Description

Package name

Displays the names of the RPM packages.

Clicking a package name link displays the Patch Details window.

Version

Displays the versions of the packages.

Release

Displays the release numbers of the packages.

Architecture

Displays the architecture for each package.

Overview

Displays an overview of each package. Displays in English.

Release date

Displays the date when the package information was registered with Systemwalker
Software Configuration Manager.

Table 2.8 Fujitsu middleware patches
Item Description
Patch ID Displays the patch IDs.
Class Displays the classification levels of the patches.
- Required: Patches that are specified as "Required" in the operation policy
settings
- Recommended: Patches that are specified as "Recommended” in the
operation policy settings
Importance Displays the importance of each patch.
- Recommended
- Important
- Security
Updatetype Displays the update types of the patches.

- Urgent

Product name

Displays the product names.

(ON)

Displays the operating systems (platforms).

Release date

Displays the date when the patch information was registered with Systemwalker
Software Configuration Manager.
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Operation buttons

Operation button Description
Back Returns to the Select serverswindow.
Next Moves to the Application method window if a patch has been selected using a
checkbox.
Cancel Closes the Patch Application wizard.

2.6.3 Application Method

When Next is clicked in the Select patches window, the Application method window is displayed.

Patch Application

Select type Select paiches

Enter the patch application method.

| Enter the application method

Schedule

Before execution

Application method

Confirm FPatching request complete

® Immediately

[00]~] - [00]v]
Browse...

© Specific date and time yyyy-

Mormal return value: ®p CAl
Script registration I e
After execution Normal return value: @ [@F]
Single-user mode: on & off
Restart operating system after application = ®) Yes (when reboot is required) O No
Back Mext Cancel
Operation methods
Setting up the application method
Item Description
Schedule Specify a schedule.
- Immediately: Select this option to perform the processing as soon as settings
in the wizard are complete.
- Specific date and time: Specify the date and time when processing is to be
executed.
Specify a date and time that is later than the current date and time on the admin
server.
Script Specify the scripts to be executed before and after patch distribution/application,
as well as the return values to determine the operations have completed
successfully during script execution. Also specify whether to execute a post-
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Description

execution script at single-user execution level when distributing Fujitsu
middleware patches.

To apply Fujitsu middleware patches, a script specifying the application
processing must be created and then registered as a post-execution script.

It is recommended to create the scripts registered here so that they output "0" as
the return value to indicate normal completion and a value other than "0" as the
return value to indicate an error.

For the script to be registered, specify the full path to the file that is stored on the
local machine where the browser is running.

Specify one of the following values for the return value to use to determine that
the operation has completed successfully.

- 0: Thereturnvalue" 0" ishandled asnormal ter mination, wher easvalues
other than " 0" arehandled aserrors.

- All: All return values are handled as nor mal termination.

Configure whether to execute the script at single-user execution level by
specifying one of the following values: If the execution target is a Windows server,
"on" cannot be specified.

- on: Switches the execution level to single-user and executes a script.
- off: Executes a script without switching the execution level.

Refer to "Creating Scripts and Specifying Commands" in the Operation Guide for
information on the scripts that are registered here.

If an error occurs, the user can select the process to take when the corresponding
script fails (such as "retry", "continue processing", or “cancel processing") from
the Job management window or by using the job information management
command. Refer to "Chapter 4 Job Management" for details on the Job
management window. Refer to "Job Information Management Command" in the
Reference Guide for details on the command.

Restart operating system
after application

Select whether to restart the server after the patch is distributed and applied. When
executing the post-execution script at single-user execution level, the OS is
restarted after the script is executed. Therefore, it is not necessary to select "Yes".

- Yes
The behavior varies depending on the patch type, as follows:
- OSpatches

The server will only be restarted for those patches that need to have the
server restarted.

- Fujitsu middlewar e patches
The server will be restarted without fail.
- No

The server will not be restarted.

Operation buttons

Operation button

Description

Back

Returns to the Select patches window.

Next

Moves to the confirmation window.

Cancel

Closes the Patch Application wizard.
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2.6.4 Confirm

When Next is clicked in the Application method window, the Confirm window is displayed.

Check the settings that have been entered.

Patch Application

Select type Select paiches Application method Confirm Patching request complete
Check the patch application details.

| Confirm
Application method
Schedule Immediately

Before execution -
Script registration

LT BERE Single-user mode:  off

Restart operating system after application = Reboot (when required)

Update details
Server name Patch ID |Class |Patch type
windows01 KB2800095 Recommended Updates
<

Download CSV file

Operation method
Application method

Mormal return value: -
Mormal return value: -

Server group name Tenant
Development Server Kobe Office
Back Execute

>

Cancel

This section displays the settings that have been specified in the Application method window.

Update details

Iltem Description
Server name Displays the server names.
For Windows | Patch ID Displays the patch IDs.
Class Displays the classification levels ("Required” or "Recommended™) of the
patches.
Patch type Displays the patch types. (This indicates the classification of updates, which
represents the WSUS update program type.)
For Linux Package name Displays the names of the packages.
Version Displays the versions of the packages.
Release Displays the release numbers of the packages.
For Fujitsu Patch ID Displays the patch 1Ds.
middleware Importance Displays the importance of each patch ("Recommended", "Important” or
"Security").
Update type Displays the update type of each patch ("Urgent").
Server group name Displays the server group name.
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Iltem Description

Tenant Displays the tenant.

Operation buttons

Operation button Description
Download CSV file Outputs the information displayed in Update detailsto a CSV file.
Back Returns to the Application method window.
Execute Executes the patch application.
Cancel Closes the Patch Application wizard.

2.6.5 Patching Request Complete

When Next is clicked in the Confirm window, the Patching regquest complete window is displayed.

Patch Application

Select type Select paiches - Application method Confirm Fatching request complete

Patching request forwarded.

| Patching request complete

- Job management

Check the status of jobs

Close
Operation method
Job management
ltem Description
Job management Moves to the Job management window where the user can check the status of

the patch application operation that was executed.

The status of the patch application operation that was executed can also be checked
by using the job information management command. Refer to "Job Information
Management Command" in the Reference Guide for details.

Operation button

-53-



Operation button Description

Close Closes the Patch Application wizard.

2.7 Parameter Settings Wizard

This wizard configures the software parameters.

Display method
1. Click Parameter settings button in one of the windows below:
- Server list window
- Parameter Details window
2. The parameter settings and checks listed below are carried out using the wizard:

Select the OS of the server on which the parameters will be configured

S

Select the software to which parameters apply

Select the parameters to be configured

a o

Edit the parameters for custom configurations

@®

Configure how the parameters will be executed
f. Check the settings

g. Patching request complete

2.7.1 OS Selection

If the operation below is performed, the Select type window of the Parameter Settings wizard will be displayed.

- Use the checkboxes in the Server list window to select the server and click Par ameter settings button.

Note that the Select type window will not appear if the Parameter Settings wizard is displayed by clicking Parameter settings button
in the Parameter Details window.
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Parameter Settings *

Select type Software selection Parameter Settings Execution method Confirm Complete

Select the OS.

| 0S selection

® Windows
0Ss

Linux

Mext Cancel
Operation method
OS Selection
Select the OS of the server on which the parameters will be configured.
Item Description
(O Select one of the following operating systems for the server on which the parameter

settings are to be applied:
- Windows
- Linux

If only Windows servers or Linux servers have been selected, the radio buttons
will be grayed out so that they cannot be selected.

Operation buttons

Operation button Description
Next Moves to the Softwar e Selection window.
Cancel Closes the Parameter Settings wizard.

2.7.2 Software Selection

Click Next in the Select type window to display the Softwar e Selection window.
The Software list displays the software on the selected server for which parameters can be configured.
Select the software for which parameters are to be set.

Note that the Software list will not be displayed if there is no software on the selected server for which parameters can be configured.
Click Cancel to re-select the server.
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Also, note that the Softwar e Selection window will not appear if the Parameter Settings wizard is displayed by clicking Parameter
settings button in the Parameter Details window.

Parameter Settings X

Select type Software selection Parameter Settings Execution method Confirm Complete

Select software in which parameter settings will be configured.

| Software selection

Server
Server name |05 Server group name Tenant
Development server(V7O2UNVOTICO001) Microsoft Windows Serv...  Development system Osaka Office(0OSAKA) A
v
L 4 >
Software
Product name Version Vendor
™
~
v
< >

Back Next Cancel
Operation method
Servers
This list displays the servers for which parameters can be configured.
Item Description
Server name Displays the server name.
oS Displays the operating system name.
Server group name Displays the server group name.
Tenant Displays the tenant.
Software
Select the software for which parameters are to be set.
ltem Description
Product name Displays the product name(s).
Version Displays the version.
Vendor Displays the vendor.
Operation buttons
Operation button Description
Back Returns to the Select type window.
Next Moves to the Parameter Settings window if software is selected.
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Operation button Description

Cancel Closes the Parameter Settingswizard.

2.7.3 Parameter Settings

Perform any of the following operations to display the Parameter Settings window:
- Click Next in the Softwar e Selection window.
- Click Parameter settings button in the Parameter Details window to display the Parameter Settings wizard.

Select the Parameter information name for the parameters to be configured in each type of software.

Parameter Settings X

Select type Software selection FParameter Seftings Execution method Confirm Complete

Select the parameters to configure.

| Parameter settings

|Setting order |Product name Version Vendor Parameter information name

Example Definition of Parameters to be Set
(Custom setting)
Example Software Parameter Pre Setting Definition

v
< >
Up Down Confirm/edit
Back Mext Cancel

Operation method
Parameter configuration

Select the parameter information to be configured in each type of software.

Item Description

Setting order Displays the sequence in which the parameters are to be set.

Parameters are configured in descending order from the top. To change the
configuration sequence, use the radio buttons to select the software and click Up
or Down to modify the order.

Product name Displays the product name(s).
Version Displays the version.
Vendor Displays the vendor.

Parameter information name | Allows you to select the parameter information to be set.

If (Custom setting) is selected, click Confir m/edit to display the Edit Par ameter
Information window and customize the parameter settings.
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Operation buttons

Operation button Description

Confirm/edit Enables checking/editing of the parameters set in the software selected using radio
buttons.

The Edit Parameter | nformation window is displayed.

Up The selected software will move up one position in the parameter settings order.
Down The selected software will move down one position in the parameter settings order.
Back Returns to the Softwar e Selection window.

Next Moves to the Execution M ethod window if parameter information names are

selected for all software.

Cancel Closes the Parameter Settings wizard.

2.7.4 Editing Parameter Information

Display the Edit Parameter Information window by selecting the parameter information name to configure in the software on the
Parameter Settings window, and then click Confirm/edit.

Edit the parameters to be set.

Edit Parameter Information *

Enter parameter value.

Software information

Product name (version) Example Software (V1)

Parameter information

Example Definition of Parameters to be Set

e N L Example Software Parameter Pre Setting Definition

Description Example Definition
® Do not use ) New upload Use defined package
Package
* Modified
Key Label Type Current value Value to configure
¥ ™
Param002 number 56789 * 123456
Param003 Parameter of ch...  string ABCDEFG * abedefg
Param004 Parameter of stri...  string array -
[1] - 123 123
[2] - ABC abc
W
[3] - ABC ABC
< >
Edit Cancel editing Set default value
OK Cancel

Operation method

Software information
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Description

Product name (version)

Displays the product name and version.

Parameter information

Iltem

Description

Parameter information name

Displays the parameter information name.

Reference source Select the parameter information name to be referenced in Custom Setting.
Description Displays a description of the parameter information name.
Package Allows you to select the parameter package method using one of the following
radio buttons:
- Do not use: Do not use a package.
- New upload: Use the Browse button to specify the package file to be
uploaded.
- Use defined package: Use the package registered in the parameter
information.
Key Displays the parameter key.
L abel Displays the parameter label.
Type Displays the parameter type:

- string

- number

- boolean

- string array

- map

Current value

Displays the parameter value that was discovered.

Valueto configure

Displays the value last set using parameter settings.

Operation buttons

Operation button

Description

Browse Specifies the path of the package file to be uploaded.

Download Downloads the package file registered in the parameter information.

Edit Edits the value to be configured in the selected key. Displays the Edit Values
window.

Cancel editing Returns the value configured for the key selected using radio buttons to its value

prior to the edit.

Set default value

Sets the value configured for the key selected using radio buttons as the default in
the parameter settings definition.

OK Confirms the configured details and closes the Edit Parameter Information
window.
Cancel Discards the configured details and closes the Edit Parameter | nformation

window.
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;ﬂ Information

- Parameters that can be set

Use the parameter settings definitions associated with your software to define the parameters that can be set in the software. Refer to
the section on software products in "Parameter Reference" for information on the parameter settings definitions for software pre-
registered with this product. For other software, check its parameter settings definitions.

- Specifying a parameter package

The parameter settings definitions determine what can be specified for parameter packages. Check the parameter settings definitions
for your software.

- Notes regarding files to be included in a parameter package

In some cases parameter setting fails because the format of a file contained in a parameter package is invalid. Exercise caution when
using the following due to their effect on file format:

- Linefeed
In Windows, use CR+LF. In Linux, use LF.
- Byte order mark (BOM)
Including the UTF-8 byte order mark (BOM) can cause an error.
- Character encoding
The default character encoding is different in Windows and Linux.
- Japanese is prohibited in file names

You cannot use Japanese in file names. Other restrictions conform to operating system conventions.

2.7.5 Editing Values

To display the Edit Values window, select a parameter key in the Edit Parameter I nfor mation window, and then click Edit.

Edit the parameters to be set.

'string’ or 'number’ parameter key types

Edit Values *

Enter parameter value.

Key Faramoo3
Eahicl Farameter of character string tvpe
Type string

Description Strirgs (heludineg empty strings) can be specified.

Value to configure |AECDEFG

QK Cancel
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'boolean’ parameter key types

Edit Values

Enter parameter value.

Key

Label

Type

Description

Value to configure

'string array' parameter types

Edit Values

Enter parameter value.

Key

Label

Type

Description

O
O

Faram0o]

Farameter of bookan tvpe

boolzan

The values frue ard fake can be specified.

® true O false

Fararmdod

Fararmeter of ztrirg anray tvpe

string array

String arrave with zero or more elerments can be specified.

abc
ABC
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'map' parameter types

Edit Values

Enter parameter value.

Key
Label

Type

Description

Faram00s

Farameter of map tvpe

map

Zero or maore pairs (entries) of subkeys and valies can be specified as walues,

|[Suhkey} |\.~'alue to configure
L) ‘subkey oo | |abc -
) subkey002 def
) subkey003 ghi
W
< >
Delete Add
OK Cancel

Operation method

Software information

Item Description
Key Displays the parameter key.
L abel Displays the parameter label.
Type Displays the parameter type.
Description Displays a description of the parameter.

Valueto configure

- 'string' or 'number’ types:
Enter the parameter value.
- 'boolean’ types:

Use the radio buttons to select "true" or "false".

- 'string array' type:

number.

values thus entered. Arrays may also be added or deleted.

- 'map’ type:

be edited, added or deleted.

Enter the value by using the radio button to select the appropriate array

The Up and Down buttons may be used to change the array sequence for the

Select the relevant subkey radio button and enter the value. A subkey can also
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Operation buttons

Operation button Description

Up Move the selected array up one position.

Down Move the selected array down one position.

Add Adds an array below the last line.

Delete Deletes the selected array.

OK Confirms the configured details and closes the Edit Values window.

Cancel Discards the configured details and closes the Edit VValues window.
7 Note

When specifying the variables of the host name for the value

The information of the host name cannot be collected on OpenStack servers. When configuring the parameters for an OpenStack server,
an empty string is specified for the variable values of the host name.

2.7.6 Execution Method

Click Next in the Parameter Settingswindow to display the Execution M ethod window.

Parameter Settings x

Select type Software selection FParameter Settings Execution method Confirm Complete

Enter how the parameter settings will be executed.

| Enter execution method

® Immed iately

Schedule N i
() Specific date and time  |yyyy-mm-dd IL":] V] IDU [v]
| Browse...
Before execution
Normal return value: ® g O All
Script
| Browse...
After execution ) i
Normal return value: ® g Al
Restart operating system after execution CYes ® No
Back Next Cancel
Operation method
Execution method input
ltem Description
Schedule Specify a schedule.
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Description

- Immediately: Select this option to immediately execute processing when the
settings in the wizard are complete.

- Specific date and time: Specify the date and time when the processing is to
be executed. Specify a date and time that is later than the current date and time
on the admin server.

Script

Specify the scripts to be executed before and after setting the parameters, as well
as the return values to determine the operations have completed successfully
during script execution.

It is recommended to create the scripts registered here so that they output 0" as
the return value to indicate normal completion and a value other than "0" as the
return value to indicate an error.

For the script to be registered, specify the full path to the file that is stored on the
local machine where the browser is running.

Specify one of the following values for the return value to use to determine that
the operation has completed successfully.

- 0: The return value "0" is handled as normal termination, whereas values other
than "0" are handled as errors.

- All: All return values are handled as normal termination.

Refer to "Creating Scripts and Specifying Commands" in the Operation Guide for
information on the scripts that are registered here.

If an error occurs, the user can select the process to take when the corresponding
script fails (such as "retry", "continue processing", or “cancel processing") from
the Job management window or by using the job information management
command. Refer to "Chapter 4 Job Management" for details on the Job
management window. Refer to "Job Information Management Command" in the

Reference Guide for details on the command.

Restart operating system
after execution

Select whether to restart the server after parameters have been set.
- Yes: Restart server.

- No: Do not restart server.

Operation buttons

Operation button

Description

Back Returns to the Parameter Settings window.
Next Moves to the confirmation window.
Cancel Closes the Parameter Settingswizard.

2.7.7 Confirmation

Click Next in the Execution Method window to display the Confirm window.

Check the settings that have been entered.
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Parameter Settings

Select type Software selection Parameter Settings Execution method Confirm Complete
Check the parameter setting details.
| Confirm
Execution method
Schedule Immediately
Before execution Normal return value:
Script
After execution Normal return value:
Restart operating system after execution No
Parameter settings
Setting order |Server name |Server group name |Tenant Product name Version Parameter information name
1 Developmen... Development sys... fnst_auto_te... Example Software 1 (Modified) Example Software...
< >
Download CSV file Back Execute Cancel
Operation method
Parameter settings
Item Description
Setting order Displays the order in which parameters will be configured for each server.
Server name Displays the server name.

Server group name

Displays the server group name.

Tenant

Displays the tenant.

Product name

Displays the software product name.

Version

Displays the software version.

Parameter information name

Displays the parameter information name to be set.

Details of the parameters to be configured can be confirmed by displaying the
Check Parameter Information window from the link.

Operation buttons

Operation button

Description

Download CSV file

Outputs information displayed in Parameter settings to a file in CSV format.

Back Returns to the Execution M ethod window.

Execute Executes the parameter setting as a job. When multiple servers are selected, one
job is executed for each server.

Cancel Closes the Parameter Settingswizard.

2.7.8 Checking Parameter Information

Perform the following operations to display the Check Parameter |nformation window.
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- Click a Parameter information name link in the list of parameter settings in the Confirm window.

Check Parameter Information

Check the parameter values.

Software information

Product name (version)

Parameter information

Parameter information name

Example Software (V1)

Example Definition of Parameters to be Set

L (Modified)Example Software Parameter Pre Setting Definition

Description Example Definition
Package
* Modified
Key Label Type Current value Value to configure
Param001 Parameter of boo...  boolean true true A
Param002 number 56789 * 123456
Param003 Parameter of cha... string ABCDEFG * abedefg
Param004 Parameter of stri...  string array - -
[1] - 123 123
[2] - ABC abc v
[3] - ABC ABC
< >
Close
Operation method
Software information
ltem Description

Product name (version)

Displays the product name and version.

Parameter information

Iltem

Description

Parameter information name

Displays the parameter information name.

Description Displays a description of the parameter information name.
Package Displays the package name.

Key Displays the parameter key.

L abel Displays the parameter label.

Type Displays the parameter type:

- string

number

- boolean
- string array

- map

Current value

Displays the parameter value that was discovered.
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Item Description

Valueto configure Displays the value last set using parameter settings.

Operation buttons

Operation button Description

Download Downloads a package.

Close Closes the Check Parameter Information window.

2.7.9 Complete

Click Next in the Confirm window to display the Complete window.

Parameter Settings

Select type Software selection Parameter Settings Execution method Confirm Complete

Parameter settings were successful.

| Complete

-Job management

Check the status of jobs

Close

Operation method

Job management

Item Description

Job management Moves to the Job management window, where the status of the executed
parameters can be checked.

The status of the parameter setting that was executed can also be checked by using
the job information management command. Refer to "Job Information
Management Command" in the Reference Guide for details.

Operation button

Operation button Description

Close Closes the Parameter Settingswizard.
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2.8 Script Execution Wizard

This wizard configures the settings for running scripts on servers.

Display method
1. Click Script execution button in the window below:
- Server list window
2. The script execution settings and checks listed below are carried out in wizard format:
a. Select the OS of the server on which the script will be run
b. Configure how the scripts will be run
C. Check the settings

d. Complete

2.8.1 OS Selection

To display the Select type window in the Script Execution wizard, use the checkboxes in the Server list window to select a server, and
then click Script execution button.

Script Execution X
Select type Execution method Confirm Completa

Select the 0OS.

| OS selection

® Windows

0Ss
L Linux

Mext Cancel
Operation method
OS Selection
Select the OS of the server on which the scripts will be run.
Item Description
oS Select one of the following operating systems for the server on which the scripts
are to be executed:
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Item Description

- Windows

- Linux

will be grayed out so that they cannot be selected.

If only Windows servers or Linux servers have been selected, the radio buttons

Operation buttons

Operation button Description
Next Moves to the Execution M ethod window.
Cancel Closes the Script Execution wizard.

2.8.2 Execution Method

Click Next in the Select type window to display the Execution M ethod window.

Script Execution

Selecttype - Execution method - Confirm - Complete

Configure how the script will be executed.

| Enter execution method
S ® Immediately
chedule B _
() Specific date and time IUD v IUU 1]

| Browse...

Script MNormal return value:
Single-user mode:

Restart operating system after execution | () Yes

Back Next

Cancel

Operation method

Execution method input

Item Description

Schedule Specify a schedule.

settings in the wizard are complete.

on the admin server.

- Immediately: Select this option to immediately execute processing when the

- Specific date and time: Specify the date and time when the processing is to
be executed. Specify a date and time that is later than the current date and time
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Description

Script

Specify the script to be executed and the return value to determine the operation
has completed successfully during script execution. Also specify whether to
execute a post-execution script at single-user execution level.

It is recommended to create the scripts registered here so that they output 0" as
the return value to indicate normal completion and a value other than "0" as the
return value to indicate an error.

For the script to be registered, specify the full path to the file that is stored on the
local machine where the browser is running.

Specify one of the following values for the return value to use to determine that
the operation has completed successfully.

- 0: The return value "0" is handled as normal termination, whereas values other
than "0" are handled as errors.

- All: All return values are handled as normal termination.

Configure whether to execute the script at single-user execution level by
specifying one of the following values: If the execution target is a Windows server,
"on" cannot be specified.

- on: Switches the execution level to single-user and executes a script.
- off: Executes a script without switching the execution level.

Refer to "Creating Scripts and Specifying Commands" in the Operation Guide for
information on the scripts that are registered here.

If an error occurs, the user can select the process to take when the corresponding
script fails (such as "retry", "continue processing", or “cancel processing") from
the Job management window or by using the job information management
command. Refer to "Chapter 4 Job Management" for details on the Job
management window. Refer to "Job Information Management Command" in the

Reference Guide for details on the command.

Restart operating system
after execution

Select whether to restart the server after the script has been executed.
- Yes: Restart server.

- No: Do not restart server.

Operation buttons

Operation button

Description

Back Returns to the Select type window.

Next Moves to the confirmation window.

Cancel Closes the Script Execution wizard.
2.8.3 Confirm

Click Next in the Execution Method window to display the Confirm window.

Check the settings that have been entered.
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Script Execution

Select type Execution method Confirm Complete

Check the execution details of the script.

| Confirm

Execution method
Schedule

Script

Restart operating system after execution

Server Information
Server name
Windows Server

Download CSV file

Operation method

Server information

Immediately

test bat Mormal return value: 0
Single-user mode:  off

Mo

Server group name |Tenant
Development Server Tokyo

Back Execute

Cancel

Iltem

Description

Server name

Displays the server name.

Server group name

Displays the server group name.

Tenant

Displays the tenant.

Operation buttons

Operation button

Description

Download CSV file

Outputs information displayed in Server information to a file in CSV format.

Back Returns to the Execution M ethod window.
Execute Executes a script.
Cancel Closes the Script Execution wizard.

2.8.4 Complete

Click Execute in the Confirm window to display the Complete window.
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Script Execution

Select type Execution method Confirm

Script execution was successful.

| Complete

+ Job management

Complete

Check the status of jobs

Operation method

Job management

Close

Iltem

Description

Job management

Moves to the Job management window, where the status of script execution can
be checked.

The status of script execution can also be checked by using the job information
management command. Refer to "Job Information Management Command" in the
Reference Guide for details.

Operation button

Operation button

Description

Close

Closes the Script Execution wizard.

2.9 Configuration Modification Template Wizard

In the Configuration modification template wizard window, execute creation, reference, and edition of configuration modification

templates.

2.9.1 Configuring Configuration Modification Templates

This section explains configuration of the Configuration Modification Template. The information comprising a Configuration
M odification Template is as follows.

Information

Description

Process

A process of configuration modification that is executed from the Configuration M odification
Template. Multiple processes are executed sequentially.
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Information

Description

Setting information

A parameter to define the behavior of a process.

Parameter

A parameter of the Configuration Modification Template.

The setting information of the process can be defined as parameters of the template. For the parameter,
the values are specified when performing configuration modification using the Configuration

M odification Template. A high rate of reuse of templates is possible by defining the setting information
that is frequently modified as parameters.

Configuration Moedification Template

Parameter 1

FParameter 2

Process 1

1 Settings Information 1

Settings Information 2

——

Process 2
Settings Information 1

Settings Information 2

:

2.9.2 Creating Configuration Modification Templates

This section explains the flow of creating a Configuration Modification Template. Create a Configuration Modification Template
based on the information provided by the software vendor described in manuals.

2.9.2.1 Definition of Template Information

Decide the information of a Configuration M odification Template. Specify the following information:

Iltem Description

Name A template name. Specify a character string of up to 85 characters (excluding <, >, &, ", ", |, and ,).
Names cannot be omitted.

Scope The scope of the template. For dual-role administrators and infrastructure administrators, global is
configured as the default value. Select the desired scope. For tenant administrators and tenant users, the
scope is fixed to the tenant belonged to. Scopes cannot be omitted.

Description A description of a tenant. Specify a character string of up to 256 characters. Descriptions can be omitted.

2.9.2.2 Definition of Process

Define the process to execute. Select the desired process from the following processes, and decide the order for execution. The same type

"o

of process can be selected multiple times. After this operation, specify a character string of up to 85 characters (excluding <, >, &, ", ', |,
and ,) for the name of selected process. The name of the process type is configured as the default value. Process names cannot be omitted.

Process type

Description

Server operation check

Checks the operational status of the business server. Use this process to check the operational status of
a server before installation.

Script execution

Transfers the specified scripts to the business server, and executes them. Use this process for executing
the installer.
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Process type Description

Refer to "Creating Scripts and Specifying Commands" in the Operation Guide for information on the
scripts that can be executed here.

OS restart Restarts the OS of the business server. Use this process when restarting the OS after installing software
on the OS that requires restarting after installation.

Command execution Executes the commands specified for the business server. Use this process for executing the installer.

Refer to "Creating Scripts and Specifying Commands" in the Operation Guide for information on the
commands that can be executed here.

File distribution Distributes the files specified for the business server. Use this process for distributing the installer.
- When files with the same names exist in the distribution destination, they are overwritten.

- When the business server is Linux or Solaris, the access authority of distributed files is 644.

File collection Collects files from the business server, and stores them in the specified directory of the admin server.
For the storage location, specify a directory under the reference directory that is the standard storage
location. Use this process when collecting execution results such as installation logs, etc.

- When there is no directory for the storage location, one will be automatically created.

- When files with the same names exist in the storage location, they are overwritten.

- When the admin server is Linux, the access authority for the collected file is 755.

Reference directory for the storage location

The reference directories for the storage location are the following directories of the admin server. For details on how to modify the
reference directory for the storage location, refer to "Changing the Reference Directory for the Storage Location" in the Operation
Guide.

[Windows]
%ProgramData%\Fujitsu\SWCFMGM\storagedir
[Linux]

Ivar/opt/FISVcfmgm/storagedir

2.9.2.2.1 Work Directory

A work directory is the directory created for each job on the business server, when configuration modification is executed. There are the
following features:

- Script execution, scripts executed when commands are executed, and current directories of the commands
- Can be specified for file distribution, file collection, distribution destination, and collection files

- Automatically deleted when the job is completed

Qn Note

- Note that the work directories are not deleted by command execution or by processing of script execution. If the work directories are
deleted, configuration modification may not be executed correctly.

- If the business server is not operating correctly when a job is completed, deletion of the work directory will fail. In this case, manually
delete the following directories after a job is completed. Be careful not to delete a work directory for which a job has not been completed
by accident.

[Windows]

[Systemwalker Software Configuration Manager installation directory]\SWCFMGB\var\process\<Job
1D>_<yyyyMMddHHmmss>
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[Linux/Solaris]

Ivar/opt/FISVcfmgb/process/<Job I1D>_<yyyyMMddHHmmss>

2.9.2.3 Definition of Setting Information

Define the setting information of the process. Define the following setting information values according to the process types. For values,
specify the fixed value or a parameter.

- For the fixed values, the values that can be specified differ depending on the setting information.

- For parameters, specify the parameter in the following format: For parameter names, alphanumeric characters (up to 256 characters),
and ".", " ", and "-" can be used. However, parameter names must start with an alphabetic character. Parameter names cannot be

omitted.

{{Parameter name}}

When specifying the work directory in the setting information, enter the variables. Enter the variables in the following format:

#{Variable name}

The available variable is shown below.

Variable Name

Description

work.directory

Work directory

- In some setting information, both the fixed value and the parameter can be specified at the same time.

Example:

timeout={{param}}

- Asingle parameter can be specified for multiple pieces of setting information. In this case, the setting information that can be specified
differs based on the parameter types used. For details, refer to "Specifiable parameter types for setting information” in "2.9.2.4
Definition of Parameters".

- Targets cannot be omitted.

Process type Setting Description Use with
information parameters
Server operation Target The target of process execution. -
check .
- Targets cannot be omitted.
Monitoring | The monitoring time of servers. -
time . S . .
- Specify the monitoring time, in minutes, using a number between 0 and
1440.
- When 0 is specified, the operational status is checked once. When it has
been confirmed that the server is operating, the operation completes
normally.
- When a value larger than 0 is specified, the operation check can be
executed multiple times during the specified monitoring time. The
operation completes when the operational status is confirmed.
- 0 is configured as the default value.
- Monitoring time cannot be omitted.
Script execution Target The target of process execution. -
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Process type Setting Description Use with
information parameters
Script A script file for execution. -
- Up to 155 alphanumeric characters, blank spaces, and the following
symbols can be used in the file name.
~_ma ()
- Refer to "Creating Scripts and Specifying Commands" in the Operation
Guide for information on the scripts that can be executed here.
- Scripts cannot be omitted.
Argument An argument of the scripts to execute. Y
- Specify 3,800 or less characters, including the file names of the scripts.
(1)
- When omitted, the scripts are executed without arguments.
Normal A return value to determine that the operation has completed successfully. Y
return value . . .
- Specify the return value to use to determine that the operation has
completed successfully. Multiple return values can be specified
separated by commas ",".
- When all return values are used to indicate an operation was completed
successfully, specify only an asterisk (*).
- When the same return value is specified multiple times, an error occurs.
- 0 is configured as the default value.
- Normal return values cannot be omitted.
Single-user | Specify whether to execute at single-user execution level. This setting is only
mode valid when the execution target is Linux or Solaris.
- When "true" is specified, the execution level is switched to single-user
and then the script is executed. After the script is executed, the execution
level is switched back to the level that it was before switchover.
- When "false" is specified, the script is executed without switching the
execution level.
- When something other than "true" or "false" is specified, an error will
occeur.
- "false" is specified by default.
- In single-user mode, this item cannot be omitted.
OS restart Target The target of process execution. -
- Targets cannot be omitted.
Command Target The target of process execution. -
execution .
- Targets cannot be omitted.
Command The file path of the command to execute. When the blank spaces are included Y

in the file path, enclose the file path in double quotes """ based on the OS
specifications. When the work directory is also included in the file path,

enclose the file path in double quotes """.

- Refer to "Creating Scripts and Specifying Commands" in the Operation
Guide for information on the commands that can be executed here.

- Commands cannot be omitted.
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Process type Setting Description Use with
information parameters
Argument An argument for the command to be executed. Y

- Specify using 3,800 or less characters, including commands. (*1)

- When omitted, the commands are executed without arguments.

Normal A return value to determine that the operation has completed successfully. Y
return value . . .

- Specify the return value to use to determine that the operation has
completed successfully. Multiple return values can be specified
separated by commas ",".

- When all return values are used to indicate an operation was completed
successfully, specify only an asterisk (*).

- When the same return value is specified multiple times, an error occurs.

- 0 is configured as the default value.

- Normal return values cannot be omitted.

Single-user | Specify whether to execute at single-user execution level. This setting is only
mode valid when the execution target is Linux or Solaris.

- When "true" is specified, the execution level is switched to single-user
and then the script is executed. After the script is executed, the execution
level is switched back to the level that it was before switchover.

- When "false™ is specified, the script is executed without switching the
execution level.

- When something other than "true" or "false" is specified, an error will
occur.

- "false" is specified by default.

- Insingle-user mode, this item cannot be omitted.

File distribution Target The target of process execution. -

- Targets cannot be omitted.

Distribution | A file to distribute. -
file . .

- Alphanumeric characters, blank spaces, and the following symbols can
be used for the file name.
~ ()

- Distribution files cannot be omitted.

Distribution | The directory path of the distribution destination of the file. Y
destination

- Specify the directory path using an absolute path.

- Evenifblank spaces are included in the directory path, it is not necessary

to enclose the directory path in double quotes """
- Environment variables cannot be used.

- Alphanumeric characters, blank spaces, double-byte characters, and the
following symbols can be used for the directory name.

Ty 'v(r)

- Specify using 254 or less characters, including the file names of the
distribution files. (*1)
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Process type Setting Description Use with
information parameters
- Directories in the installation directory of this product cannot be
specified.
- #{work.directory} (work directory) is configured as the default value.
- Distribution destinations cannot be omitted.
File collection Target The target of process execution. -
- Targets cannot be omitted.
Collection The file path for file collection. Y
file . . .
- Specify the file path using an absolute path.
- Even if blank spaces are included in the file path, it is not necessary to
enclose the file path in double quotes "".
- Environment variables cannot be used.
- Specify a file path of up to 255 characters. (*1)
- Alphanumeric characters, blank spaces, and the following symbols can
be used for the file name.
~_ma ()
- Alphanumeric characters, blank spaces, double-byte characters, and the
following symbols can be used for the directory name.
~_ma ()
- It is only possible to collect one file. "*' Wildcards, such as asterisks,
cannot be used.
- Collection files cannot be omitted.
Storage The directory path for the storage location of collection files. Y
location . . . .
- Specify the directory path using a relative path from the reference
directory for the storage location. Directories above the reference
directory for the storage location cannot be specified.
- Evenif blank spaces are included in the directory path, it is not necessary
to enclose the directory path in double quotes """
- Environment variables cannot be used.
- Specify the file path of the reference directory for the storage location,
including the file name of the collection file, using 254 characters or
less.
- Alphanumeric characters, blank spaces, double-byte characters, and the
following symbols can be used for the directory name.
~ ()
- The storage location cannot be omitted.

Y: Both a fixed value and a parameter can be specified at the same time.

N: Either a fixed value or a parameter can be specified.

*1: When the work directory is included in the specified value, the number of characters for the work directory must be 100.

2.9.2.4 Definition of Parameters

Defines the parameter. A description using 256 or less characters can be attached to a parameter. Descriptions can be omitted.
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For the parameter, specify the values when executing configuration modification from the Configuration M odification Template. The
specifiable values differ based on the parameter types.

Parameter type

Description

Servers

A server. Specify a server among the business servers for the value.

File

A file. Specify a file from among the assets for the value. The file can also be uploaded from the management
console. In this case, the file size that can be uploaded is up to 2 MB. A file name using a character string of
up to 255 printable ASCII characters can be specified.

Character string

A character string. Specify the desired character string. Empty strings can also be specified.

Numeric value

A numeric value. Specify a numeric value from "-2,147,483,648" to ""2,147,483,647".

Truth value

A truth value. Specify "true™ or "false" for the truth value.

Password

A password. Specify the desired password using a character string. For the value, "****" is displayed. Empty
strings can also be specified.

Specifiable parameter types for setting information

The following table shows the types of parameter that can be specified in the setting information. The parameter types that are not character
strings can also be handled as character strings. When a server is handled as a character string, the IP address of the server used as the
value is evaluated as a character string. When a file is handled as a character string, the name of the file used as the value is evaluated as

a character string.

Process type

Setting information

Specifiable parameter type

Server operation check

Target

Servers

Monitoring time

Numeric value

Script execution

Target Servers
Script File
Argument Character string

Normal return value

Character string

Single-user mode Truth-value
OS restart Target Servers
Command execution Target Servers
Commands Character string
Argument Character string

Normal return value

Character string

Single-user mode Truth-value
File distribution Target Servers
Distribution file File

Distribution destination

Character string

File collection

Target

Servers

Collection file

Character string

Storage location

Character string
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2.9.2.5 Advisory Notes when Creating a Configuration Modification Template to Perform
Software Installation

This section explains advisory notes about creating a Configuration Modification Template to perform installation. Only software for
which silent installation can be performed can be installed for configuration modification. Perform silent installation by executing
commands or scripts according to the following advisory notes:

Software requiring restarting during installation

When the server must be restarted during installation, do so by executing commands or scripts after performing silent installation. When
installing software that is automatically restarted during installation, use the following installation methods:

Software for which automatic restart during installation can be prevented
Perform silent installation preventing automatic restart by executing commands or scripts, and then restart the server.
Software for which automatic restart during installation cannot be prevented

Perform silent installation by executing commands or scripts. The last process of configuration modification must be command
execution or script execution. When executing commands or scripts, perform silent installation asynchronously in order to recover the
commands or scripts immediately after silent installation.

When using Windows, the commands can be executed asynchronously using Start-Process of PowerShell. OS standard start commands
cannot be used. An example of the command to execute is shown below.

Example:

powershell -Command Start-Process -FilePath 'C:\wok\setup.exe'

Software for which the executing user must be specified during installation

When software requires installation using a user with Administrator authority or a domain user, perform silent installation after changing
the executing user by executing commands or scripts. Based on the OS type of the business server, the executing user can be changed
using the following methods:

[Windows]

Use PsTools provided by Microsoft. Distribute PsTools to the business server in advance, and then specify the command and user to use
to execute PsTools. An example of the command to execute is shown below. For details on PsTools, refer to the information provided by
Microsoft.

Example:

C:\tmp\PsExec.exe /accepteula \localhost -u "cfmg.local\cfmgadmin™ -p "systemwalker#1" "C:\work\setup.exe"

[Linux/Solaris]
Use the OS standard su command. An example of the command to execute is shown below.

Example:

su - cfmgadmin -c /tmp/setup.sh

Software for which a window opens during installation

When a window of Windows software is opened when performing silent installation, silent installation cannot be performed using
commands or scripts. When executing commands or scripts, perform silent installation asynchronously in order to recover the commands
or scripts immediately after silent installation.

When using Windows, the commands can be executed asynchronously using Start-Process of PowerShell. OS standard start commands
cannot be used. An example of the command to execute is shown below.

Example:

powershell -Command Start-Process -FilePath 'C:\wok\setup.exe'
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2.9.3 Operation Method

This section explains the operation procedure of the Configuration M odification Template Wizard window.

Display method
1. Use the following method to display the software list:
a. Click the Create button in the Configuration modification template list window.
b. Click the Edit button in the Configuration modification template details window.
c. Click the Copy and edit button in the Configuration modification template details window.
2. Perform the following operations in the wizard format:
. Entry of template information

a
b. Definition of processes

134

Definition of parameters
d. Confirmation of template details

e. Completion

2.9.3.1 Template Information

Enter the template information.

Systemwalker Software Configuration Manager cfmgadmin ~ Fujfrsu

Configuration management / Configuration modification template list / Create Configuration Modification Template

Template information Process defini--- Parameter de--- Confirm Complete

Enter information about the template.

Template name
Scope #GLOBAL v

Description

Operation Method

Template Information

Item Description

Template name Enter the template name.
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Iltem Description

Scope Enter the scope.

Description Enter the description.

Operation Buttons

Operation button Description

Next Moves to Process definition.

Cancel

Closes the Configuration Modification Template wizard.

2.9.3.2 Process Definition

When Next is clicked in the Template infor mation window, the Process definition window is displayed.

Systemwalker Software Configuration Manager 2 cfmgadmin ~ Fuffsu. - A

Configuration management / Configuration modification template list /| Create Configuration Modification Template

Template info--- Process definition Parameter de--- Confirm Complete
Define the process to be executed.
o Distribute files [v] Distribute files
Target [JENCR activeserver Select parameters ~
Distribution file [IETIIN O Select assets @ Select parameters
The parameter has not been defined. Define it by entering using Select parameters -
Distribution destination C:¥ work Select parameters ~
e

- Process type -

Ente the process name

<€ Back ® Cancel ¥

Operation Method

Define processes and the settings information in the order to be used for execution. Configure the following information for each process.
Dragging a process enables to changing of the order of execution.

Item Description

Process type Selects the type of the process. When the process type is selected, the values can be specified from

the displayed settings information.

When performing processing of file collection, note the following points:

- Tenant administrators and tenant users cannot create templates that include file collection.
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Item Description

- When a tenant administrator or a tenant user acquires files collected when performing file
collection, it is necessary to contact the infrastructure administrator and acquire files on the
admin server.

Process name Enters the name of the process.

Setting information Specifies the values of setting information. The specifiable setting information differs depending
on the process type. Refer to "2.9.2.3 Definition of Setting Information” for details.

Use the following method to specify the values of the setting information:
- When specifying a fixed value, enter the value directly.
- When specifying a parameter, enter {{parameter_name}}.

- Fixed values cannot be specified for the target setting information. Ensure that a parameter is
specified.

- When using a parameter that is already specified using other settings information, the parameter
can be selected from the Select parameter s button.

- When specifying both a fixed value and a parameter at the same time, enter the values directly.
In this case, enter {{parameter_name}} for the parameter.

- For the setting information of scripts and distribution files, it is necessary to select values from
assets using the radio buttons or to specify the parameters.

Select assets: Select the values from assets. When Select is clicked, the Select assets window
is displayed, and the asset can be selected. Select an asset in the Select assetswindow, and then
select the version of the asset. When selecting "Newest", the latest version is automatically
selected when executing configuration modification.

Select parameters: Specify the parameter for the value.

Operation Buttons

Operation button Description
Add Adds the process.
Select Displays the Select assets window.
Back Returns to Template information.
Next Moves to Parameter definition.
Cancel Closes the Configuration Modification Template wizard.

2.9.3.3 Select assets

Click the Select button in the Process definition window to display the Select assets window. When a tenant administrator or a tenant
user uses assets, contact the infrastructure administrator in advance, and request registration of the assets.
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Select assets

~
Select assets.
Q

Asset name Asset---  File name Description
O Asset 0 00000-- file-0.sh Script file
O Asset 1 00000  file-1.bat BAT file
O Asset 2 00000-- file-2.sh script file
O Asset 3 00000--  file-3.bat BAT file
O Asset 4 00000-- file-4.sh Script file
O Asset 5 00000--  file-5.bat BAT file
O Asset 6 00000 file-6.sh Script file

V)

- - Annan B R

« Select *® Cancel

Operation Method

Filter search

Clicking the button at the top right of the window enables filtering of the assets to display. Displays the asset name, asset ID, file name,
and description including the values entered in the right part of the section.

Display Item
Item Description
Asset name Displays the asset name.
Asset ID Displays the asset ID.
File Name Displays the name of the file.
Description Displays a description.

Operation Buttons

Operation button Description

Select When selecting an asset using the radio button and clicking the Select button to display the
Process definition window, the asset selected in the setting information is specified.

Cancel Returns to the Process definition window.

2.9.3.4 Definition of Parameters

Click Next in the Process definition window to display the Parameter definition window.
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Systemwalker Software Configuration Manager cfmgadmin ~  FUfisu A

Configuration management

Configuration modification template list /| Create Configuration Modification Template

Template info-- Process defini--- Parameter definition Confirm Complete

Define parameters.

Parameter type Parameter name Description
ap-server Application server
install_info_file Install information file
admin_password Administrator password
Boolean reboot Reboot
m timeout Timeout
Processing

o v Server operation check

Target ap-server

Monitoring period (Min.) 0

Operation Method

<€ Back ® cancel Vv

Define the parameters. The parameters specified in the setting information are displayed in the Process definition window.

Item

Description

Parameter type

Displays the parameter type. The parameter type may be able to be selected depending on the setting
information specified by the parameter. Refer to "2.9.2.4 Definition of Parameters" for details.

Parameter name

Displays the parameter name.

Description

Enter the description.

Operation Buttons

Operation button

Description

Back Returns to Process definition.
Next Moves to Confirm.
Cancel Closes the Configuration Modification Template wizard.

2.9.3.5 Confirm

Click Next in the Parameter definition window to display the Confirm window.
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Systemwalker Software Configuration Manager

cfmgadmin ~ FUﬁTSU A

Configuration management / Configuration modification template list /| Create Configuration Modification Template

Template info-- Process defini--- Parameter de--- m Complete

Confirm the details of the template.

Template name Copy - Template 0

Scope #GLOBAL

Description desc

Parameter name Description

[ Server [EPESS Application server

File install_info_file Install information file
m setup_mode Setup mode
admin_password Administrator password
1500 CE M reboot Reboot

T tineout Timeout
Processing

0 v Server operation check

Target ap-server

< Back ® Cancel Vv

Operation Method
Template Information

Template information is displayed in the top section of the window.

Display item Description
Template name Displays the template name.
Template ID Displays the template ID.

The template ID is displayed when started using the Edit button.

Scope Displays the scope.
Description Displays a description.
Parameter

Parameter information is displayed in the middle section of the window.

Display item Description
Parameter name Displays the type and name of the parameter.
Description Displays a description.
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Process

Process information is displayed in the bottom section of the window. The following information is displayed in the order processes
are executed.

Display information Description
Processtype Displays the type of the process.
Process name Displays the name of the process.
Setting infor mation Displays the setting information configured for the process.

Operation Buttons

Operation button Description

Back Returns to Parameter definition.

Create Creates the Configuration Modification Template. The created template is available
immediately. Templates which have created and saved temporarily in the middle of editing cannot
be used. Therefore, make it clear in the template name or description that the template cannot be
used, and ensure the template is not used.

The template is displayed when starting using the Create button or the Copy and edit button.

Updates Edits the details of the Configuration Modification Template.
The template ID is displayed when started using the Edit button.

Cancel Closes the Configuration Modification Template wizard.

2.9.3.6 Complete

Click the Next or Updates button in the Confirm window to display the Complete window.

Systemwalker Software Configuration Manager cfmgadmin ~  Fuffrsu

Configuration management / Configuration modification template list / Create Configuration Modification Template

Template info-- Process defini--- Parameter de--- Confirm Complete

Creation was successful.

* Server list
» Configuration modification template list

« Complete
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Operation Method
Display details

Display item Description

List of Configuration Moves to the Configuration modification template list window.
M odification Templates

Server list Moves to the Server list window.

Operation Buttons

Operation button Description

Complete Closes the Configuration Modification Template wizard.

2.10 Configuration Modification Wizard

The wizard executes configuration modification.

Display method
1. Use the checkboxes in the Server list window to select servers, and then click Configuration Modification button.
2. Perform the following operations in the wizard format:
Selection of templates

a.
b. Entry of parameters

o

Entry of execution methods
d. Confirmation of execution details

e. Complete
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2.10.1 Select template

Systemwalker Software Configuration Manager

Configuration management

Server list / Configuration modification

Select template Enter parame:-- Execution me---

cfmgadmin ~ FUﬁTSU A

Confirm Complete
Select a template.
Q
Template name Description
O Template 0 desc
C Template 1 desc
C Template 2 desc
O Template 3 desc
O Template 4 desc
R cancel V¥
Operation Method
Select the Configuration M odification Template to execute.
Display item Description
Template name Displays the template name.
Description Displays a description.
Operation Buttons
Operation button Description

Next

Moves to Enter parameters.

Cancel

Closes the Configuration modification wizard.

2.10.2 Enter parameters

When Next is clicked in the Select template window, the Enter parameter s window is displayed.
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Systemwalker Software Configuration Manager cfmgadmin ~  FUfisu A
Configuration management | Server list /| Configuration modification
Select template Execution me--- Confirm Complete
Enter the parameters.
Parameter name Value
Application server
ap-server - Select a server. - ﬂ
Install information file
File install_info_file b .
i®! Select assets O Upload
Asset name = Select
Asset ID Unselected
File name =
Description =
< Back ® cancel Vv
Operation Method
Parameter
Parameter information is displayed in the top section of the window.
Display item Description

Parameter type

Displays the parameter type.

Parameter name

Displays the parameter name.

Description Displays the description.

Value (Server) Select the server. Select a server from the servers selected using checkboxes in the Server list
window.

Value (Number) Enter a numeric value.

Value (Character string)

Enter a character string.

Value (File)

Specify the file. Select whether to select the file from the assets using the radio buttons, or if
uploading the file from the browser.

- Select assets: Select the file from the assets. When the Select assetsbutton is clicked in the
Select assetswindow, the asset can be selected. Select an asset in the Select assetswindow,
and then select the version of the asset. When selecting "Newest", the latest version is
automatically selected when executing configuration modification.

- Upload: Upload the file from the browser. After clicking the Browse button, specify the full
path of the file that is stored on the local machine where the browser is running.

Value (Truth-value)

Select true or false.

Value (Password)

Enter the password.
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Process

Process information is displayed in the bottom section of the window. The following information is displayed in the order processes
are executed.

Display information Description
Process type Displays the type of the process.
Process name Displays the name of the process.
Setting information Displays the setting information configured for the process.

Operation Buttons

Operation button Description
Select Displays the Select assets window.
Back Returns to Select template.
Next Moves to Execution method.
Cancel Closes the Configuration modification wizard.

2.10.3 Select assets

Click Select in the Enter parameters window to display the Select assets window. When a tenant administrator or a tenant user uses
assets, contact the infrastructure administrator in advance, and request registration of the assets.

Select assets

~
Select assets.
Q

Asset name Asset---  File name Description
O Asset 0 00000-- file-0.sh Script file
O Asset 1 00000--- file-1.bat BAT file
O Asset 2 00000~ file-2.sh Script file
O Asset 3 00000+ file-3.bat BAT file
O Asset 4 00000  file-4.sh Script file
O Asset 5 00000+ file-5.bat BAT file
O Asset 6 00000  file-6.sh Script file

N

_ -—- AAmas B s

« Select *® Cancel

Operation Method
Filter search

Clicking the button at the top right of the window enables filtering of the assets to display. Displays the asset name, asset ID, file name,
and description including the values entered in the right part of the section.
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Display Item

Item Description
Asset name Displays the asset name.
Asset ID Displays the asset ID.
File Name Displays the name of the file.
Description Displays a description.

Operation Buttons

Operation button Description

Select When selecting the asset using the radio buttons and clicking the Select button, the Enter
parameter swindow is displayed and the selected asset can be specified for the value.

Cancel Returns to the Enter parameterswindow.

2.10.4 Execution Method

Click Next in the Enter parameter s window to display the Execution Method window.

Systemwalker Software Configuration Manager cfmgadmin ~  Fuffrsu

Configuration management / Server list / Configuration modification

Select template Enter parame:-- Execution method Confirm Complete

Enter the execution method.

Job name Template 0
Schedule O Immediately @ Specify date & time
= ]

<€ Back *® Cancel

Operation Method

Execution method input

Iltem Description

Job name Enter the name of the job.

Schedule Specify a schedule.

are complete.
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Iltem Description

- Specific date and time: Specify the date and time when processing is to be executed.
Specify a date and time that is later than the current date and time on the admin server.

Operation Buttons

Operation button

Description
Back Returns to Enter parameters.
Next Moves to Confirm.
Cancel

Closes the Configuration modification wizard.

2.10.5 Confirm

Click Next in the Execution Method window to display the Confirm window.

Systemwalker Software Configuration Manager

cfmgadmin « FUﬁTSU ~
Configuration management /| Server list /| Configuration modification

Select template Enter parame:-- Execution me--- m Complete

Confirm the details of the configuration modification.

Job name

Template 0

Schedule

o v Server operation check
Target server-81 ( 192.168.1.1 )
Monitoring period (Min.) 0

9 v Distribute files
Target

server-81 ( 192.168.1.1 )

Distribution file

< Back *® Cancel ¥

Operation Method

Execution Method

This section displays the settings specified in the Execution M ethod window.
Process details

Process details are displayed in the bottom section of the window. The following information is displayed in the order processes are
executed.

Display information Description

Processtype Displays the type of the process.

Process name Displays the name of the process.

Setting infor mation

Settings information about the process is displayed.
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Operation Buttons

Operation button

Description

Back Returns to Execution M ethod.
Execute Executes configuration modification.
Cancel Closes the Configuration modification wizard.

2.10.6 Complete

Click Execute in the Confirm window to display the Complete window.

Systemwalker Software Configuration Manager cfmgadmin ~  Fuffrsu

Configuration management

Server list / Configuration modification

Select template Enter parame:-- Execution me--- Confirm Complete

Configuration modification was successful.

+ Job details

Operation method
Display details

+ Complete

Display item

Description

Job details

Moves to the Job management window, where the status of the executed configuration
modification can be checked.

The status of configuration modification can also be checked using the job information
management command. Refer to "Job Information Management Command" in the Reference
Guide for details.

Operation Buttons

Operation button

Description

Complete

Closes the Configuration modification wizard.
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2.11 Maintenance

The Maintenance window provides the following functions:

- View CI

This window displays the relationships between configuration items using a tree, as well as the details of configuration items. It is
also used to search for configuration items based on the specified conditions.

- Register Cl

This window is used to register new configuration items in the CMDB.
- Update/delete CI

This window is used to update or delete configuration items that have already been registered in the CMDB.
- Import CI

This window is used to register configuration items in the CMDB via a file.

gn Note

The L-Platform and the L-Server used in the [Maintenance] window indicate the same terms as the following:
- L-Platform: Server group

- L-Server: Server

2.11.1 View CI

2.11.1.1 Displaying a Tree of Configuration Items

Display method
1. Click the Maintenance tab in the Configuration management window.
The View CI window will be displayed.
2. Click the Tree Display tab.

Summary information about configuration items is displayed in the CI List in the View CI window. Also, detailed information about a
configuration item can be displayed by clicking the configuration item in the list.
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Systemwalker Software Configuration Manager

Home Configuration management

Hardware list

Server list

Patch management

Job management

cfmgadmin ~

Fuffrsu

Software list

View Cl | Register Cl | Update/delete Cl | Import CI

Configuration modification template list

Maintenance

Status: Displaying the latest configuration baseline.
View |VM Host V‘ 0 results <1 Pages » itermz dizplayed per paze
Records |Observed V‘ WM Host IP Address Mumber of Wils VM Type
=] Wi Host

Operation method
Description
TreeDisplay tab View Pull-down list box used to select the tree model for the Cls to be
(Displays the displayed.
relationships between | Records Pull-down list box used to select the record type for the configuration
configuration items items to be manipulated. There are three record types: Expected,
using a tree.) Observed, and Catalog.
List display Tree display Displays folders representing the types of configuration items and trees
(Left pane) of configuration items. The configuration items associated with a
particular configuration item (where there is a link) can be traced using
the tree.
Cl List GID Displays the GIDs of the configuration items. A "GID" is a unique ID
(Displays a list of the for configuration management items. The list can be sorted by GIDs by
configuration items in clicking the GID column header.
the folder selected in Clicking a GID link opens a window displaying detailed information
the tree. This list is about the corresponding configuration item.
Scﬁlpc: \%id \i,\t/:rini;he Cl Type Displays the types of the configuration items. The list can be sorted by
selected ?n the View Cl types by clicking the CI Type column header.
pull-down list box. Nickname Displays the nicknames of the configuration items. The list can be sorted
Tenant) by nicknames by clicking the Nickname column header.
Records Displays the records held by the configuration items. It displays "O"
(observed record), "E" (expected record), or "C" (catalog).
itemsdisplayed Specifies the number of configuration items to be displayed in the list.
per page If there are more configuration items than the specified number, those
items not displayed can be displayed by clicking the > link.
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Iltem Description
To go back, click the < link.

Save button Saves the configuration items selected using checkboxes to a file.

Cl List VM Host Displays the VM hosts. The list can be sorted by VM hosts by clicking

(Displays a list of the the VM Host column header.

configuration items in | 1P address Displays the IP addresses. The list can be sorted by IP addresses by
the folder selected in clicking the I P address column header.

the tree. This list is
displayed when the
following item is

Number of VMs | Displays the number of VMs. The list can be sorted by the number of
VMs by clicking the Number of VM s column header.

selected in the View VM Type Displays the VM types. The list can be sorted by VM types by clicking
pull-down list box: the VM Type column header.
VM Host) items displayed Specifies the number of configuration items to be displayed in the list.

per page If there are more configuration items than the specified number, those
items not displayed can be displayed by clicking the > link.

To go back, click the < link.

Save button Saves the configuration items selected using checkboxes to an XML
file.

- Save selected search results: Saves only the configuration items
selected by checkboxes to an XML file.

- Save all search results: Saves all of the configuration items
displayed in the ClI list to an XML file.

The method for displaying a list of configuration items from the tree is as follows:
1. Click the Tree Display tab in the configuration management window.
2. Select the desired configuration item tree model from the View pull-down list box.

Select the tree model for the Cls to be displayed. Configuration items associated with the selected configuration item in terms of
the selected perspective will be displayed in tree format.

The configuration item tree models that can be displayed are as follows:
- Tenant
- Displays the tenant and the L-Platforms (server groups) and L-Servers (servers) currently used by the tenant.
- VM Host
Displays a list of VM hosts.
3. Select the type of record to be displayed from the Recor ds pull-down list box.

4. Click the + buttons in the tree to display the configuration item and the other configuration items associated with the target
configuration item.

5. Select a folder to display a list of configuration items in the CI List.

2.11.1.2 Searching Configuration Items

Display method
1. Click the Maintenance tab in the Configuration management window.
The View CI window will be displayed.
2. Click the Search tab.

Operation method
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Item

Description

Search tab

(Used to specify the
search conditions for
the configuration item
search)

Cl Type

Pull-down list box used to select the type of configuration item to be
searched for.

Records

Pull-down list box used to select the record type for the configuration
items to be searched. There are three record types: Expected,
Observed, and Catalog.

All Clear button

Initializes the settings for the type of configuration item to be
searched for and the filter conditions.

Sear ch button

Performs searches based on the specified type of configuration item
to be searched for and the specified filter conditions.

The Add button for
attribute-based
conditions

Sets the conditions for filtering results based on the attribute values
of configuration items. If multiple attribute values have been
specified, searches can be performed by linking the conditions with
a logical AND or a logical OR.

The Add button for
conditions based on
related configuration
items

Specifies the conditions for filtering results based on the
configuration items associated with the target configuration item. If
multiple attribute values have been specified, searches can be
performed by linking the conditions with a logical AND or a logical
OR.

Cl List

(Displays a list of
configuration items as
the search results.)

GID

Displays the GIDs of the configuration items. A "GID" is a unique
ID for configuration management items. The list can be sorted by
GIDs by clicking the GID column header.

Clicking a GID link opens a window displaying detailed information
about the corresponding configuration item.

Cl Type

Displays the types of the configuration items. The list can be sorted
by CI types by clicking the Cl Type column header.

Nickname

Displays the nicknames of the configuration items. The list can be
sorted by nicknames by clicking the Nickname column header.

Records

Displays the records held by the configuration items. It displays "O"
(observed record), "E" (expected record), or "C" (catalog).

itemsdisplayed per
page

Specifies the number of configuration items to be displayed in the
list. If there are more configuration items than the specified number,
those items not displayed can be displayed by clicking the > link.

To go back, click the < link.

Save button

Saves the configuration items selected using checkboxes to an XML
file.

- Saveselected sear ch results: Saves only the configuration items
selected by checkboxes to an XML file.

- Save all search results: Saves all of the configuration items
displayed in the CI list to an XML file.

Display method

2.11.1.3 Displaying Details

1. Click the Maintenance tab in the Configuration management window.

The View CI window will be displayed.

2. Click the Tree Display tab or the Search tab.
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3. The detailed display window is displayed when the link for a GID in the CI List of either the Tree Display window or the Sear ch
window is clicked.

Operation method

Iltem Description
Selected GID Displays the GID of the selected configuration item.
Information Cl Type Displays the CI type of the selected configuration item.
Nickname Displays the nickname of the selected configuration item.
Records Displays the record type of the selected configuration item.
There are three record types: Expected, Observed, and
Catalog.
Recordstab Detailed Tree A tree of elements that make up the configuration item. When
(Displays an element is selected, the attribute values for the element are
information about displayed in the Basic I nformation section.
extp(icted, obsderved o' | Basic Attribute | Displays the names of the attributes. The list can be sorted by
catalog records) Information attribute names by clicking the Attribute column header.
Value Displays the values of the attributes. The list can be sorted by
attribute values by clicking the Value column header.
Related Clstab GID Displays the GIDs of the configuration items. The list can be
(Displays a list of the sorted by GIDs by clicking the GID column header.
configuration items Cl Type Displays the types of the configuration items. The list can be
that are related to the sorted by CI types by clicking the Cl Type column header.
conflgL_Jratlon |tem_ Nickname Displays the nicknames of the configuration items. The list can
for which the details . L .
. . be sorted by nicknames by clicking the Nickname column
are being displayed.)
header.
Records Displays the records held by the configuration items. It displays
"O" (observed record), "E" (expected record), or "C" (catalog).
Direction Displays the direction of the relation for the configuration items
related to the selected configuration item. The list can be sorted
by the direction of the relation by clicking the Direction column
header.
Filestab File Name Displays the names of the files. The list can be sorted by file
(Displays a st of the names by clicking the File Name column header.
files held by the Nickname Displays the nicknames of the files. The list can be sorted by
configuration item nicknames by clicking the Nickname column header.
for \gh,mh ;he ?etalc:s Annotation Displays the comments for the files. The list can be sorted by
are being displayed.) annotations by clicking the Annotation column header.
File Size Displays the size of each file. The list can be sorted by file size
by clicking the File Size column header.
Last Updated Displays the date and time when the file was last updated. The
list can be sorted by last update date/time by clicking the L ast
Updated column header.
FilelD Displays the IDs of the files. The list can be sorted by file IDs
by clicking the File ID column header.
Version Displays the version names of the files. The list can be sorted by
version names by clicking the Version column header.
Hash value Displays the hash values for the files. The list can be sorted by

hash values by clicking the Hash value column header.
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Iltem Description

Close button Closes the window.

2.11.2 Registering Configuration Iltems

Display method
1. Click the Maintenance tab in the Configuration management window.

2. Select the Register CI link.

Systemwalker Software Configuration Manager cfmgadmin ~ Fujfrsu
Home Configuration management Patch management Job management
Hardware list Server list Software list Configuration modification template list Maintenance

View Cl | Register Cl | Updateldelete Cl | Import CI

CI Registration

Select O Type : | L-Server V‘
Records [EGCE G RE o o 153
Observed Record Expected Record Catalog Record
Detailed Tree Basic Information
|| L=Server Attribute Vahe
comment
CPU Share o)
Murnber of CPUs
CPU Clock{GHz)
cpuSockets
deploy Tyvpe
Excluzion Palicy
Host D
Heet Mame
FMG P Address
RMC Login User D
ISCEI P Address
D L
Copy Elerment ] [ Delete Element
Operation method
Iltem Description
Register Cl Select ClI Type Pull-down list box used to select the Cl type of the configuration
items to be registered.
Recordstab Detailed Tree A tree of elements that make up the configuration item. When an
. element is selected, the attribute values for the element are
(Displays expected, . . . . .
displayed in the Basic I nformation section.
observed and catalog
information) Basic Attribute | Displays the names of the attributes. The list can be sorted by
Information attribute names by clicking the Attribute column header.
Values must be entered for the following attributes of each ClI
type:
- id
- nickname (if this attribute exists)
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Item

Description

The value of the id attribute must be unique within each ClI type.
If a configuration item has been registered by specifying an
existing value for the id attribute, the existing configuration item
will be updated by overwriting it.

For the following CI types, in addition to the above attributes,
values must be entered for the attributes below.

- L-Server: |P Address attribute
- InstalledSoftwar e: productName attribute

- InstalledPatch: name attribute

Value

Displays the values of the attributes. The value of an attribute
can be edited by selecting the Value column corresponding to
the attribute and then either clicking the column or pressing the
Enter key. The list can be sorted by attribute values by clicking
the Value column header.

Copy Element button

Creates a duplicate of the element selected in the Detailed
Tree

Delete Element button

Deletes the element selected in the Detailed Tree.

Related Clstab

(Displays a list of the
configuration items
that are related to the
configuration item
for which the details
are being displayed.)

GID

Displays the GIDs of the configuration items. The list can be
sorted by GIDs by clicking the GID column header.

Cl Type

Displays the types of the configuration items. The list can be
sorted by CI types by clicking the Cl Type column header.

Nickname

Displays the nicknames of the configuration items. The list can
be sorted by nicknames by clicking the Nickname column
header.

Records

Displays the records held by the configuration items. It displays
"O" (observed record), "E" (expected record), or "C" (catalog).

Direction

Displays the direction of the relation for the configuration items
related to the selected configuration item. The list can be sorted
by the direction of the relation by clicking the Direction column
header.

Add button

Associates the configuration item being edited with another
configuration item.

Remove button

Deletes the relationship with the configuration item selected in
the list of related configuration items.

Filestab

(Displays a list of the
files held by the
configuration item
for which the details
are being displayed.)

File Name

Displays the names of the files. The list can be sorted by file
names by clicking the File Name column header.

Nickname

Displays the nicknames of the files. The list can be sorted by
nicknames by clicking the Nickname column header.

Annotation

Displays the annotations for the files. The list can be sorted by
annotations by clicking the Annotation column header.

File Size

Displays the size of each file. The list can be sorted by file size
by clicking the File Size column header.

Last Updated

Displays the date and time when the file was last updated. The
list can be sorted by last update date/time by clicking the Last
Updated column header.

FileID

Displays the IDs of the files. The list can be sorted by file IDs by
clicking the File 1D column header.
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Item Description

Version Displays the version names of the files. The list can be sorted by
version names by clicking the Version column header.
Hash value Displays the hash values for the files. The list can be sorted by
hash values by clicking the Hash value column header.
Add button Adds a file to the configuration item.
Remove button Deletes a file that has been registered with the configuration item.
Register button Registers the settings with the CMDB.

2.11.3 Update/delete CI

2.11.3.1 Updating Configuration Iltems

Display method
1. Click the Maintenance tab in the Configuration management window.
2. Select the Update/delete Cl link.

3. Click the GID link for the configuration item to be edited in the CI List.

Selected Information

GID CI Type L Records
id 000000000060 L-Server Werifization server (DEJVTO2UVOTEC (O
ledln =8 Related Cls | Files
Observed Record || Expected Record || Catalog Record
Detailed Tree Basic Information
B | ] L=Server Attribute Value
|| FileConfizurations comment
|| Install=dApplication CPU Share "
|| InstalledPatches Mumber of CPUs
|| InstalledSoftwares GFU Clack(GHz)
|| L=Server Confizuration cpuSockets
|| MaragermertProduct deploy Twpe Direct
|| Processes Exclusion Paolicy
|| SystemSettires Heoet I
Hiost Mame WIOANOTHCO002
iRMC P Address
IRMC Login User ID
IZCE] P Address
D 1821621010
Imaze ID
Imaze Mame
irterlzavehiode
F Address 1821681010
isCverCormmitied
lastlpdate
machine Type
Mainterance kMods
mema
Memary Share (V]
Mernory (G
Ciopy Elerment ] [ Delete Element
Operation method
Item Description
Selected GID Displays the GID of the selected configuration item.
Information Cl Type Displays the CI type of the selected configuration item.
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Iltem Description
Nickname Displays the nickname of the selected configuration item.
Records Displays the record type of the selected configuration item.
There are three record types: Expected, Observed, and
Catalog.
Recordstab Detailed Tree A tree of elements that make up the configuration item. When
. an element is selected, the attribute values for the element are
(Displays expected, . . . . .
displayed in the Basic I nformation section.
observed and catalog
information) Basic Attribute | Displays the names of the attributes. The list can be sorted by
Information attribute names by clicking the Attribute column header.
Value Displays the values of the attributes. The value of an attribute
can be edited by selecting the VValue column corresponding to
the attribute and then either clicking the column or pressing the
Enter key. The list can be sorted by attribute values by clicking
the Value column header.
Related Clstab GID Displays the GIDs of the configuration items. The list can be
(Displays a list of the sorted by GIDs by clicking the GID column header.
configuration items Cl Type Displays the types of the configuration items. The list can be
that are related to the sorted by CI types by clicking the CI Type column header.
conflgl.Jratlon |tem_ Nickname Displays the nicknames of the configuration items. The list can
for which the details . L .
- be sorted by nicknames by clicking the Nickname column
are being displayed.)
header.
Records Displays the records held by the configuration items. It displays
"O" (observed record), "E" (expected record), or "C" (catalog).
Filestab File Name Displays the names of the files. The list can be sorted by file
(Displays a list of the names by clicking the File Name column header.
files held by the Nickname Displays the nicknames of the files. The list can be sorted by
configuration item nicknames by clicking the Nickname column header.
for \Q’h_'Ch ;he ?eta:jls Annotation Displays the comments for the files. The list can be sorted by
are being displayed.) comments by clicking the Annotation column header.
File Size Displays the size of each file. The list can be sorted by file size
by clicking the File Size column header.
Last Updated Displays the date and time when the file was last updated. The
list can be sorted by last update date/time by clicking the L ast
Updated column header.
FilelD Displays the IDs of the files. The list can be sorted by file IDs
by clicking the File ID column header.
Version Displays the version names of the files. The list can be sorted by
version names by clicking the Version column header.
Hash value Displays the hash values for the files. The list can be sorted by

hash values by clicking the Hash value column header.

Close button

Closes the window.

& Note

Thevaluefor the" ID" attribute

Do not change the value for the "ID" attribute. If the value for the "ID" attribute is changed and then an update operation is performed, a

new configuration item will be registered with the new value, and the target configuration item will not be updated.
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2.11.3.2 Deleting Configuration Iltems

Display method
1. Click the Maintenance tab in the Configuration management window.
2. Select the Update/delete Cl link.

3. Use the checkboxes to select the configuration items to be deleted from the CI List, and then click Remove.

The following window will be displayed.

Pleaze zelect below.

® Rermove zelected search results

L Rermove all search results

(] 4 ] [ Cancel

4. Select either of the following values:
- Remove selected search results: Deletes only the configuration items selected using checkboxes.
- Removeall search results: Deletes all of the configuration items displayed in the CI list.

5. Click OK.

2.11.4 Importing Configuration ltems

Display method
1. Click the Maintenance tab in the Configuration management window.

2. Select the Import CI link.
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Systemwalker Software Configuration Manager 2 cfmgadmin ~  Fuffrsu

Home Configuration management Patch management Job management

Hardware list Server list Software list Configuration modification template list Maintenance

View Cl | Register Cl | Update/delete Cl | Import Cl

Specify a fike.

File Mams Browse... |

Operation method
Item Description
Import CI Browse button Specifies an XML file where configuration items have been marked
up.
Register button Registers the content of the specified file with the CMDB.
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|Chapter 3 Patch Management

The Patch management window contains the following tabs:

Summary view

This tab displays the number of servers with unapplied patches, and the number of new patches for each operating system and patch
type.

Windows patch list

This tab displays a list of Windows patches. It can be used to reference detailed information about each individual patch, as well as
the application status of each patch. It is also possible to display information that has been filtered by specifying particular conditions.

Linux patch list

This tab displays a list of Linux patches. It can be used to reference detailed information about each individual patch, as well as the
application status of each patch. It is also possible to display information that has been filtered by specifying particular conditions.

Fujitsu middleware patch list

This tab displays a list of Fujitsu middleware patches. It can be used to reference detailed information about each individual patch, as
well as the application status of each patch. It is also possible to display information that has been filtered by specifying particular
conditions.

Patch Application wizard

This wizard allows the user to apply patches by first selecting the required patches. Users can then select the target servers, and specify
the application method.

ﬂ Information

About Solaris patches

Solaris patch information is not displayed on the Patch management window.

To

confirm the OS patches (SRU information) already applied on a Solaris server, select the Solaris server on the Configuration

management - Server list window and then check the patches on the Server Details window.

3.1 Summary View

Display method

1. Log in to the management console.
2. Use either of the following methods to display the Summary window:
a. Select Patch management from the menu in the management console.

b. Click the Patch management link in the Home window.
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Systemwalker Software Configuration Manager 8 cfmgadmin ~  FUfiTsu

Home Configuration management Patch management Job management

Summary view Windows patch list Linux patch list Fujitsu middleware patch list
Servers with unapplied patches New patches
There are servers where patches have not been applied. New patches have been released.
Apply patches to these servers. %?
Linuxservers  Tenant: Windows patches [T
Period : 2014-05-19 to 2014-06-18
P 1 server)
- 0S8 patches Recommended E 1 server(s) Rzquired 0 patchies)
- 0S5 patches Recommended 0 patches)
¥ 2 server(s)
- Fujitsu MW patches Recommended 0 server(s) 9 patch(es)

- Fujitsu MW patches Recommended 2 patch(es)

Operation method
Total number of servers with unapplied patches
The number of servers indicates the number of servers with unapplied patches.

- OSpatchesand Fujitsu middlewar e patches in the Windows server s tab
- Number of servers where required patches have not been applied
- Number of servers where recommended patches have not been applied

- OSpatchesin the Linux serverstab
- Number of servers with unapplied patches

For Windows patches and Fujitsu middleware patches, the number of servers with unapplied patches is counted separately for
"Required" patches and "Recommended" patches.

For Linux patches, the number of servers with unapplied patches is counted.

If an infrastructure administrator logs in, the total number of applicable servers collected from all managed servers will be displayed.
If a tenant administrator or tenant user logs in, the results will be filtered so that only the number of applicable servers collected from
the tenancies or servers managed by the tenant administrator or tenant user will be displayed.

If an infrastructure administrator logs in, the results displayed can also be filtered by tenants.

The List of Serverswith Unapplied Patcheswindow is displayed when the OS patchesor Fujitsu middlewar e patcheslink or the
link for each number (of servers with unapplied patches) is clicked.

L._z] Note

Patcheswith prerequisite patches

-107 -



For Windows patches, if a patch has a prerequisite patch and neither the patch nor the prerequisite patch have been applied to a business
server, the business server may not be counted as a server with unapplied patches, even though it has the same environment (the same
operating system) as other business servers.

This is because when the patch is released by WSUS it is managed as an "applicable" patch but when a "check for update programs"
operation is performed on the business server the patch will be managed as "not applicable” if the prerequisite patch has not been
applied.

Systemwalker Software Configuration Manager does not handle "not applicable” patches as unapplied patches when counting the
number of servers with unapplied patches.

Ln Note

Conditions under which serversare counted as serverswith unapplied patches

The conditions under which servers are counted as servers with unapplied patches differ with Windows patches, Linux patches, and
Fujitsu middleware patches. These conditions are explained separately as below:

- Number of servers with unapplied Windows patches

The number of servers with unapplied Windows patches is the number of servers where the patches authorized by WSUS have
not been applied.

- Number of servers with unapplied Linux patches

The number of servers with unapplied Linux patches is the number of servers where the patches registered with the yum repository
server and have been defined as the management target have not been applied.

- Number of servers with unapplied Fujitsu middleware patches

The number of servers with unapplied Fujitsu middleware patches is the number of servers where the Fujitsu middleware patches
registered using swcfmg_fimwpatch_update (Fujitsu middleware patch registration command) have not been applied.

Number of new patches
- OSpatchesin the Windows patches tab
- Number of new required patches
- Number of new recommended patches

The patches that have been newly released by the operating system vendor during the Period displayed are output as the number
of new patches. The Period is the last one month, counting backwards from the day when the user logged in.

- Fujitsu middleware patches
- Number of new required patches
- Number of new recommended patches

The patches that have been registered with Systemwalker Software Configuration Manager during the Period displayed are output
as the number of new patches. The Period is the last one month, counting backwards from the day when the user logged in.

- OSpatchesin the Linux patchestab
- Number of new patches

The RPM packages that have been defined as the management target for Systemwalker Software Configuration Manager and
registered with yum during the Period displayed are output as the number of new patches. The Period is the last one month,
counting backwards from the day when the user logged in.

The List of New Patcheswindow is displayed when the OS patchesor Fujitsu middlewar e patches link or the link for each number
is clicked.

3.1.1 List of Servers with Unapplied Patches
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Display method

1. Click on the links in the Serverswith unapplied patches section in the Summary view window for Patch management.

The List of Serverswith Unapplied Patches window will be displayed.

List of Servers with Unapplied Patches x

Click a server name to open the Server Details window. Select a row to display a list of unapplied patches.

g Windows servers Server group: 1-1of1items 1M1page(s)

Server name Server group name Tenant 0s

AWIN-CCFOMHQF0..  TBSASOWBS tenant_admin(tenant_... Windows Server 2012. .

L4 >

Unapplied OS patches 1-5 of 5items 1Mpage(s)

Patch ID Class Patch type Overview Release date
M\KB2919355 Required Security Upd...  Windows Server 2012... 2014-05-15
&I{Bzgzagus? Required Critical Updates  Update for Windows S... 2014-04-09
M\kB2913270 Required Critical Updates  Update for Windows S...  2014-03-12
A\KB2913152 Fecommended Updates Update for Windows S...  2014-03-01
&Kazgﬂugsa Required Security Upd...  Cumulative Security U...  2014-03-01

< 2>

Patch application. .. Close

Operation method

Server list

A list of the servers with unapplied patches is displayed in the top section of the window.

Item Description

Server name Displays the server names.

Clicking a server name link displays the Server Details window.

Server group name Displays the server group name.
Tenant Displays the tenant.
0os Displays the operating system names.

List of unapplied patches

When a server is selected from the list of servers in the top section of the window, a list of the patches that have not been applied to
that server is displayed in the bottom section.
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Table 3.1 Windows patches

ltem Description
Patch ID Displays the patch IDs.
Clicking a patch ID link displays the Patch Details window.
Class Displays the classification levels of the patches.
- Required: Patches that are specified as "Required" in the patch management
policy settings
- Recommended: Patches that are specified as "Recommended" in the patch
management policy settings
Patch type Displays the patch types. (This indicates the classification of updates, which
represents the WSUS update program type.)
- Security Updates
- Critical Updates
- Feature Packs
- Service Packs
- Tools
- Drivers
- Updates
- Update Rollups
- Definition Updates
Overview Displays an overview (or title) of each patch.
Release date Displays the date when the vendor (Microsoft) released the patch.

Table 3.2 Linux patches

ltem

Description

Package name

Displays the names of the RPM packages.

Clicking a package name link displays the Patch Details window.

Version

Displays the versions of the packages.

Release

Displays the release numbers of the packages.

Architecture

Displays the architecture for each package.

Overview

Displays an overview of each package. Displays in English.

Release date

Displays the date when the package information was registered with Systemwalker
Software Configuration Manager.

Table 3.3 Fujitsu middleware patches
Item Description
Patch ID Displays the patch IDs.
Class Displays the classification levels of the patches.
- Required: Patches that are specified as "Required" in the operation policy
settings
- Recommended: Patches that are specified as "Recommended" in the
operation policy settings
Importance Displays the importance of each patch.
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Iltem

Description

- Security
- Important

- Recommended

Update type

Displays the update types of the patches.

- Urgent

Product name

Displays the product names.

(ON)

Displays the operating systems (platforms).

Release date

Displays the date when the patch information was registered with Systemwalker
Software Configuration Manager.

Operation buttons

The following operations can be performed from the List of Serverswith Unapplied Patcheswindow.

Operation buttons

Description

Patch application

Displays the Patch Application wizard, enabling the user to configure patch
distribution and patch application for a specified server.

Close

Closes the window.

3.1.2 List of New Patches

Display method

1. Click on the links in the Summary view window for Patch management.

The List of New Patches window will be displayed.
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List of New Patches

Click a patch ID to open the Patch Details window. Select a row to display a list of servers with unapplied patches.

OS patches(Linux)

Package name ‘Versiun Release |Architecture Overview Release date
amtu 1.06 2.els x86 64 Abstract Mac...  2014-06-17
anacron 23 45 els x86 64 Acron-like pr...  2014-06-17
anthy 7900 4 el5 1386 Japanese cha... 2014-06-17
anthy 7900 4 els x86 64 Japanese cha... 2014-06-17
apr 1.2.7 1.elb_... 386 Apache Porta...  2014-06-17

< >
Servers with unapplied patches 1-1of 1 tems 1/1page(s)
Server name Server group name Tenant |05
B.Linux01(linuxTest JOFTHRY 43 Kobe Office(kobe) Red Hat Enterprise Li...
< >
Patch application. . Close

Operation method
List of new patches
The list of new patches will be displayed in the top section of the window.

Table 3.4 Windows patches
Item Description

Patch ID Displays the patch IDs.
Clicking a patch 1D link displays the Patch Details window.

Class Displays the classification levels of the patches.

- Required: Patches that are specified as "Required" in the patch management
policy settings

- Recommended: Patches that are specified as "Recommended" in the patch
management policy settings

Product name Displays the product name (operating system name) corresponding to each patch.

Patch type Displays the patch types. (This indicates the classification of updates, which
represents the WSUS update program type.)

- Security Updates
- Critical Updates

- Feature Packs

- Service Packs

-112 -



Item Description

- Tools

Drivers

Updates
- Update Rollups
- Definition Updates

Overview Displays an overview (or title) of each patch.

Release date Displays the date when the vendor (Microsoft) released the patch.

Table 3.5 Linux patches
Item Description

Package name Displays the names of the RPM packages.

Clicking a package name link displays the Patch Details window.

Version Displays the versions of the packages.

Release Displays the release numbers of the packages.

Architecture Displays the architecture for each package.

Overview Displays an overview of each package. Displays in English.

Release date Displays the date when the package information was registered with Systemwalker

Software Configuration Manager.

Table 3.6 Fujitsu middleware patches
Item Description

Patch ID Displays the patch IDs.

Class Displays the classification levels of the patches.

- Required: Patches that are specified as "Required" in the operation policy
settings

- Recommended: Patches that are specified as "Recommended" in the
operation policy settings

Importance Displays the importance of each patch.
- Recommended
- Important
- Security
Updatetype Displays the update types of the patches.
- Urgent
Product name Displays the product names.
os Displays the operating systems (platforms).
Release date Displays the release dates of the patches.

List of servers with unapplied patches

When a patch is selected from the list of new patches in the top section of the window, a list of the servers where that patch has not
been applied are displayed in the bottom section.
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ltem Description

Server name Displays the server names.

Clicking a server name link displays the Server Detailswindow.

Server group hame Displays the server group name.
Tenant Displays the tenant.
(O] Displays the operating system names.

Operation buttons

The following operations can be performed from the List of Serverswith Unapplied Patches window.

Operation button Description

Patch application Displays the Patch Application wizard, enabling the user to configure patch
distribution and patch application for a specified patch.

Close Closes the window.

3.2 Patch Management

3.2.1 Patch List

Display method
1. Use either of the following methods to display the patch list:
a. Select Patch management from the menu in the management console.
b. Click the Patch management link in the Home window.
Patch lists for Windows operating systems, Linux operating systems and Fujitsu middleware can be displayed by selecting each tab.

All of the patches obtained from WSUS are displayed in the list of Windows patches, except for those patches that the infrastructure
administrator has not approved on WSUS.

For Linux patches, the patches that have been registered with the yum repository server and have been defined as the management target
are displayed. For Fujitsu middleware patches, the patches that have been registered with Systemwalker Software Configuration Manager
are displayed.

The number of servers to which each patch has not been applied can also be displayed.

Users with all roles can reference information about all patches. However, if a tenant administrator or tenant user logs in, the results
displayed for the number of servers with unapplied patches will be filtered by the tenants or the range of servers that the tenant administrator
or tenant user manages.
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Systemwalker Software Configuration Manager

Home

Summary view

Windows patch list

Linux patch list

8 cofmgadmin -

Configuration management Patch management Job management

Fujfrsu

Fujitsu middleware patch list

v Filter
Patch ID l:l Class Product name I:I Patch type All v
Overview l:l Release date | | - | ‘ Applied to all
Filter Cancel filter

Patch ID

KB2917500
KB2840149
KB2813347
KB2813170
KB2808735
KB2807336
KB2791765
KB2799494
KB2790655
KB2790113
KB2778344
KB2756400
KB2785220

AOD0O0ODODOoOOoOOOoOOooOoon

Operation method

Filter search

Specify the conditions for filtering the information in the patch list. The filter conditions shown below can be specified for each patch

Class

Required

Require

Required

Recommended

Required

Recommended

Required

Product name

Windows Vista; Windows...

Windows Server 2008 R2
Windows Server 2008 R2
Windows Server 2008 R2
Windows Server 2008 R2
Windows Server 2008 R2
Windows Server 2008 R2
Windows Server 2008 R2
Windows Server 2008 R2
Windows Server 2008 R2
Windows Server 2008 R2
Windows Server 2008 R2
Windows Server 2008 R2

type. Multiple filter conditions can be specified.

Patch type
Security Updates
Security Updates
Security Updates
Security Updates
Security Updates
Security Updates
Updates
Security Updates
Security Updates
Security Updates
Security Updates
Updates
Security Updates

1-13 of 189 items

Overview

Security Update for Window. ..
Security Update for Window ...
Security Update for Window...
Security Update for Window...
Security Update for Window. ..
Security Update for Window ...
Update for Windows Server..
Security Update for Window...
Security Update for Window. ..
Security Update for Window ...
Security Update for Window ...
Update for Windows Server..
Security Update for Window. ..

Download CSV file

1/15 page(s) » M =&

Release d...

2014-01-14
2013-04-23
2013-04-09
2013-04-09
2013-04-09
2013-03-12
2013-03-12
2013-02-12
2013-02-12
2013-02-12
2013-02-12
2013-01-08
2013-01-08

Unapplie...
&
Iy
&
&
&
Ay
&
&
&
Iy
Ay
v
oy

>

Patch application ...

Patch

type

Filter conditions

Windows patch list

- Patch ID

- Class

- Overview

- Product name

- Patch type

- Releasedate
- Applied to all

Linux patch list

- Version

- Release

- Overview

- Package name

- Architecture

- Releasedate
- Applied to all
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Patch type

Filter conditions

Fujitsu middleware patch list

- Patch ID

- Class

- Importance

- Updatetype
- Product name
- 0S

- Updatetitle
- Applied to all

- Release date

Display items

The following table shows the items that are displayed in the patch list:

Table 3.7 Windows patch list

Display item Description
Checkboxes Specifies the patch to be applied.
Patch ID Displays the patch IDs.

Clicking a patch ID link displays the Patch Details window.

Class

Displays the classification levels of the patches.

- Required: Patches that are specified as "Required" in the operation policy
settings

- Recommended: Patches that are specified as "Recommended” in the
operation policy settings

Product name

Displays the product name (operating system name) corresponding to each patch.

Patch type

Displays the patch types. (This indicates the classification of updates, which
represents the WSUS update program type.)

- Security Updates
- Critical Updates

- Feature Packs

- Service Packs

- Tools

- Drivers

- Updates

- Update Rollups

- Definition Updates

Overview

Displays a title for each patch.

Release date

The date when the vendor (Microsoft) released the patch

Unapplied servers

Displays the number of machines where the patch has not been applied.

The number of servers without patches that the infrastructure administrator has
not approved on WSUS is not counted. Also, the total number of machines
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Display item

Description

displayed here is only for the machines within the range that can be looked up by
the login user.

Table 3.8 Linux patch list

Item Description
Checkboxes Specifies the patch to be applied.
Package name Displays the names of the RPM packages.
Clicking a package name link displays the Patch Details window.
Version Displays the versions of the packages.
Release Displays the release numbers of the packages.

Architecture

Displays the architecture for each package.

Overview

Displays an overview of each package. Displays in English.

Release date

Displays the date when the package information was registered with Systemwalker
Software Configuration Manager.

Unapplied servers

Displays the number of machines where the patch has not been applied.

The number of servers with unapplied patches is not counted if these patches have
been registered with the yum repository server but have not been defined as the
Linux patch management target. Also, the total number of machines displayed
here is only for the machines within the range that can be looked up by the login
user.

Table 3.9 Fujitsu middleware patch list
Item Description
Checkboxes Specifies the patch to be applied.
Patch ID Displays the patch IDs.
Class Displays the classification levels of the patches.
- Required: Patches that are specified as "Required" in the operation policy
settings
- Recommended: Patches that are specified as "Recommended" in the
operation policy settings
Importance Displays the importance of each patch.
- Recommended
- Important
- Security
Updatetype Displays the update types of the patches.

- Urgent

Product name

Displays the product names.

(ON)

Displays the operating systems (platforms).

Updatetitle

Displays the update titles of the patches.

Release date

Displays the release dates of the patches.

Unapplied servers

Displays the number of machines where the Fujitsu middleware patches registered
using swcfmg_fijmwpatch_update (Fujitsu middleware patch registration
command) have not been applied.
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Item Description

Also, the total number of machines displayed here is only for the machines within
the range that can be looked up by the login user.

Operation buttons

The following operations can be performed from the patch list window.

Operation button Description

Download CSV file Output patch list information in CSV format. If the information displayed has been
filtered, only the filtered information will be output.

Patch application Displays the Patch Application wizard, enabling the user to configure patch
distribution and patch application for a specified patch.

Qn Note

Patcheswith prerequisite patches

For Windows patches, if a patch has a prerequisite patch and neither the patch nor the prerequisite patch have been applied to a business
server, the business server may not be counted as a server with unapplied patches, even though it has the same environment (the same
operating system) as other business servers.

This is because when the patch is released by WSUS it is managed as an "applicable" patch but when a "check for update programs"
operation is performed on the business server the patch will be managed as "not applicable" if the prerequisite patch has not been applied.

Systemwalker Software Configuration Manager does not handle "not applicable" patches as unapplied patches when counting the number
of servers with unapplied patches.

3.2.1.1 Patch Details

Display method
1. Use either of the following methods to display the patch details:
a. Click a patch ID link in the patch list window.
b. Click a patch ID link in each window.
The Patch Details window will be displayed.

The Patch Details window shows a description of the patch, and the patch application status.
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Patch Details

Check the patch details.

<>

Patch ID KB2917500
Bradict riame Windows Vista; Windows Server 2008; Windows ¥, Windows Server 2008 R2
. Security Update for Windows VWista, Windows 7, Server 2008, Server 2008 R2
i (KE2017500)
Patch type Security Updates
Class Required
Release date 2014-01-14
Inztall thiz update to resolve an izzue which requires an update to the untrusted
Details certificate store on Windows systems and to kesp your systems up to date. After
vou install this update, vou may have to restart vour syetem.
Update ID b5as0fed-bad2-4bbl-a522-80b37F37929
Unapplied{1) | Updated(0) 1-10of1items 11 page(s)
Server name |Senrer group name Tenant ‘OS
Bovmzz1246370v.. ARESETIEN Kobe Office(kobe) Windows Server 200...
£ >
Patch application. .. Close

Operation method
Detailed information about the patch
Detailed information about the patch is displayed in the top section of the window.

The following table shows the items that are displayed in the patch list:

Table 3.10 Windows patches

Item Description
Patch 1D Displays the patch ID.
Product name Displays the product name (operating system name) corresponding to the patch.
Overview Displays the patch overview (or for Windows, the title).
Patch type Displays the patch type. (This indicates the classification of updates, which

represents the WSUS update program type.)
- Security Updates
- Critical Updates
- Feature Packs
- Service Packs
- Tools

- Drivers

- Updates
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Iltem

Description

- Update Rollups
- Definition Updates

Class Displays the classification level of the patch.
- Required: Patches that are specified as "Required" in the operation policy
settings
- Recommended: Patches that are specified as "Recommended" in the
operation policy settings
Release date Displays the date when the vendor (Microsoft) released the patch.
Details Displays a detailed description of the patch that is provided by the vendor.
Update 1D Displays the Update ID.

Table 3.11 Linux patches

Item Description

Package nhame Displays the name of the package.

Version Displays the version of the package.

Release Displays the release number of the package.

Architecture Displays the architecture for each package.

Release date Displays the date when the package information was registered with Systemwalker
Software Configuration Manager.

Overview Displays an overview of the package. Displays in English.

Details Displays a detailed description of the patch that is provided by the vendor. Displays

in English.

Table 3.12 Fujitsu middleware patches

Item

Description

Patch ID

Displays the patch ID.

Class

Displays the classification level of the patch.

- Required: Patches that are specified as "Required" in the operation policy
settings

- Recommended: Patches that are specified as "Recommended" in the
operation policy settings

Importance

Displays the importance of the patch.
- Recommended
- Important

- Security

Updatetype

Displays the update types of the patch.
- Urgent

Product name

Displays the product name.

oS Displays the operating system (platform).
Release date Displays the release date of the patch.
Updatetitle Displays the update title of the patch.
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Information about patch application

The bottom section of the window displays a list of the servers where the patch has not been applied and a list of the servers where the
patch has been applied.

Clicking an Unapplied link displays a list of servers with unapplied patches.
Clicking an Updated link displays a list of servers with applied patches.

ltem Description
Server name Displays the server names.
Server group hame Displays the server group name.
Tenant Displays the tenant.
(OF Displays the operating system names.

Operation buttons

The following operations can be performed from the List of Serverswith Unapplied Patcheswindow.

Operation button Description

Patch application Displays the Patch Application wizard, enabling the user to configure patch
distribution and patch application for a specified patch.

Close Closes the window.

3.3 Patch Application Wizard

Patch application is set up by first selecting the patches that are to be applied.

E) Point

© © 0000000000 00000000000000000000000000000000000000000000000000000000000000000000000000000COCOCOCOCOCEOCEOEE

The roles of the people who distribute and apply patches
The explanations in this section assume that the roles of the people who distribute and apply patches can be classified as follows:
Infrastructure administrator

- Infrastructure administrators are responsible for patch management (management for WSUS, yum repository servers and the media
library).

- Infrastructure administrators do not distribute or apply patches.

- When an error occurs with the patch distribution/application processing, a message may be output to the event log or syslog. If
this happens, infrastructure administrators need to check the content of the message and take the necessary action such as reviewing
the environment settings.

Tenant administrator

- Tenant administrators use the management console to distribute and apply patches to their tenant's servers.
Tenant user

- Tenant users distribute and apply patches to those servers that they manage themselves.
Dual-role administrator

- Dual-role administrators have the roles of both infrastructure administrators and tenant administrators. When acting as a tenant
administrator, a dual-role administrator can distribute and apply patches to the servers in all tenancies.

© ©0000000000000000000000000000000000000000000O00COCOCOCOCOCIOCIOCOCOCEOCOCOC0CI0C0C0C0CI0C0COC0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0CCCCCOCOCEOCEECEEETS
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Display method
1. Click the Patch application button in one of the following windows:

Patch list window

Patch Details window

New patches window

List of Serverswith Unapplied Patches window

2. Perform the following patch application setup and confirmation operations in the wizard:
a. Select the patches to be applied

b. Select the target servers

C. Set the application method

d. Check the settings

e. Completion

3.3.1 Select Patches

If following operations is performed, the Select patches window of the Patch Application wizard will be displayed:

- Click the Patch application button in the List of New Patches window.

Patch Application

Select patches Select servers Application method Confirm Patching request complete

Select the patches to apply.

| Select patches [ OS patches ]

[] |Package name Version Release Architecture Overview Release date

W Automount utilities in...  2014-06-17

O amtu 1.06 2elb x06_64 Abstract Machine Te...  2014-06-17

[0  anacron 23 45.el5 x86_64 A cron-like program t...  2014-06-17

[0  anthy 7900 4 el5 i386 Japanese characters... 2014-06-17

[0  anthy 7900 4 el5 x86_64 Japanese characters... 2014-06-17

O apr 127 11.elb 65 1386 Apache Portable Run... 2014-06-17

O apr 127 11.el5 65 x86_64 Apache Portable Run... 2014-06-17

O apr-util 127 11.els 52 1386 Apache Portable Run... 2014-06-17

O apr-util 1.2.7 11.els 52 x56_64 Apache Portable Run... 2014-06-17

O aspell 0.60.3 13 1386 A spelling checker. 2014-06-17

O aspell 0.60.3 13 x06_64 A spelling checker. 2014-06-17

O aspell-en 6.0 3 x06_64 English dictionaries .. 2014-06-17

O at 318 84 el5 x06_64 Job spooling tools. 2014-06-17

O at-spi 1.7.11 3.elb 1386 Assistive Technology...  2014-06-17

O at-spi 1.7.11 3.elb x06_64 Assistive Technology...  2014-06-17

< >

Next Cancel

Operation method
Selecting patches

Select the patches to be applied.
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Table 3.13 Windows patches

Iltem

Description

Patch ID

Displays the patch IDs.

Class

Displays the classification levels of the patches.

- Required: Patches that are specified as "Required" in the operation policy
settings

- Recommended: Patches that are specified as "Recommended" in the
operation policy settings

Product name

Displays the product name (operating system name) corresponding to each patch.

Patch type

Displays the patch types. (This indicates the classification of updates, which
represents the WSUS update program type.)

- Security Updates
- Critical Updates

- Feature Packs

- Service Packs

- Tools

- Drivers

- Updates

- Update Rollups

- Definition Updates

Overview

Displays a title for each patch.

Release date

Displays the date when the patch was released.

Table 3.14 Linux patches

Item Description

Package name Displays the names of the RPM packages.
Clicking a package name link displays the Patch Details window.

Version Displays the versions of the packages.
Release Displays the release numbers of the packages.
Architecture Displays the architecture for each package.
Overview Displays an overview of each package. Displays in English.
Release date Displays the date when the package information was registered with Systemwalker

Software Configuration Manager.

Table 3.15 Fujitsu middleware patches

Item Description
Patch ID Displays the patch IDs.
Class Displays the classification levels of the patches.
- Required: Patches that are specified as "Required” in the operation policy
settings
- Recommended: Patches that are specified as "Recommended" in the
operation policy settings
Importance Displays the importance of each patch.
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ltem Description
- Recommended
- Important
- Security
Update type Displays the update types of the patches.

- Urgent

Product name

Displays the product names.

(OK Displays the operating systems (platforms).
Updatetitle Displays the update titles of the patches.
Release date Displays the date when the patch information was registered with Systemwalker

Software Configuration Manager.

Operation buttons

3.3.2 Select Servers

Operation button

Description

Next

Moves to the Select serverswindow.

Cancel

Closes the Patch Application wizard.

The Select serverswindow is displayed when one of the following operations has been performed:

Clicking the Next button in the Select patches window

Using the checkboxes in the patch list window to select patches, and then clicking the Patch application button

Clicking the Patch application button in the Patch Details window

Click the Patch application button in the List of Serverswith Unapplied Patcheswindow.
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Patch Application

Select patches Select servers Application method Confirm Patching request complete

Select the servers to which the patch will be applied.

| Select servers

Selected OS patches(1 items)

Package name |Vers ion |Release Architecture Overview Release date
am-utils 615 Tels x06_64 Automount utilities inclu...  2014-06-17
L 4
Servers to update L-Platform: &
[ | |Ser\rer name 0s Server group name Tenant
[0  Linux01(linuxTest) Red Hat Enterprise Linu... JOF1HRY43 Kobe Office(kobe)
<
Back Next Cancel

Operation method

Selected patches

A list of the patches to be applied is displayed.

Table 3.16 Windows patches

ltem

Description

Patch ID

Displays the patch IDs.

Class

Displays the classification levels of the patches.

Required: Patches that are specified as "Required” in the operation policy
settings

Recommended: Patches that are specified as "Recommended” in the
operation policy settings

Product name

Displays the product name (operating system name) corresponding to each patch.

Patch type

Displays the patch types. (This indicates the classification of updates, which
represents the WSUS update program type.)

Security Updates
Critical Updates
Feature Packs
Service Packs
Tools

Drivers

Updates

Update Rollups
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Item Description
- Definition Updates
Overview Displays a title of each patch.
Release date Displays the date when the patch was released.

Table 3.17 Linux patches

Item

Description

Package name

Displays the names of the RPM packages.

Clicking a package name link displays the Patch Details window.

Version

Displays the versions of the packages.

Release

Displays the release numbers of the packages.

Architecture

Displays the architecture for each package.

Overview

Displays an overview of each package. Displays in English.

Release date

Displays the date when the package information was registered with Systemwalker
Software Configuration Manager.

Table 3.18 Fujitsu middleware patches

Item Description
Patch ID Displays the patch IDs.
Class Displays the classification levels of the patches.
- Required: Patches that are specified as "Required" in the operation policy
settings
- Recommended: Patches that are specified as "Recommended" in the
operation policy settings
Importance Displays the importance of each patch.
- Recommended
- Important
- Security
Updatetype Displays the update types of the patches.

- Urgent

Product name

Displays the product names.

oS Displays the operating systems (platforms).
Updatetitle Displays the update titles of the patches.
Release date Displays the date when the patch information was registered with Systemwalker

Software Configuration Manager.

Selecting servers

Select the servers to which the patches are to be applied.

Iltem

Description

Server name

Displays the server names.

(ON]

Displays the operating systems.

Server group name

Displays the server group name.

Tenant

Displays the tenant.
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Operation buttons

Operation button Description
Back Returns to the Select patches window.
Next Moves to the Select patches window if servers have been selected using
checkboxes.
Cancel Closes the Patch Application wizard.

3.3.3 Application Method

When Next is clicked in the Select serverswindow, the Application method window is displayed.

Patch Application

Select type Select paiches

Enter the patch application method.

| Enter the application method

Schedule

Before execution

Application method

Confirm FPatching request complete

® Immediately

[00]~] - [00]v]
Browse...

© Specific date and time yyyy-

Mormal return value: ®p CAl
Script registration I e
After execution Normal return value: @ [@F]
Single-user mode: on & off
Restart operating system after application = ®) Yes (when reboot is required) O No
Back Mext Cancel
Operation method
Setting up the application method
Item Description
Schedule Specify a schedule.
- Immediately: Select this option to perform the processing as soon as settings
in the wizard are complete.
- Specific date and time: Specify the date and time when processing is to be
executed.
Specify a date and time that is later than the current date and time on the admin
server.
Script Specify the scripts to be executed before and after patch distribution/application,
as well as the return values to determine the operations have completed
successfully during script execution. Also specify whether to execute a post-
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Iltem

Description

execution script at single-user execution level when distributing Fujitsu
middleware patches.

To apply Fujitsu middleware patches, a script specifying the application
processing must be created and then registered as a post-execution script.

It is recommended to create the scripts registered here so that they output "0" as
the return value to indicate normal completion and a value other than "0" as the
return value to indicate an error.

For the script to be registered, specify the full path to the file that is stored on the
local machine where the browser is running.

Specify one of the following values for the return value to use to determine that
the operation has completed successfully.

- 0: Thereturnvalue "0" is handled as normal termination, whereas values other
than "0" are handled as errors.

- All: All return values are handled as normal termination.

Configure whether to execute the script at single-user execution level by
specifying one of the following values: If the execution target is a Windows server,
"on" cannot be specified.

- on: Switches the execution level to single-user and executes a script.
- off: Executes a script without switching the execution level.

Refer to "Creating Scripts and Specifying Commands" in the Operation Guide for
information on the scripts that are registered here.

If an error occurs, the user can select the process to take when the corresponding
script fails (such as "retry", "continue processing”, or “cancel processing") from
the Job management window or by using the job information management
command. Refer to "Chapter 4 Job Management" for details on the Job
management window. Refer to "Job Information Management Command" in the
Reference Guide for details on the command.

Restart operating system
after application

Select whether to restart the server after the patch is distributed and applied. When
executing the post-execution script at single-user execution level, the OS is
restarted after the script is executed. Therefore, it is not necessary to select "Yes".

- Yes
The behavior varies depending on the patch type, as follows:
- OSpatches

The server will only be restarted for those patches that need to have the
server restarted.

- Fujitsu middleware patches
The server will be restarted without fail.
- No

The server will not be restarted.

Operation buttons

Operation button

Description

Back Returns to the Select serverswindow.
Next Moves to the confirmation window.
Cancel Closes the Patch Application wizard.
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3.3.4 Confirm

When Next is clicked in the Application method window, the Confirm window is displayed.

Check the settings that have been entered.

Patch Application

Select type Select paiches Application method Confirm Patching request complete

Check the patch application details.

| Confirm

Application method
Schedule

Before execution

Script registration

After execution

Immediately

- Mormal return value: -

- Mormal return value: -
Single-user mode:  off

Restart operating system after application = Reboot (when required)

Update details
Server name Patch ID
windows01 KB23800095
<

Download CSV file

Operation method
Application method

|Class |Patch type Server group name Tenant
Recommended Updates Development Server  Kobe Office
>
Back Execute Cancel

This section displays the settings that have been specified in the Application method window.

Update details

Item Description
Server name Displays the server names.
For Patch ID Displays the patch IDs.
Windows - e " T ;
Class Displays the classification levels ("Required" or "Recommended") of the patches.
Patch type Displays the patch types. (This indicates the classification of updates, which

represents the WSUS update program type.)

For Linux Package name

Displays the names of the packages.

Version

Displays the versions of the packages.

Release

Displays the release numbers of the packages.

For Fujitsu | Patch ID

Displays the patch IDs.

middleware
Importance

Displays the importance of each patch ("Recommended", "Important™ or
"Security").

Update type

Displays the update types of the patches ("Urgent™).

Server group name

Displays the server group name.
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Item Description

Tenant Displays the tenant.

Operation buttons

Operation button Description
Download CSV file Outputs the information displayed in Update detailsto a CSV file.
Back Returns to the Application method window.
Execute Executes the patch application as a job. When multiple servers are selected, one

job is executed for each server.

Cancel Closes the Patch Application wizard.

3.3.5 Patching Request Complete

When Next is clicked in the Confirm window, the Patching regquest complete window is displayed.

Patch Application
Select type Select paiches - Application method Confirm Fatching request complete

Patching request forwarded.

| Patching request complete

- Job management

Check the status of jobs

Close
Operation method
Job Management
ltem Description
Job Management Displays the Job management window where the user can check the status of the

patch application operation that was executed.

The status of the patch application operation that was executed can also be checked
by using the job information management command. Refer to "Job Information
Management Command" in the Reference Guide for details.

Operation buttons
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Operation button

Description

Close

Closes the Patch Application wizard.
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|Chapter 4 Job Management

The following operations can be performed from the Job management window:
- Job list
Displays a list of jobs. It is possible to display information that has been filtered by specifying particular conditions.
- Job details
Displays job details. Job status can be checked. Actions can also be taken.
- Process details

Displays process details. Process details and results can be checked. Actions can also be taken.

gn Note

Advisory Notes when Stopping Systemwalker Softwar e Configuration M anager

When stopping Systemwalker Software Configuration Manager, execute the following command first to confirm that jobs for patch
distribution/application, parameter configuration, script execution, or configuration modification are not running. If a job is not running,
it will not be displayed in the list.

[Windows]

[ Systemwalker Software Configuration Manager installation directory]\ SWCFMGM sanpl e

[Linux]

[ opt/ FISVcf mgm bi n/ swefng_job -1ist -status running

2, See

© © 0000000000000 00000000000000000000000000000000000000000000000000000000000000000000000000COCOCOCOCOCEOCEOCE

Actions when the admin server goesdown whileajob isoperating

During job operations such as patch distribution/application, parameter settings, script execution, or configuration modification, when the
system of the admin server goes down, after recovery of the admin server, it is necessary to stop the job that did not operate correctly.

For details on how to take corrective action when the admin server goes down, refer to the Troubleshooting Guide.

© ©0000000000000000000000000000000000000000000O00COCOCOCOCOCIOCIOCOCOCEOCOCOC0CI0C0C0C0CI0C0COC0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0CCCCCOCOCEOCEECEEETS

4.1 Job configuration

The job configuration is shown below.
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Figure 4.1 Job configuration

FProcessing
i .
./. ..\.
f Jobs | s ™
® Patch distribution Processing
@ Patch application '
® Farameter setting ) .
® Script execution - _
| rocessing
N iid
b
Frocessing
b
Items that can be checked by jobs are listed below:

Item Description Checked using:
Job ID An ID that uniquely identifies the job - Job list window
Job name The name of the job. For each job name, the following character string is - Job details window

automatically set: When performing configuration modification using the . . .
: : aci : . : P - List display of job
Configuration Modification wizard or the Configuration M odification . .
commands. information ~ management
commands
If patches are applied using the Patch Application wizard or the patch application ) ) )
command: Patch application request + " "+ Job ID +"_" + "server name" Detailed display of job
information management
If patches are distributed using the Patch Application wizard or the patch application | commands
command: Patch distribution request + "_"+Job ID +"_" + "server name"
If parameters are configured using the Parameter Settings wizard or
swcfmg_param_startsetting (Parameter Setting command): Parameter settings
request +"_"+Job ID +"_" + "server name"
If scripts are executed using the Script Execution wizard or the script execution
command: Script execution request +"_"+Job ID +"_" + "server name"
Job type Type of job.
The job types are shown below:
Patch application: If patches are applied using the Patch Application wizard or the
patch application command
Patch distribution: If patches are distributed using the Patch Application wizard or
the patch application command
Parameter settings: If parameters are configured using the Parameter Settings
wizard or swcfmg_param_startsetting (Parameter Setting command)
Script execution: If scripts are executed using the Script Execution wizard or the
script execution command
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Item Description Checked using:
- Configuration Modification: When performing configuration modification
using the Configuration Modification wizard or the Configuration
M odification command.
Status Status of the job.
The status values are shown below:
Running: The job is executing
Complete: The job has ended normally
Selecting (Abnormal): The job process has ended in an error and is waiting for the
user to select an action
Complete (Abnormal): An unexpected error has occurred during the job process, and
the job has ended in error
Waiting: The job is waiting for the scheduled time
Canceled: The job has been canceled by request
Owner Administrator of the job.
The person making the request becomes the administrator.
Tenant The tenant managing the job.
Start Date and time the job was started.
datetime
End datetime | Date and time the job ended.
Target Execution target of the job.
For example, the patch application target refers to the server(s) that will have patches
applied.
Process Execution content of the job. - Process details window
details . . .
Detailed display of job
Process Execution results of the job. information management
results commands

4.1.1 Processes

The following tables show the processes executed by jobs. The processes executed by a job differ depending on the job type.

Patch application

Process name Process type Description Settings information Value
Acceptance Acceptance Always executed. None None
Schedule standby Schedule Executed if Schedule datetime Value specified in Specific date
standby Specific date and and time at Application
time was specified method >> Schedule
at Application
method >>
Schedule.
Server operation Server operation | Always executed. Target server(s) Server(s) specified in the Server
check check list window or at Select servers
Monitoring time A value specified using the
application method. When
executing the scripts from the

-134-




Process name

Process type

Description

Settings information

Value

management console, 0 minutes
is specified.

Pre-execution
script

Pre-execution
script

Executed if a pre-
execution script is
registered at
Application
method >> Script
registration.

Target server(s)

Server(s) specified in the Server
list window or at Select servers

Script information

Script registered at Application
method >> Script registration

Normal return value

A value specified using the
application method.

Patch application

Patch
application

Always executed.

Target server(s)

Server(s) specified in the Server
list window or at Select servers

Patch information

The patch specified in the
Windows patch list window,
Linux patch list window, or
Select patches

Post-execution
script

Post-execution
script

Executed if a post-
execution script is
registered at
Application
method >> Script
registration.

Target server(s)

Server(s) specified in the Server
list or at Select servers

Script information

Script registered at Application
method >> Script registration

Normal return value

A value specified using the
application method.

Restart operating
system

Restart operating
system

Executed if Yes
was selected at
Application
method >> Reboot
after application.

Target server(s)

Server(s) specified in the Server
list window or at Select servers

Patch distribution

Process name Process type Description Settings information Value
Acceptance Acceptance Always executed. None None
Schedule standby Schedule Executed if Schedule datetime Value specified in Specific date
standby Specific date and and time at Application

time was specified
at Application
method >>
Schedule.

method >> Schedule

Server operation
check

Server operation
check

Always executed.

Target server(s)

Server(s) specified in the Server
list window or at Select servers

Monitoring time

A value specified using the
application method. When
executing the scripts from the
management console, 0 minutes
is specified.

Pre-execution
script

Pre-execution
script

Executed if a pre-
execution script is
registered at
Application
method >> Script
registration.

Target server(s)

Server(s) specified in the Server
list window or at Select servers

Script information

Script registered at Application
method >> Script registration

Normal return value

A value specified using the
application method.
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Process name

Process type

Description

Settings information

Value

Patch distribution

Patch
distribution

Always executed.

Target server(s)

Server(s) specified in the Server
list window or at Select servers

Patch information

Patch(es) specified in the Fujitsu
middlewar e patch list window
or at Select patches

Post-execution
script

Post-execution
script

Executed if a post-
execution script is
registered at
Application
method >> Script
registration.

Target server(s)

Server(s) specified in the Server
list or at Select servers

Script information

Script registered at Application
method >> Script registration

Normal return value

A value specified using the
application method.

Restart operating
system

Restart operating
system

Executed if Yes
was selected at
Application
method >> Reboot
after application.

Target server(s)

Server(s) specified in the Server
list window or at Select servers

Parameter settings

Process name Process type Description Settings information Value
Acceptance Acceptance Always executed. None None
Schedule standby Schedule Executed if Schedule datetime Value specified in Specific date
standby Specific date and and time at Execution method

time was specified
at Execution
method >>
Schedule.

>> Schedule

Server operation
check

Server operation
check

Always executed.

Target server(s)

Server(s) specified in the Server
list window or at Select servers

Monitoring time

A value specified using the
execution method. When
executing the scripts from the
management console, 0 minutes
is specified.

Pre-execution
script

Pre-execution
script

Executed if a pre-
execution script is
registered at
Execution method
>> Script
registration.

Target server(s)

Server(s) specified in the Server
list window or at Select servers

Script information

Script registered at Enter
execution method

Normal return value

A value specified using the
execution method.

Parameter settings

Parameter
settings

Always executed.

Target server(s)

Server(s) specified in the Server
list window or at Select servers

Software
information

Software information specified in
the Server Detailswindow or at
Softwar e selection

Parameter settings
information

Parameter settings information
specified in Parameter Settings
or at Edit Parameter
Information
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Process name

Process type

Description

Settings information

Value

Post-execution
script

Post-execution
script

Executed if a post-
execution script is
registered at
Execution method
>> Script
registration.

Target server(s)

Server(s) specified in the Server
list or at Select servers

Script information

Script registered at Execution
method

Normal return value

A value specified using the
execution method.

Restart operating
system

Restart operating
system

Executed if Yes
was selected at
Execution method
>> Restart after

Target server(s)

Server(s) specified in the Server
list window or at Select servers

time was specified
at Execution
method >>
Schedule.

execution.
Script execution
Process name Process type Description Settings information Value
Acceptance Acceptance Always executed. None None
Schedule standby Schedule Executed if Schedule datetime Value specified in Specific date
standby Specific date and and time at Execution method

>> Schedule

Server operation
check

Server operation
check

Always executed.

Target server(s)

Server(s) specified in the Server
list window or at Select servers

Monitoring time

A value specified using the
execution method. When
executing the scripts from the
management console, 0 minutes
is specified.

Script execution

Script execution

Always executed.

Target server(s)

Server(s) specified in the Server
list window or at Select servers

Script information

Script registered at Enter
execution method

Normal return value

A value specified using the
execution method.

Restart operating
system

Restart operating
system

Executed if Yes
was selected at
Execution method
>> Restart after

Target server(s)

Server(s) specified in the Server
list window or at Select servers

in Execution
Method, the
process is executed.

execution.
Configuration Modification
Process name Process type Description Setting information Value to specify
Reception Reception Always executed. None None
Scheduled standby | Scheduled When the schedule | Schedule date A date specified in the schedule of
standby has been specified the Execution Method
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Process name

Process type

Description Setting information Value to specify

For the process the above, the process defined in the Configuration Modification Template is executed.

4.1.2 Action

When an error or something that requires a decision by the user occurs, a pre-defined response (action) can be performed for the
corresponding process and job.

Actions can be performed from the Job management window or using the job information management command. For details, refer to
"Job Management" in the Operator's Guide or "Job Information Management Command” in the Reference Guide. Actions that can be

executed for each process are shown below.

Process type Action Description
Schedule standby Cancel Cancels the schedule and the job.
Can be performed during execution of this process.
Server operation check | Retry Reexecutes this process.
Can be performed if an error occurs during this process.
Cancel Cancels the job.
Can be performed if an error occurs during this process.
Script execution Retry Reexecutes this process.
Can be performed if an error occurs during this process.
Cancel Cancels the job.
Can be performed if an error occurs during this process.
Continue Moves to the next process.
Can be performed if an error occurs during this process.
Patch application Retry Reexecutes this process.
Can be performed if an error occurs during this process.
Cancel Cancels the job.
Can be performed if an error occurs during this process.
Continue Moves to the next process.
Can be performed if an error occurs during this process.
Patch distribution Retry Reexecutes this process.
Can be performed if an error occurs during this process.
Cancel Cancels the job.
Can be performed if an error occurs during this process.
Continue Moves to the next process.
Can be performed if an error occurs during this process.
Parameter settings Retry all Reexecutes this process. Sets parameters for all software in which settings can be
configured.
Can be performed if an error occurs during this process.
Retry Reexecutes this process. Sets parameters for software in which an error occurred during
the parameter setting process, or for software in which parameters have not yet been
configured.
Can be performed if an error occurs during this process.
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Process type Action Description
Cancel Cancels the job.
Can be performed if an error occurs during this process.
Continue Moves to the next process.
Can be performed if an error occurs during this process.
Restart operating Retry Reexecutes this process.
system Can be performed if an error occurs during this process.
Cancel Cancels the job.
Can be performed if an error occurs during this process.
Continue Moves to the next process.
Can be performed if an error occurs during this process.
Command execution Retry Re-executes this process.
This can be performed if an error occurs during this process.
Cancel Cancels the job.
This can be performed if an error occurs during this process.
Continue Moves to the next process.
This can be performed if an error occurs during this process.
File distribution Retry Re-executes this process.
This can be performed if an error occurs during this process.
Cancel Cancels the job.
This can be performed if an error occurs during this process.
Continue Moves to the next process.
This can be performed if an error occurs during this process.
File collection Retry Re-executes this process.
This can be performed if an error occurs during this process.
Cancel Cancels the job.
This can be performed if an error occurs during this process.
Continue Moves to the next process.

This can be performed if an error occurs during this process.

4.2 Operation

This section explains the operation procedure of the Job management window.

4.2.1 Job list

Display method

1. Log in to the management console.

Use either of the following methods to display the list.

a. Select Job management from the menu in the management console.

b. Click the Job management link in the Home window.

-139 -




Systemwalker Software Configuration Manager

Patch management Job management

Home Configuration management

Job list

Job name Job ID Job t--- Status Target Owner Tenant

Patch distribution 00000--  Patcha-- ¢ Wai-- server-—--- admin Tenant--
Patch application 00000--  Config-- A\ Sele:-- Server---- admin Tenant---
Patch distribution 00000-- Patchd-- € Co-- server---  admin Infrastr--
Parameter settings 00000--  Script--- A\ Sele---  server---  admin Tenant---
Configuration modi--+ 00000--- Patchd-- ¢ Wai-- server---- admin Tenant--
Patch application 00000--  Config-- ¢ Wai-- Server---- admin Tenant--
Script execution 00000--  Patcha-- A\ Sele-- server---- admin Tenant--
Script execution 00000--- Patchd-- @& Co-- server---- admin Tenant--
Script execution 00000--  Config-- @& Co-- Server---- admin Tenant:--
Script execution 00000-+  Param---  /A\ Sele:-- server---- admin Infrastr---
Configuration modi--+ 00000+ Patchd-- /A\ Sele--- server---- admin Infrastr---
Script execution 00000--- Patchd-- ¢ Co-- server----  admin Tenant:--

Operation m

Filter search

Click the

ethod

¥ button at the top right of the window to specify the conditions for filtering the information in the server list.

cfmgadmin -

Fujfrsu

Start date

2014-03-08 15:

2014-03-08 15:

2014-03-08 15:

2014-03-08 15:

2014-03-08 15:

2014-03-08 15:

2014-03-08 15:

2014-03-08 15:

2014-03-08 15:

2014-03-08 15:

2014-03-08 15:

2014-03-08 15:

Items: 21 ¥ =

End date

2014-03-09 15:

2014-03-09 15:

2014-03-09 15:

2014-03-09 15:

2014-03-09 15:

2014-03-09 15:

2014-03-09 15:

2014-03-09 15:

2014-03-09 15:

2014-03-09 15:

2014-03-09 15:

2014-03-09 15:

Display item

Description

Filter

Job name
Job type
Status
Target
Owner
Tenant
Start date

End date

The following filter conditions can be specified. Multiple filter conditions can be
specified.

Display item

The following table shows the items that are displayed in the job list:

Display item

Description

Job name

Displays the name of the job.

Clicking a job name displays the Job details window.
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Display item Description

Job ID Displays the job ID.

Job type Displays the type of the job.
- Patch application

Patch distribution

- Parameter settings

Script execution

- Configuration Modification

Status Displays the status of the job.
- Running
- Waiting

- Selecting (abnormal)

Completed

- Completed (abnormal)

- Canceled
Target Displays the target of the job.
Owner Displays the administrator of the job.
Tenant Displays the tenant that the job belongs to.
Start date Displays the date and time the job was started.
End date Displays the date and time the job ended.

4.2.2 Job details

Display method
1. Click a job name from the Job list window.
2. The Job detailswindow is displayed.

The Job details window shows the information and the progress of the job. Actions can also be taken.
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Systemwalker Software Configuration Manager 5 tokyouser - FUJiTSU A

Home Configuration management Patch management Job management

Job list / Job details E
Job name Script execution request_000000002_Verification server (AP)(VR8M
Job ID 000000002
Job type Script execution
Status /i Selecting (abnormal)
Target 192.168.99.62
owner tokyouser
Tenant Tokyo Office (tokyo)
Start date 2014-06-16 21:54:50
End date -

Progress status

Process name Status Executed action Start date End date

Acceptance @& Normal terminat--- - 2014-06-16 21:54:-- 2014-06-16 21:54:-"
Server operation check @& Normal terminat:-- - 2014-06-16 21:54:--- 2014-06-16 21:55:--
Script execution €) Abnormal termi--  Selecting 2014-06-16 21:55:--- 2014-06-16 21:56:-

Retry Continue Cancel Vv

Operation method
Job details

Job information is displayed in the top section of the window.

Display item Description
Job name Displays the name of the job.
Job ID Displays the job ID.
Job type Displays the type of the job.

Patch application

Patch distribution

- Parameter settings

- Script execution

Configuration Modification

Status Displays the status of the job.
- Running
- Waiting

- Selecting (abnormal)

Completed

- Completed (abnormal)

-142 -



Display item Description
- Canceled
Target Displays the target of the job.
Owner Displays the administrator of the job.
Tenant Displays the tenant that the job belongs to.
Start date Displays the date and time the job was started.
End date Displays the date and time the job ended.

Progress status

Job progress is displayed in the top section of the window. Progress status shows the status of the process executed by the job as history
data.

Display item Description

Process name Displays the name of the process.

Clicking a process name displays the Process details window.

Status Displays the status of the process.
When Running is displayed, the process is being executed.

When Canceled is displayed, the process is not executed because the job was canceled
using the Cancel action.

- Normal termination

- Abnormal termination

Unexpected error
- Waiting
- Running

- Canceled

Executed action The action which was executed.

When Selecting is displayed, execution of the action by the user is being waited.
- Retry
- Retry all

Cancel
- Continue

- Selecting

Start date The date and time the process was started.

End date The date and time the process ended.

Operation buttons

Actions can be executed from the Job details window. For the actions that can be executed, refer to "Action” in the Operator’s
Guide.

Operation buttons Description

- Retry Executes an action.

- Retry all

- Cancel
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Operation buttons

Description

- Continue

4.2.3 Process Detalils

Display method

1. Click a job name from the Job list window.

2. The Job detailswindow is displayed. Click a process name from Progr ess status in the Job details window.

3. The Process details window will be displayed.

The Process details displays the details and the result of the process. Actions can also be taken.

Systemwalker Software Configuration Manager cfmgadmin ~ rijfsu A
Home Configuration management Patch management Job management
Job list Job details / Process details =
Process name Parameter setting
Process type Parameter setting
Server ID server-001
IP address 192.168.9.9
Setting order Product name Version Parameter inform---
1 Product Name 0 1.0 memo 0
2 Product Name 1 1.1 memo 1
3 Product Name 2 1.2 memo 2
Process results
Status € Abnormal termination
Executed action Selecting
Retry Retry all Continue Cancel v

Operation method

Process details

Detailed information about the process is displayed in the top section of the window.

Display item

Description

Process name

Displays the name of the process.

Process type

Displays the type of the process.

Setting information

Settings information about the process is displayed. Items displayed for Settings

Information differ depending on the process type.

The following table shows the items displayed in Settings | nformation: The acceptance process does not have settings information.

Process type

Display item Description

Scheduled standby

Schedule date

The scheduled date and time.
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Process type

Display item

Description

Server operation check

Server nhame

The server name.

Server ID

The server ID.

IP address

The IP address.

Monitoring time

The monitoring time.

Patch application
(Windows patches)

Server name

The server name.

Server ID The server ID.
IP address The IP address.
Patch ID The patch ID.
Class The class level.
Patch type The patch type.

Update program 1D

An update program ID.

Patch application (Linux
patches)

Server name

The server name.

Server ID

The server ID.

IP address

The IP address.

Package name

The package name.

Version

The version.

Release

The release.

Patch distribution

Server name

Server name.

Parameter setting

Server ID The server ID.
IP address The IP address.
Patch ID The patch ID.
Importance The importance.
Update type The update type.
Server name The server name.
Server ID The server ID.
IP address The 1P address.

Setting order

The setting order.

Product name

The product name.

Version

The version.

Parameter information
name

The name of the parameter information.

- Script execution

- Script execution of
configuration
modification (when
the  scripts  are
uploaded from the
browser)

Server name

The server name.

Server ID The server ID.
IP address The IP address.
Script The script name.
Clicking the Download button downloads a script.
Argument An argument of the scripts.

Normal return value

A normal return value.

Single-user mode

Whether single-user mode is being used.
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Process type

Display item

Description

Script execution of
configuration
modification (when the
scripts are selected from
the assets)

Server name

The server name.

Server ID The server ID.

IP address The 1P address.

Script The script name.
Argument An argument of the scripts.

Normal return value

A normal return value.

Asset name An asset name.
Asset ID An asset ID.
Version number A version.

- Pre-execution script

- Post-execution script

Server name

The server name.

Server ID The server ID.
IP address The IP address.
Script The script name.

Clicking the Download button downloads a script.

Normal return value

A normal return value.

Single-user mode

Whether single-user mode is being used.

OS restart

Server name

The server name.

Server ID

The server ID.

IP address

The IP address.

Command execution

Server name

The server name.

Server ID The server ID.

IP address The IP address.

Command A command.

Argument An argument of commands.

Normal return value

A normal return value.

Single-user mode

Whether single-user mode is being used.

File distribution

Server name

The server name.

Server ID

The server ID.

IP address

The IP address.

Distribution file

A file to distribute.

Distribution destination

A distribution destination of files.

Asset name An asset name.
Asset ID An asset ID.
Version number A version.

File collection

Server name

The server name.

Server ID The server ID.
IP address The IP address.
Collection file A file to collect.

Storage location

The storage location of collection files.
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Process results

Process results are displayed in the top section of the window.

Display item Description

Status Displays the status of the process.
When Running is displayed, the process is being executed.

When Canceled is displayed, the process is not executed because the job was
canceled using the Cancel action.

- Normal termination

- Abnormal termination

Unexpected error
- Waiting
- Running

- Canceled

Executor Displays the user who executed the process If the process was executed using a
command, "#COMMAND" is displayed.

Executed action The action which was executed.
When Selecting is displayed, execution of the action by the user is being waited.
- Retry
- Retry all
- Cancel
- Continue

- Selecting

Start date Displays the date and time the process was started.

End date Displays the date and time the process ended.

Message information Displays message information regarding the process.

The following table shows the items displayed in Messageinformation: Multiple message information may be displayed. For message
details, refer to the Message Guide.

Display item Description
Message ID Displays the message ID.
Error type Displays the type of the error.
Message text Displays the message text.
Parameter information When the message text contains the following variable items, parameter and index
values are displayed. Multiple parameter information may be displayed.
[Parameter{ Index}]

Operation buttons

Actions can be executed from the Job details window. For the actions that can be executed, refer to "Action” in the Operator’s
Guide.

Operation button Description

- Retry Executes an action.
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Operation button

Description

- Retryall
- Cancel

- Continue
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