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Preface

Purpose of this manual

This manual explains how to use the Website administration functions of Systemwalker Service Quality Coordinator.

Target audience

Systemwalker Service Quality Coordinator is designed to visually express the quality of the various services provided by
IT systems, and optimize business costs. This manual is aimed at individuals who use Systemwalker Service Quality
Coordinator to manage Websites.

Organization of Systemwalker Service Quality Coordinator manuals

The Systemwalker Service Quality Coordinator manuals are organized as follows:

- Systemwalker Service Quality Coordinator Technical Guide
Provides an overview of the functions of Systemwalker Service Quality Coordinator.
- Systemwalker Service Quality Coordinator Installation Guide
Explains how to install and set up Systemwalker Service Quality Coordinator.
- Systemwalker Service Quality Coordinator User's Guide
Explains how to use the functions of Systemwalker Service Quality Coordinator.
- Systemwalker Service Quality Coordinator User's Guide (Console Edition)
Explains how to use those functions related to console windows.
- Systemwalker Service Quality Coordinator User's Guide (Dashboard Edition)
Explains how to use dashboard functions.
- Systemwalker Service Quality Coordinator Reference Guide
Explains commands, data formats, messages and so on.
- Systemwalker Service Quality Coordinator Troubleshooting Guide
Explains how to handle any problems that may occur.
- Systemwalker Service Quality Coordinator User's Guide (Website Management Functions Edition)

Explains the Systemwalker Service Quality Coordinator functions that relate to analyzing Web usage and monitoring
Web content tempering.

- Systemwalker Service Quality Coordinator User's Guide (Systemwalker User Management and Single Sign-On Edition)

Explains how to install and use the Systemwalker User Management and Systemwalker Single Sign-On functions when
Systemwalker Service Quality Coordinator is to be used.

- Systemwalker User's Guide - Systemwalker User Management and Single Sign-On
Explains how to install the Systemwalker User Management function and the Systemwalker Single Sign-On function.
- Systemwalker Service Quality Coordinator Glossary

This manual explains Systemwalker Service Quality Coordinator terminology.



Positioning of this document

This manual is common to the following Systemwalker Service Quality Coordinator products for Windows, Linux and
Oracle Solaris:

- Systemwalker Service Quality Coordinator Enterprise Edition VV15.0.0

- Systemwalker Service Quality Coordinator Standard Edition VV15.0.0

Abbreviations
- The term "Windows Server 2008" refers to the following products:
- Microsoft(R) Windows Server(R) 2008 R2 Foundation
- Microsoft(R) Windows Server(R) 2008 R2 Standard
- Microsoft(R) Windows Server(R) 2008 R2 Enterprise
- Microsoft(R) Windows Server(R) 2008 R2 Datacenter
- Microsoft(R) Windows Server(R) 2008 Foundation
- Microsoft(R) Windows Server(R) 2008 Standard
- Microsoft(R) Windows Server(R) 2008 Enterprise
- Microsoft(R) Windows Server(R) 2008 Datacenter
- Microsoft(R) Windows Server(R) 2008 Standard without Hyper-V(TM)
- Microsoft(R) Windows Server(R) 2008 Enterprise without Hyper-V(TM)
- Microsoft(R) Windows Server(R) 2008 Datacenter without Hyper-V(TM)
- Microsoft(R) Windows Server(R) 2008 Standard Server Core
- Microsoft(R) Windows Server(R) 2008 Standard without Hyper-V(TM) Server Core
- Microsoft(R) Windows Server(R) 2008 Enterprise Server Core
- Microsoft(R) Windows Server(R) 2008 Enterprise without Hyper-V(TM) Server Core
- Microsoft(R) Windows Server(R) 2008 Datacenter Server Core
- Microsoft(R) Windows Server(R) 2008 Datacenter without Hyper-V(TM) Server Core
- The term "Windows Server 2003" refers to the following products:
- Microsoft(R) Windows Server(R) 2003 R2, Standard Edition
- Microsoft(R) Windows Server(R) 2003 R2, Enterprise Edition
- Microsoft(R) Windows Server(R) 2003 R2, Datacenter Edition
- Microsoft(R) Windows Server(R) 2003, Standard Edition
- Microsoft(R) Windows Server(R) 2003, Enterprise Edition
- Microsoft(R) Windows Server(R) 2003, Datacenter Edition
- The term "Windows 7" refers to the following products:

- Windows(R) 7 Home Premium

Windows(R) 7 Professional

- Windows(R) 7 Enterprise

Windows(R) 7 Ultimate



- The term "Windows Vista" refers to the following products:

- Windows Vista(R) Home Basic

Windows Vista(R) Home Premium

- Windows Vista(R) Business

Windows Vista(R) Enterprise
- Windows Vista(R) Ultimate
- The term "Windows XP" refers to the following products:
- Microsoft(R) Windows(R) XP Home Edition
- Microsoft(R) Windows(R) XP Professional Edition
- Microsoft(R) SQL Server(TM) is abbreviated as "SQL Server".
- Microsoft(R) Cluster Server is abbreviated as "MSCS".
- Oracle Solaris might be described as Solaris, Solaris Operating System, or Solaris OS.
- Oracle WebLogic Server is abbreviated as "WebLogic Server".
- Oracle Database is abbreviated as "Oracle".
- Systemwalker Centric Manager is abbreviated as "Centric Manager".
- Systemwalker Resource Coordinator is abbreviated as "Resource Coordinator".
- Interstage Application Server is abbreviated as "Interstage".
- Symfoware Server is abbreviated as "Symfoware".
- VMware(R) ESX(R) is abbreviated as "VMware ESX" or "ESX".
- VMware(R) ESXi(TM) is abbreviated as "VMware ESXi" or "ESXi".
- VMware(R) vCenter(TM) is abbreviated as "VVMware vCenter"” or "vCenter".
- VMware vSphere(R) is abbreviated as "VMware vSphere".

- Versions of Systemwalker Service Quality Coordinator that operate under Windows are referred to as "Windows
versions".

- Versions of Systemwalker Service Quality Coordinator that operate under Solaris are referred to as "Solaris versions".
- Versions of Systemwalker Service Quality Coordinator that operate under Linux are referred to as "Linux versions".
- Solarisand Linux versions of Systemwalker Service Quality Coordinator are referred to collectively as "UNIX versions".

- The term "Agent" is used to refer to articles common to both Agent for Server and Agent for Business.

Conventions used in this document
- Edition-specific information

This manual deals mainly with the Standard Edition and Enterprise Edition of Systemwalker Service Quality
Coordinator. The following symbols appear in the title or text of an article to distinguish between the Standard Edition
(standard specification) and the Enterprise Edition.

This indicates that the article relates specifically to Systemwalker Service Quality Coordinator Enterprise Edition.

This indicates that the article relates specifically to Systemwalker Service Quality Coordinator Standard Edition.



- Information specific to Windows or UNIX versions

This document contains information common to both Windows versions and UNIX versions of Systemwalker Service
Quality Coordinator. Information specific to only the Windows versions and information specific to only the UNIX
versions are distinguished from common information by attaching the following symbols:

[Windows]

This indicates that the article relates specifically to Windows versions.

[UNIX]

This indicates that the article relates specifically to UNIX versions.

The symbols [Solaris], [Linux], [AlX], and [HP-UX] are used to distinguish Solaris, Linux, AlX, and HP-UX versions
of Systemwalker Service Quality Coordinator.
If notice should be paid, the information is distinguished from common information by attaching the following symbols:

This indicates that the article relates specifically to Solaris versions.

Symbols

The symbols used with commands are explained below.

[Entry example€]

[PARA={a|b|c]|..}]

[Meaning of each symbol]

Symbol Meaning
0 Items enclosed in square brackets are optional.
{ Select one of the items enclosed in braces ({ }).

When all optional items enclosed in square brackets ([ ]) are omitted, the default value
indicated by an underscore ( _) is used.

Select one of the items separated by vertical bars.

The item immediately before the ellipsis (...) can be repeatedly specified.

Export Restriction

If this document is to be exported or provided overseas, confirm the regulations of Foreign Exchange and Foreign Trade
Control laws adhere to all legal requirements according to those laws.

Trademarks

- Adobe, Adobe Reader, and Flash are either registered trademarks or trademarks of Adobe Systems Incorporated in the
United States and/or other countries.

- Apache and Tomcat are trademarks or registered trademarks of The Apache Software Foundation.

- HP-UX is a registered trademark of the Hewlett-Packard Company.



- IBM, IBM logo, AlX, AIX 5L, HACMP, Power, and PowerHA are trademarks of International Business Machines
Corporation in the United States and other countries.

- Intel and Itanium are trademarks or registered trademarks of Intel Corporation in the U.S. and other countries.
- Linux is a trademark or registered trademark of Mr. Linus Torvalds in the United States and other countries.

- Microsoft, Windows, Windows Server and the titles or names of other Microsoft products are trademarks or registered
trademarks of Microsoft Corporation in the United States and other countries.

- Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their
respective owners.

- Oracle Solaris might be described as Solaris, Solaris Operating System, or Solaris OS.

- Red Hat, RPM, and all the trademarks and logos based on Red Hat are trademarks or registered trademarks of Red Hat,
Inc. in the United States and other countries.

- UNIX is a registered trademark of The Open Group in the United States and other countries.

- VMware, the VMware logo, Virtual SMP and VVMotion are trademarks or registered trademarks of VMware, Inc. in the
United States and other countries.

- Other company names and product names are trademarks or registered trademarks of respective companies.

- The company names, system names, product names and other proprietary names that appear in this document are not
always accompanied by trademark symbols (TM or (R)).

This guide uses screenshots in accordance with Microsoft Corporation's guidelines.
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Part 1 Overview

Part 1 gives an overview of the SQC Website Management functionality and the modes in which Systemwalker Service
Quality Coordinator Usage Analysis can operate.
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IChapter 1 Overview

Chapter 1 gives an overview of the Systemwalker Service Quality Coordinator Website Management functionality.

1.1 Overview of Each Function

1.1.1 Trend Viewer

The Web Site Trend Viewer is used for analyzing the usage of systems that are comprised of Web servers and proxy servers.

On the Web server and Proxy server, access information from the user is accumulated in the log file. From this log file, the
Web site Trend Viewer can extract and analyze such details as URL, user (user name, IP address, host name, and ID set in
Cookie), and time. This user-access analysis enables timely decision-making on the services constructed on your Internet/
Intranet.

E’ Point
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If, for example, a page on employment information is published using the Internet, you can use the Web site Trend Viewer
to readily find out which schools the students referencing the recruit page attend.

If a Proxy server is set up to reduce the network load, it is easy to determine whether the Proxy server setting is effective
by analyzing the cache hit rate and traffic.

The Trend Viewer provides the following functions:

- Site access analysis
Usage in terms of access to Web sites, such as the extent of access to Web sites, such as which pages are popular, who
accesses Web pages and how often, and which links are used.

- Site navigation analysis
Usage in terms of customer behavior, such as which page the customers view, how long they view each page, and how
they navigate through pages.

The Web site Trend Viewer edits data on the usage of the Web server and Proxy server and displays it on the Web browser
(Web page) in table or graph form. It can be used on any Web browser connected to the Web server and network.

Data types and periods can be analyzed from a variety of viewpoints; buttons on the Web page enable you to switch views
easily. An advanced-analysis function is also provided so you can carry out analyses focused on specific URLs and clients.

The usage of the Web site Trend Viewer is roughly classified into the following two modes:
1. Display trend data by switching the analysis window according to the analysis type.

2. Use the regular report function to report regular analysis results such as daily reports and monthly reports.

The Web site Trend Viewer displays the results by switching the analysis window depending on the analysis type. For
example, you can use the Trend Viewer to make the following analyses:

Web server

Analysis type Analyzed Data type to be used

to view a usage summary for | View a summary of the analysis results. The summary
the entire server displays the following report data:




Analysis type

Analyzed Data type to be used

- Session count (total)

Request count (total)

Traffic (total)

Cache hit count (total)

- Error count (total)

To find how popular the Web
service is

View the session report. In the session report, the number
of people who visited the site can be checked. Multiple
accesses to a page from the same person are counted as
one person.

To find which page of the
Web service is most popular

View the request report. In the request report, which pages
are popular and which types of user view such pages can
be checked.

To find the order the Web
services pages accessed by
the user

View the page navigation report. In the page navigation
report, you can see the order in which Web service pages
are accessed.

To find whether any
unauthorized access or site
link disconnection has
occurred

View the error report. Errors detected by the server
include access by unauthorized persons and missing links
when such links are referenced on the site. Checking for
the occurrence of such errors can enable uses to find of
whether any unauthorized access or site link
disconnection has taken place. Contents of errors that
have occurred are displayed on the analysis window in
the error report.

Proxy server

Analysis type

Analyzed data type to be used

To view a usage summary for
the entire server

View a summary of the analysis results. The summary
displays the following report data:

- Session count (total)

- Request count (total)

Traffic (total)

Cache hit count (total)

Error count (total)

To know the validity of the
number of sessions

View the session report. You can learn how many users
in the Proxy server access external servers at one time

To know the validity of URL
for caching

View the request report. You can observe which external
pages are accessed from within the Proxy server and who
accesses most often.

To know the validity of the
caching amount

View the traffic report. You can observe how much data
is received in response to accessing of external servers
from within the Proxy server. Based on this result, you
can decide whether improvement is required if the
caching amount on the server is small.

If you want to know caching
effects

View the cache report. You can determine how
effectively the cache definition on the server is working.




Analysis type Analyzed data type to be used

You can examine the hit rate for cache information held
by the Proxy server with respect to access to external
servers from within the Proxy server or access from
outside the Proxy server.

You can make more detailed analyses by carrying out the above analyses focusing on the following methods:

Analysis method Description
type
Client host name Analyses are carried out using the host name obtained by

converting the client IP address by using DNS as a key. Any IP
address that cannot be converted by DNS is displayed as is without
conversion.

The client here is the following:

- In the Web server analysis, any user who accesses the Web
service.

- In the Proxy server analysis, any user who accesses external
servers from within the Proxy server. However, in the case of
the Proxy server in reverse operation, the client has the same
meaning as that of the Web server.

Client IP address Analyses are made using the client IP address as a key.
Authorization user If the Web server or Proxy server performs authorization, the user
name name for the authorization is used for analysis.

User agent Analyses are made using the browser used by the user to access

the Web server or Proxy server as a key.

Referrer host name Analyses are made regarding through which links the constructed
Web service is reached, using the referrer host name as a key.

Referrer IP address | Analyses are made regarding through which links the constructed
Web service is reached, using the referrer IP address as a key.

Remote host name Analyses are made on the Proxy server using the host name of the
page accessed from within the Proxy server as a key. In the case
of a Proxy server in reverse operation, to which Web server a
request was made from outside is analyzed, using the host name
as a key.

Remote IP address Analyses are made on the Proxy server using the IP address of the
page accessed from within the Proxy server as a key. In the case
of a Proxy server in reverse operation, to which Web server a

request was made from outside is analyzed, using the IP address

as a key.

URL Analyses are made using the URL name accessed from the client
as a key.

Entry URL Analyses are made using URL as an entry point of the URL

accessed from the client as a key.

Exit URL Analyses are made using URL as an exit point of the URL
accessed from the client as a key.

Referrer URL Analyses are made regarding through which links the constructed
Web service is reached, using the referrer URL as a key.




Analysis method
type

Description

URL extension

Analyses are made regarding which extension is accessed most
often, using the extension as a key.

Access ID Analyses are made using ID set in Cookie as a key. If the user is
authenticated by CGI on the Web server, setting 1D in Cookie can
make analyses in which users are identified.

Subnet Analyses are made using a subnet, which groups client IP
addresses, as a key.

.:-.i

1

5 See
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For details on how to specify the analyzed data type and analysis method type, refer to "11.2 Analysis Window".
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The Trend Viewer can output collected/accumulated information in the CSV file format. By entering this information for
such OLAP/mining tool as "SymfoWARE e-Business Intelligence Suite", information can be utilized at a higher level; for
example, analyses can be executed that combine data on the backbone system, enabling the more effective use of Web sites

by your business.

The analysis results can also be printed for reference.

1.1.1.1 Supported log formats

The Web site Trend Viewer supports the following log formats. Other logs can be analyzed if their log formats are defined.

For information on how to define log formats, refer to "4.2 Environment Settings for Usage Analysis" (Managed server)

and "5.2 Environment Settings for Usage Analysis" (Management server)

No Log format Server name
1 W3C (CERN) Common log W3C httpd (CERN httpd)
format
2 | Apache Common log format Apache Web Server
3 Apache Custom log format Apache Web Server
4 Microsoft 11S log format Microsoft Internet Information
Services
5 NCSA Common log format Microsoft Internet Information
Services
6 W3C Extended log format Microsoft Internet Information
Services
7 Netscape Enterprise Server Netscape Enterprise Server
Common log format
8 Netscape Enterprise Server Netscape Enterprise Server
Flexible log format
9 Netscape Enterprise Server Netscape Enterprise Server
Custom log format
10 | Fujitsu InfoProvider Pro Fujitsu InfoProvider Pro
Common log format
11 | Fujitsu InfoProvider Pro Fujitsu InfoProvider Pro
Extended log format




No Log format Server name

12 | Netscape Proxy Server Netscape Proxy Server
Common log format

13 | Netscape Proxy Server Netscape Proxy Server
Extended log format

14 | Netscape Proxy Server Netscape Proxy Server
Extended?2 log format

15 | Netscape Proxy Server Flexible | Netscape Proxy Server
log format

16 | Netscape Proxy Server Custom | Netscape Proxy Server
log format

17 | Squid Common log format Squid

18 | Squid Native log (version 1.1) Squid
format

19 | DeleGate Common log format DeleGate

20 | DeleGate Custom log format DeleGate

21 | DeleGate Default log format DeleGate

22 | Fujitsu InfoProxy Common log | Fujitsu InfoProxy
format

23 | Fujitsu InfoProxy Common log | Fujitsu InfoProxy
format

24 | Microsoft Proxy Server Microsoft Proxy Server
Webproxy log format

25 | SQC Extended log format Systemwalker Service Quality
Coordinator

Qn Note

"SQC Extended log format™ in No. 25 is a format of log files accumulated by collecting the SQC extended logs. For more
details, refer to "11.4 SQC Extended Log Collection".

The Web Site Trend Viewer saves the log with the character code and LF(line feed) code according to the operating OS
where it runs. The combinations are as follows:

[Windows]

Character Code LF code

ASCII CR+LF

[UNIX]

Character Code LF code
ASCII LF




:n Note

Normal operation is not guaranteed if the combination differs the above combinations. Notice should be paid especially
when network file on a remote network is involved.

1.1.1.2 Functional configuration
Web Trend Viewer is composed of the Web service analysis function and the extended log collector.

As shown in the following figures, two functional configurations of the Web site Trend Viewer are available; one for analyses
made on the Managed Server, and one for analyses made on the Management Server.

Carry out analyses on the Management Server in the following types of operation:
- The Web site is configured using multiple Web servers and the entire Web site should be analyzed.
- Analyses should not be made in the DMZ.
- Load on the Web server due to analyses should be avoided.

In the following figures, a Web server or Proxy server machine on which Agent for Business(SQC-A) is installed is called
a "Managed Server", a machine on which Manager(SQC-M) is installed is called a "Management Server", and a person who
carries out analyses is called an "analyzer".
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Analyses made on the Management Server
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For information on the operational methods to use to make analyses on the Management Server, refer to "Chapter 3 General
Procedure for Basic Installation”.
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1.1.1.2.1 Usage Analysis Function components

Web Site Trend Viewer is used to perform availability analyses of Web services based on logs related to the Web service.

Web Site Trend Viewer includes the following features:

Usage DB Registration Engine
An engine on the Managed Server or Management Server that extracts data from various logs related the Web server and
stores it in the database or Usage DB specific to this product.

Usage DB Reference Engine
An engine on the Managed Server or Management Server that retrieves data from the Usage DB. This engine provides the
interface (using HTTP communication) to extract data from the Usage DB in response to a request from the "analysis

window".

Analysis window
A GUI, running in a Web browser on the client machine, used to carry out data analyses and display results. Usage DB data
edited in the interface of "Usage DB Reference Engine" is obtained and displayed in graph or table form.



Analysis report

A function used to display or output analysis results as regular reports. Clicking the "Trend Reporter" button on the "Web
Site Management" window on the Management Server and then selecting a Trend Viewer report can use this function.

CSV output

A command, running on the Managed Server or Management Server, used to output Usage DB data to a file in the CSV
format.

1.1.1.2.2 SQC extended log

SQC extended log, a specific log adopted by this product, contains data on the response time of the CGI program viewed
from the Web browser. Since the SQC extended log is one of a number of logs handled by the "Usage DB registration
engine", its data can be referenced by "analysis window" and by "CSV output".

SQC extended log can be used, for example, when the search service via the CGI program is provided on the Web page,
and the analyst needs to find out how long it takes to return search results to the Web page user.

Data collection function

A Java™ applet for collecting the SQC extended logs. The applet is set for each Web page for which a SQC extended log
is to be collected.

Data accumulation function

A CGI program for accumulating SQC extended logs. This function is called by using the data collection function to
accumulate SQC extended logs.

1.1.2 Contents Tampering Monitor

This section provides an overview of the Contents Tampering Monitor.

1.1.2.1 Function overview and features

The Contents Tampering Monitor detects tampering with Web content at an early stage and reports it to the system
administrator. Early detection minimizes the damage, such as loss of credibility and loss of business opportunities, that can
result from security problems on a Web site.

Highly accurate detection of tampering
In addition to checking the consistency between published Web content and original content, this function distinguishes
between content that has failed publication and content that has been tampered with.

Tamper detection on a remote server
Web server load is minimized because only data on public Web content on a remote Web server is collected and checked
for tampering.

Tamper monitoring on multiple servers
Data on Web content is collected from multiple Web servers and placed on a remote server where it is checked for
tampering.

Alert with e-mail and system logs (event log and syslog)
An alert function is supported so that the system administrator can quickly recognize tampering of open Web contents
and take quick action.



1.1.2.2 Function configuration

The following diagram shows the configuration of the Contents Tampering Monitor.
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Data on Web content from the Content Tamper Monitoring system on the Managed Server is collected and tampering with

Web content is monitored on the Management Server.

Content Publish Notifier

The Content Publish Notifier is executed on the site where content is created. This registers, on the Managed Server, data

regarding the Web content that is to be published.
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|Chapter 2 SQC operating configurations

Chapter 2 gives an overview of configurations for SQC operation.

2.1 Basic Form

Web Site Management Functionality enables the Management Server in which the Manager(SQC-M) is installed to manage
Managed Servers (Web server and proxy servers) in which an Agent for Business(SQC-A) is installed.

Management Server Managed Server
(SQC-M Installed (SQC-A Installed
Machine) Machine)

HTTP
Communication

JOATOG g2 AN

Because the HTTP protocol is used to perform communication between the management and Managed Servers, no special
settings are required to perform it in the DMZ environment.

2.1.1 Locating methods of the analysis data

The Systemwalker Service Quality Coordinator analysis data is located in the following two methods.

Managed Server When analysis data is located on the Managed
Operation Server

Management Server | When analysis data of the Managed Server is
Operation located on the Management Server

When you execute Usage Analysis, select one of operation of the Managed Server or operation of the Management Server.

The following explains the operation for each case.

2.1.1.1 Operation of the Managed Server

The following is the configuration when the Usage Analysis is executed in form of the operation of Managed Server.
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Management Server
(SQC-M Installed
Machme)

HTTP
Cormmunication

Managed Server
(SQC-A Installed
Machime)

IOATDG QoA

When the Managed Server is operated, data extracted from log information of Web Server is cumulated on Usage Analysis
DB of the Managed Server. The Managed Server is used to analyze usage status.

When the Managed Server is accessed from the Web Site Management Window, it is accessed on demand and displayed

on the screen.

2.1.1.2 Operation of the Management Server

The following is the configuration when the Usage Analysis is executed in form of the operation of Management Server.

Management Server
(SQC-M mstalled
Machine)

Managed Server
(SQC-A mnstalled
Machine)

HTTP

Communicatio

IOATDG 99/

Transfer
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When the Management Server is operated, log information of Web server is transferred to the Management Server and data
extracted from log information cumulated on the Usage Analysis DB of the Management Server. The Management Server
is used to analyze usage status.

Use this operation to avoid placing on the Web server loads caused by the analysis.

2.1.2 Group Operation

Systemwalker Service Quality Coordinator groups two or more management targets together to manage them collectively

Generally, the following two grouping methods are available.

Grouping unit Management method Example
Server When two or more physical Environment where loads are distributed in
Managed Servers (Web and logical Server unitsusing the load balancer.

Proxy servers) are managed,

;i Example: Hosting environment where more
they are grouped into one.

than one domain is operated on one server

Read the following for details.

2.1.2.1 Server grouping

In virtual host and hosting environment, more than 1 domain can be managed by grouping them into a group.

By registering the servers in domain unit and defining the group, Systemwalker Service Quality Coordinator enables this
feather.

Management Server Managed Server
(SQC-M I.nstalled (SQC-A Installed
Machine}) Machine)
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2.1.3 Configuration for tampering monitoring

The following shows the system configuration when tampering monitoring operation is performed.
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Part 2 Installation (Basic)

Part 11 provides examples of specific systems to explain the installation procedures used when the basic operation is
performed.

Chapter 3 General Procedure for Basic Installation...............ccccuveeieiiiiiiieee e 16
Chapter 4 Environment Settings for the Managed SErver...........cccoviiviieiiee e 21
Chapter 5 Environment Settings for the Management SErver..........cccccceeveiiiiiiiiiiieeeeeeeeeee e 32
Chapter 6 Environment Settings for the RepOrt SEIVEr..........cooiiiiiiiiiiiiiiee e 43
Chapter 7 Configuring the Operating ENVIrONMENt.........cccuviiiiei e 45
Chapter 8 Checking OPEIratiON............eiiiiieeiiiie ittt e s et e e e s seneees 60
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|Chapter 3 General Procedure for Basic Installation

From Chapter 3 to Chapter 7, specific system examples are provided to explain the method of environment settings for the
Systemwalker Quality Coordinator Web Site Management Functionality.

3.1 System Configuration

Part 2 explains the procedure for the Web Site Management Functionality operation assuming that it is operated on the
following system for the F*Garden flower arrangement site.

hPuI;%las%payn;e:jt CGI " Purchase/payment (Gl
ttp (HostAfcgi-binfcart.cgl httpAHostAfcgi-binfeart.cgi
/ ( > urme2 T HO® . -

F*Garden commodity F*Garden commodity search .

/
search page ] ; page
Management/Report Server _ httpi/HostAfindex html < HTTP1 HTTP1® > ) http f/Host Afindex html
(SOC-M/SQC-C Installed -~ = - -

Machine)

Transfer
. HostAl HostA2
(BQC-A Installed (50C-4 Installed
Machine i
= HTTF ) Mechins)

oG omom ot

g Corrnnnic ation

Transfer

At the F*Garden flower arrangement site, loads are distributed over two Web servers, HostAl and HostA2.
HostAl and HostA2 are operating article search page, purchase/payment CGl, and the server for usage analysis.

The following lists management server and managed server environments.

M anagement server

Item Assumed contents
Host name Manager
IP address 192.0.2.1
Platform Windows Server 2008
Web Site http://Manager/SQC/default.htm
Management
window URL

Managed server 1

Iltem Assumed contents
Host name HostAl
IP address 192.0.2.2
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ltem Assumed contents
SQC-A URL http://HostA1/SQC/
Platform Solaris 7
Web server Apache

Article search page
URL

http://HostAl/index.html

Purchase/payment
CGI URL

http://HostAl/cgi-bin/cart.cgi

Managed server 2

ltem Assumed contents
Host name HostA2
IP address 192.0.2.3
SQC-A URL http://HostA2/SQC/
Platform Solaris 7
Wehb server apache

Article search page
URL

http://HostA2/index.html

Purchase/payment
CGI URL

http://HostA2/cgi-bin/cart.cgi

The settings for managing this site in management server operation are explained from Chapter 3 to Chapter 7.

E) Point
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By grouping the load-distributing servers, the entire servers can be managed as a whole.
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3.2 Environment Settings procedures

Environment settings are made in the sequence, managed server, management server, and report server.

The following lists the setting sequences, explanation locations in the online manual, and setting points.

Item No |Explanation location in online Setting point
manual
1 Chapter 4 Environment The following settings need to be consistent:
Settings for the Managed

- Web server settings
Server

- Usage DB environment definition files

E’) Point

@000 ccc000000000000000000000000000 000

Here, settings need to be made for HostAl and
HostA2.

Explanation is given with HostAl used as an
example.
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Item No |Explanation location in online Setting point
manual
Replace the host name and IP address with the actual
ones of your Web server.
2 Chapter 5 Environment The following settings need to be consistent:
Settings for the Management . .
- Settings for managed server usage analysis
Server
- Settings for management server usage analysis
Q] Note
In case of cluster operation, apply the settings on the
node where management business is in operating.
In case of double-operation of Manager, apply the
settings for each server.
3 Chapter 6 Environment Settings for virtual directory properties.
Settings for the Report Server

When all settings from Item No. 1 to No. 3 are finished, check the following points to see whether the settings are made
correctly.

Item No Check point Viewpoint
1 Web server settings are -
completed.
2 Environment settings for Make a check, paying attention to the following

usage analysis are completed | points:
on the management and

Check if the DB environment definition file for
managed servers.

usage of the managed and the management servers
are specified for management server operation

setting.
3 Management server settings Check the environment settings related to the
are completed. managed server.
4 Report server settings are Check that the property settings for a virtual
completed. directory are correct.

Qn Note

- Execution environment and execution permission for Java™ applets is required. For systems where Java VM is not
included, (Windows Server 2003, etc), Java VM should be installed.

- If the level of Microsoft(R) Win32 Virtual Machine for Java™ (called JavaVM in this document) used on Microsoft(R)
Internet Explorer is not 5.00.3167 or later, the analysis window may not be displayed normally.
If the analysis window is not displayed normally and the JavaVM level satisfies this condition, obtain the update patch
from the Microsoft site and apply it.
The JavaVM level can be checked using one of the following methods:

- If the use of the Java console is enabled, select Java Console from the View menu. The JavaVM level is displayed
in the first line of the Java console.

- Retrieve msjava.dll from the directory of the system and open the properties. The JavaVM level is displayed in the
Version field.
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- If Java™ Plug-in is enabled, the analysis window is not normally displayed under the following conditions:
- The Proxy server and Proxy exceptions are set on the Web browser, and
- The Proxy server is set so that the Web browser settings are used in Java™ Plug-in, and

- The machine on which this product is installed corresponds to the Proxy exception.

3.3 Estimating Resources

This section explains resources required for operating the Web Site Management Functionality.

3.3.1 Management Server

This section explains resources required for operating the Web Site Management Functionality in management server
operation.

3.3.1.1 Usage Analysis

3.3.1.1.1 Space estimation in the Usage DB

In management server operation, space in the Usage DB on the management server is the summary of the space in the Usage
DB's for all the managed servers.

25 See
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For the detailed information on the space in one usage DB, refer to "11.1.1.6 Space estimation in the Usage DB".
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3.3.1.1.2 Space estimation of the CSV format log file

This section includes an example of space estimation under the conditions shown below. When you estimate, you should
use the actual period of the CSV format log file and other actual conditions.

Conditions
Data type Visit information
Size per line About 250 bytes
(may change depending on the length of the client host name and URL)
Access count About 10,000/day

Approximate maximum size per day
About 250 bytes * about 10,000 = About 2.5 MB (/day)

3.3.1.1.3 Space estimation of SQC extended log

The formula for estimating the space per day is as follows. Characters shown in blue indicate variables.

(Space perday) =(50+ A+B)*C
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Symbol Meaning

A Average number of bytes of the client field

B Average number of bytes of the document field
C Average access count to the document per day

3.3.1.2 Tamper Monitor

The product stores setting information and notice data used for the tamper monitor function in the following locations.
[Windows]

Under <Installation directory (variable)>\etc\seq\dat

[UNIX]

Under /etc/opt/FISVssqc/seq/dat

The following table lists the formulas for estimating capacity. The value obtained by each following formula is the maximum
value of capacity required.

Information type Formula

Setting 5.3 KB * number of registered URLS
information

Notice data 1.2 KB * number of notified URLs

3.3.2 Managed Server

This section explains resources required for operating the Web Site Management Functionality in managed server operation.

3.3.2.1 Trend Viewer
Refer to "3.3.1.1 Usage Analysis".
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Chapter 4 Environment Settings for the Managed
Server

E) Point
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The following provides a point on this chapter:

- The log settings for the usage DB environment definition file must be the same as those for the Web server.
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Chapter 4 explains how to set the environment for the managed server.

Do the settings for every server.

Use the following procedure to set the environment for the managed server.

Item No Reference
1 4.1 Settings for Web Server
2 4.2 Environment Settings for Usage Analysis
3 4.3 Settings for service start

4.1 Settings for Web Server

To communicate with the Management Server, a virtual directory must be registered with the Web server.

This subsection explains the registration procedures, using the four Web servers as examples:

4.1.1 Microsoft(R) Internet Information Services 6.0

[Windows]
1. Start the Internet Service Manager from the Windows' Start menu.
[Start]
-> [Programs]
-> [Control Tools]
-> [Microsoft Internet Information Server]

-> [Internet Service Manager]

QIT Note

If your environment is different from the above, change it so that it matches.

2. Create a virtual directory.
Right-click the Web site to which a virtual directory is to be added, and from the shortcut menu select New -> [Virtual
directory].
The wizard for creating a new virtual directory is started. Make the following settings:
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Alias: SQC
Physical path: Installation directory\www
Access right: Read access is permitted

3. Set the execution right of the CGI program to the directory cgi-bin under the created virtual directory.

Right-click the directory cgi-bin, and from the shortcut menu select [Properties]. The Properties window is displayed.
Make the following setting in [Application settings]

Access right: Execution (including the scripts)

4.1.2 Apache HTTP Server 1.3.26

[Windows]
1. Open the configuration file.
For example, in the standard Apache installation.
[Start]
-> [Programs]
-> [Apache HTTP Server]
-> [Configure Apache Server]

-> [Edit the Apache httpd.conf Configuration File]

& Note

If your environment is different from the above, change it so that it matches.

2. Setavirtual directory.
Add the following lines to the end of the file:

# Systemwalker Service Quality Coordinator Agent

ScriptAlias /SQC/cgi-bin/ "C:/Program Files/SystemwalkerSQC/www/cgi-bin/"
<Directory "C:/Program Files/SystemwalkerSQC/www/cgi-bin">
Options ExecCGl

AllowOverride None

Order allow,deny

Allow from all

</Directory>

Alias /SQC/ "C:/Program Files/SystemwalkerSQC/www/"
<Directory "C:/Program Files/SystemwalkerSQC/www">
Options None

AllowOverride None

Order allow,deny

Allow from all

</Directory>
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Q)] Note
The above has three references to C:/Program Files/SystemwalkerSQC. This is the default installation directory for

this product.

If your installation directory is different, change the references to match your installation directory. Also, change such
settings as the access rights, as required.

i See
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Setup of virtual directory depends on versions of Apache. For details, please refer to the manual of Apache.
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3. Make settings so that a file with the extension cgi is started as a CGI program.
If the following line in the file is marked as a comment, remove the comment mark.

AddHandler cgi-script .cgi

4. Apply the new settings.
Close the editor after updating the entries. If Apache HTTP Server is active, stop the server and then restart it.

[UNIX]
1. Open the configuration file using a text editor.

2. Seta virtual directory.
Add the following lines to the end of the file:

# Systemwalker Service Quality Coordinator
ScriptAlias /SQC/cgi-bin/ "/opt/FISVssqc/www/cgi-bin/"
<Directory "/opt/FISVssqc/wwwicgi-bin''>
Options ExecCGlI

AllowOverride None

Order allow,deny

Allow from all

</Directory>

Alias /SQC/ "/opt/FISVssqc/wwwi/"
<Directory "/opt/FISVssqc/www''>

Options None

AllowOverride None

Order allow,deny

Allow from all

</Directory>

QIT Note

Change such settings as the access rights as required.
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Virtual directory settings depend on the Apache version. Refer to the Apache manuals for details.
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3. Make settings so that a file with the extension cgi is started as a CGI program.
If the following line in the file is marked as a comment, remove the comment mark.
AddHandler cgi-script .cgi

4. Apply the new settings.
Close the editor after updating the entries. If Apache HTTP Server is active, stop the server and then restart it.

4.1.3 Netscape(R) Enterprise Server 3.0

[Windows]
1. Start the Netscape(R) Enterprise Server 3.0 from the Windows' Start menu.
For example, in the standard Netscape Server installation:
[Start]
-> [Programs]
-> [Netscape SuiteSpot]

-> [Administration]

g:n Note

If your environment is different from the above, change it so that it matches.

2. Select the server to which a virtual directory is to be added and display the server manager page.
Create a virtual directory.

Click the [Content Management] button and then click [Additional Document Directories] in the list on the left. The
[Additional Document Directories] page is displayed.

Make the settings shown below:

URL Prefix: SQC

Map To Directory: Installation directory\www

Click OK. The [Save and Apply Changes] page is displayed. Click the [Save and Apply] button.

3. Set the execution rights of the CGI program to the directory cgi-bin under the created virtual directory.

Click the [Programs] button and then click [CGI Directory] in the list on the left. The [CGI Directory] page is displayed.
Make the settings shown below:

URL Prefix : SQC/cgi-bin
CGl Directory: Installation directory\www\cgi-bin

Click [OK]. The [Save and Apply Changes] page is displayed. Click the [Save and Apply] button.
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4.1.4 InfoProvider Pro (packaged with Interstage Application Server)

[Windows]
1. Open the environment definition file of InfoProvider Pro using a text editor.
2. Seta virtual directory.

Add the following lines to the end of the file:

# Systemwalker Service Quality Coordinator Agent VV12.0L10
cgi-path-idnt: C:\PROGRA~1\SY STEM~1\www\cgi-bin SQC/cgi-bin
link: SQC C:\PROGRA~1\SYSTEM~1\www

E) Point
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The above has a reference to C:\PROGRA~1\SYSTEM~1 (8.3format) is the default installation setting. If your
installation setting is different, change the references to match.
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3. Apply the new settings.
Close the editor after updating the entries. If InfoProvidor Pro is active, close it down and then restart it.

& Note

If your InfoProvider Pro is older than the one bundled in Interstage Standard Edition VV2.0L20, the above settings are not
possible due to functional restrictions. Instead, make the settings shown below:

1. Create a virtual directory equivalent to the above one.

Create a new directory SQC under the top directory published by the Web server, and then copy to this new directory
all files under the directory www under the installation directory of this product, excluding cgi-bin.

Open viewer.html at the copy destination using a text editor and then add the <PARAM> tag between the <APPLET>
tags as shown below:

<APPLET codebase="./classes/" archive="viewer.jar" code="Viewer.class" width=950 height=512>
<PARAM name="CGI" value=http://xxx.yyy.com/SQC-cgi-bin/dbref.cgi>
</APPLET>

& Note
Replace the term xxx.yyy.com above with the actual host address of your Web server.

2. Open the environment definition file of InfoProvider Pro using a text editor and add the following lines to the end of
the file:

# Systemwalker Service Quality Coordinator Agent
cgi-path-idnt: C:\PROGRA~1\SYSTEM~1\www\cgi-bin SQC-cgi-bin

QIT Note

The above has a reference to C:\PROGRA~1\SYSTEM~1 (8.3 format), which is the default installation setting. If
your installation setting is different, change the references to match.
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3. Apply the new settings.
Close the editor after updating the entries. If InfoProvidor Pro is active, close it down and then restart it

[Solaris]
1. Open the environment definition file of InfoProvider Pro using a text editor.

2. Setavirtual directory.
Add the following lines to the end of the file:

# Systemwalker Service Quality Coordinator Agent
cgi-path-idnt: /opt/FISVssqc/www/cgi-bin SQC/cgi-bin
link: SQC /opt/FISVssqc/wwwi/cgi-bin

3. Apply the settings.
Close the editor after updating the entries. If InfoProvider Pro is active, close it down and then restart it.

Qn Note

If your InfoProvider Pro is older than the one bundled in INTERSTAGE Standard Edition 3.0, the above settings are not
possible due to functional restrictions. Instead, make the settings shown below:

1. Create a virtual directory equivalent to the above one.
Create a new directory SQC under the top directory published by the Web server, and then copy to this new directory
all files under the directory www under the installation directory of this product, excluding cgi-bin.
Open viewer.html at the copy destination using an editor and then add the <PARAM> tag between the <APPLET>
tags as shown below:

<APPLET codebase="./classes/" archive="viewer.jar" code="Viewer.class" width=950 height=512>
<PARAM name="CGI" value=http://xxx.yyy.com/SQC-cgi-bin/dbref.cgi>
</APPLET>

Q)] Note
Replace the term xxx.yyy.com above with the actual host address of your Web server.

2. Open the environment definition file of InfoProvider Pro using a text editor and then add the following lines to the
end of the file:

# Systemwalker Service Quality Coordinator Agent 12.0
cgi-path-idnt: /opt/FISVssqc/wwwi/cgi-bin SQC-cgi-bin

3. Apply the new settings.
Close the editor after updating the entries. If InfoProvider Pro is active, close it down and then restart it.

4.2 Environment Settings for Usage Analysis

The following settings need to be made on the managed server to make usage analysis:

1. Log setting of Web server
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2. Settings for usage DB environment definition file

The following explains how to make these settings:

4.2.1 Defining httpd.conf

The following shows httpd.conf file settings when the managed server is Apache HTTP Server.

Example

The following shows an example of definition.

CustomLog /usr/local/apache/logs/access_log common

E) Point
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If the CustomLog specification in httpd.conf is changed, the log for Web servers needs to be re-created.

The following provides the procedure for re-creating the log for Web servers.

1. Shutdown the Web server.

# lusr/local/apache/bin/apachect! stop

2. Save the log for the Web server before the log format is changed.

# mv /usr/local/apache/logs/access_log /tmp/access_log.back

3. Start up the Web server.

# lusr/local/apache/bin/apachectl start

gn Note

When the Web server is other than Apache HTTP Server, set the log format to the purpose, refer to "15.2.1.5 File internal
format (log definition block to be analyzed)".

When the Web server is IIS, not all required tokens are logged out by the default setting. Changed the default setting to
make 1IS log out all required tokens specified in "15.2.1.5 File internal format (log definition block to be analyzed)".

4.2.2 Defining the usage DB environment definition file

Use the following sample files to create and store usage DB environment definition files.

[UNIX]

When you set the environment in "3.1 System Configuration”, refer to the following table.

File Path

Sample file lopt/FJSVssqc/sample/
DatabaseConfig
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File Path
Storage destination of usage DB environment definition | /etc/opt/FISVssqc/DatabaseConfig
file
[Windows]
When the managed server is Window, refer to the following table.
File Path

Sample file <installation directory>\DatabaseConfig
Storage destination of usage DB <installation directory(variable)>\\control
environment definition file \DatabaseConfig

The following gives a definition example of the usage DB environment definition file.

Example:

The definition example is shown below.

[Server]

Symbol = HostAl

Name = HostAl

Type = web

Domain = xxx.yyy.com
Databaselnterval = week(sun)
SearchDNS = yes

RequestURLSuffix = "html,htm,shtml,shtm,stm,cgi,asp,pl,tcl,sh"
DatabaseMode = both

[Log]

Symbol = HostAl

Name = HostAl

Path = /usr/local/apache/logs/access_log
Format = Common

Region = +0900

QJT Note

Note the following settings.

Setting item Remarks

Name Use Name under [Server] to specify the name of the analysis target server that
is defined in the environment setting window for the managed server.

Format Accord to the log format of the Web server. When the Web server is Apache
HTTP Server, accord to the log format specified in httpd.conf CustomLog.
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Setting item Remarks

For details, refer to "15.2.1.4 File internal format (analysis target server
definition block)".

2, See
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See "15.2.1 Usage DB Environment Definition File" in the online manual for details on setting the usage DB definition file.

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

E) Point
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After the settings above have been made, check that the usage DB registration engine starts.
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[UNIX]

Use the following procedure to check whether the settings have been made correctly:

1. Execute the command.

lopt/FISVssqc/bin/dbregmng

2. Check the log.
Check the output message of the following log file.

Ivarlopt/FISVssqc/log/dbreg.log

If the following message is displayed after the command is executed, the usage DB has been created correctly.

dd/mmm/yyyy:hh:mm:ss +0900 dbreg[22262] DBReg_Main:1098 103001001i
"[server=HostA1][log=HostA1]Database register engine started"

dd/mmm/yyyy:hh:mm:ss +0900 dbreg[22262] DBReg_Main:1853 103001002i
"[server=HostA1][log=HostA1]Database register engine stopped."

Check that:
- A pair of messages shown above is displayed.
- No error message is displayed between the first and second messages.

i, See
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If the usage DB is not correctly created, see this section and "11.1.1.2 Start operation” to review the settings.
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[Windows]
In case of Windows, check as follows:

1. Execute the command.

1. <installation directory>\bin\dbregmng.exe
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2. Check the log.
Check the output message of the following log file.

1. <installation directory(variable)>\log\dbreg.log

If the following message is displayed after the command is executed, the usage DB has been created correctly.

dd/mmm/yyyy:hh:mm:ss +0900 dbreg[22262] DBReg_Main:1098 103001001i
"[server=HostA1][log=HostA1]Database register engine started"

dd/mmm/yyyy:hh:mm:ss +0900 dbreg[22262] DBReg_Main:1853 103001002i
"[server=HostA1][log=HostA1]Database registration engine stopped."

Check that:
- A pair of messages shown above is displayed.
- No error message is displayed between the first and second messages.

15, See
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If the usage DB is not correctly created, see this section and "11.1.1.2 Start operation”, to review the settings.
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4.2.3 Enhancing public Web server security

[Windows]

If this product is installed on an Internet public Web server or Proxy server, you can enhance security by changing the access
authority to the installed resources. Follow the procedure below.

4}1 Note

Using the following command can change the access authority. However, this command is valid only for NTFS.

Access authority to directories/files

Change the access authority by using the sqcSetFileSec.exe command.

<Installation directory>\bin\sqcSetFileSec.exe <installation directory (variable)>

By executing the above command, the access authority to the installed resources is changed as follows:
Administrators: Full control

Everyone: Read/execute authorities only

SQC extended log
If the access authority is changed by the method, no SQC extended log can be collected.

If the SQC extended log needs to be collected, restore the access authority to the state when installed by following the method
below. (However, security risks will be greater.)

<installation directory>\bin\sqcSetFileSec.exe -u <installation directory(variable)>\extend-log
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<installation directory>\bin\sqcSetFileSec.exe -u <installation directory(variable)>\log

[UNIX]

Access authority to directories and files
The access authorities for the installed resources are set during installation as shown below:
Super user: Read/Write/Execute authorities

Others: Read/Execute authorities only

SQC extended log
After the installation, the SQC extended log cannot be collected.

If the SQC extended log needs to be collected, log in as a super user and then change the access authority by following the
method below. (However, security risks will become greater.)

# chmod 777 /var/opt/FISVssqc/extend-log

# chmod 777 /var/opt/FISVssqc/log

4.3 Settings for service start

For the service start, refer to "11.1.1.2 Start operation”.
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Chapter 5 Environment Settings for the Management
Server

E) Point
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The points of this chapter are as follows:
- Make consistent settings for usage analysis between the management server and Managed Servers.

- Make the following settings consistent between the setting window on the Managed Server and use trend database
environment definition file:

- "Agent URL" in the setting window on the Managed Server

- "Name" of definition block for the server to be analyzed in DatabaseConfig
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The management server environment is set up according to the following procedure:

No. Reference

1 5.1 Settings for Web Server

2 5.2 Environment Settings for Usage Analysis
3 5.3 Registering System Configuration

4 5.4 Settings for Service Start

5.1 Settings for Web Server

On the Management Server, a virtual directory for the Web server of the installation must be set.

A virtual directory is set so that the Web Site Management Window can be displayed from the Web browser.

The following explains how to set the virtual directories.

5.1.1 Windows

[Windows]
For Windows, virtual directories must be set.

Also set up basic authentication for the environment setup window if access to the environment setup window must be
restricted.

5.1.1.1 Setting virtual directories
Virtual directory is not set automatically when the Management Server is installed. If necessary, execute the following 11S

command to build an environment.

Before performing this procedure

The WWW service (World Wide Web Publishing Service) must be running before the following setup command is executed.
Also check that a site designated as "Existing Web site" exists.
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Qn Note

The commands referred to below may generate an error if any of the following conditions exist:

- 1IS is not installed

Windows Scripting Host is not assigned (Microsoft(R) Internet Information Services 6.0)

The command line management tool (appCmd.exe) is not installed (Microsoft(R) Internet Information Services 7.0/7.5)

- The setup procedure has already been performed

Command to execute

Run the following command to set up the virtual directory:

</Installation directory>\bin\sqcSetl1Sreg.exe -m

For Microsoft(R) Internet Information Services(11S)6.0
When using Microsoft(R) Internet Information Services 6.0, run the command shown below after sqcSetlISreg.exe.

11S 6.0 is bundled as a standard feature with Windows Server 2003.

gn Note

Switch the current directory to <installation directory>\bin before running the following command:

Installation directonAbin\sqcmsetc.bat

For Microsoft(R) Internet Information Services(11S)7.0/7.5

When using Microsoft(R) Internet Information Services 7.0/7.5, run the command shown below after sqcSetlISreg.exe.

L:” Note

Switch the current directory to <installation directory>\bin before running the command.

Note that in Windows Vista and Windows Server 2008, this command must be executed using administrator privileges.
To do so, select [Programs] and then [Accessories] from the [Start] menu and then right-click on [Command Prompt]
and select [Run as Administrator] from the pop-up menu that appears. Enter the following command in the [Command
Prompt] window that appears.

Installation directorAbin\sqcmsetc_iis7.bat

This creates the following virtual directories in Microsoft(R) Internet Information Services.
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Service Setting item Settings

WWW service | Alias SQC

Directory <Installation directory>\www

Example) C:\Program Files\SystemwalkerSQC\www

Access right Reading

Execution (including scripts)

Make the above settings also when virtual directories are set manually.

2, See
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For details on how to set the virtual directory, refer to the online documentation for Microsoft(R) Internet Information
Services.
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5.1.1.2 Handler mapping settings

Handler mapping settings are required when using Microsoft(R) Internet Information Services 7.0/7.5.

Before performing this procedure

In order to set up handler mapping, it is necessary for [CGI] to be enabled in the [Application Development Function] of
the [World Wide Web Service] component of the Internet Information Services.

Before performing this procedure, check the status of the [CGI] setting and enable it if is not enabled.

Procedure
1. Select the virtual directory name "SQC" in the Microsoft(R) Internet Information Services setup window.
2. Double click [Handler Mapping] in the function view on the right.
3. [Add Module Map] from the operation menu on the right.
4. Specify the following information in the [Add Module Map] dialog box and click the [OK] button:
- Request path: *.cgi
- Module: CgiModule

- Name: CGl-.cgi

5.1.1.3 Setting virtual directories property

Procedure
For Microsoft(R) Internet Information Services(lIS) 6.0
In Microsoft(R) Internet Information Services 6.0, the setup procedure is as follows:
1. Select the virtual directory name “SQC" in the Microsoft(R) Internet Information Services setup window.

2. Click the [Directory Security] tab in the [Properties] window of the above virtual directory.
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3. Set an account that has administrator privileges (the account used when installing the Operation Management
Client) as the account that will be used for anonymous access.

4. Clear the [Basic authentication] check box if authenticated access is to be used.

For Microsoft(R) Internet Information Services(11S)7.0/7.5
In Microsoft(R) Internet Information Services 7.0/7.5, the setup procedure is as follows:
1. Select the virtual directory name "SQC" in the Microsoft(R) Internet Information Services setup window.
2. Double click [Authentication] in the function view.

3. Check that [Anonymous Authentication] is enabled, then click [Anonymous Authentication] and select [Edit]
from the operation menu on the right.

4. When the [Edit Anonymous Authentication Credentials] dialog box appears, select [Specific user] and click the
[Set] button.

5. Specify the user name and password of a user with administrator privileges in the [Set Credentials] dialog box.

After the above settings are made, the Web Site Management Window can be displayed by specifying the following URL
on the Web browser:

If the management server is Windows:

http:// management server's host name/SQC/default.htm

5.1.1.4 Setting of basic attestation

Procedure
1. Register auser account with Windows
Register a user account for accessing the Management Console startup HTML or the user startup HTML.

- The user who will access the Management Console can use the account with administrator privileges that is
normally used or create a new account.

- There are no special restrictions on the account type (access rights) that is created when creating a new account
to access the Management Console or when creating an account to access the user startup HTML, as long as the
account is able to grant read permissions to the file specified in set in Step 2 "Set file access control"” below.

Register users referring to the Windows help file.

2. Filesecurity settingsin 11S
The following procedure is used to specify file security settings in 11S:
1. Select the virtual directory name "SQC" in the Microsoft(R) Internet Information Services setup window.

2. Select"EnvSetting_jp.html" and "EnvSetting_en.html" in the window on the right, click the right mouse button,
and then select [Properties] from the pop-up menu to open the [Properties] window.

3. Click the [File Security] tab and then click the [Edit] button for [Anonymous Access and Authentication
Control].
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4. Clear the [Anonymous access] check box and select the [Basic authentication] check box in the [Authenticated
Access] field. If any check boxes relating to other authentication methods are selected, clear them.

5. Click the [OK] button to apply the definition.

The above settings will cause an authentication window to appear when the environment setup window is displayed.

5.1.2 UNIX

This subsection explains the setting procedure using, as an example, the following Web server configuration:

- Apache HTTP Server 1.3.14
- Sun WebServer

- InfoProvider Pro (bundled in Interstage Application Server V3.0)

[Solaris/Linux]

Apache HTTP Server
1. Open httpd.conf using an editor. httpd.conf is located at the following:
- Apache supplied as standard with Solaris: Under /etc/Apache
- Apache supplied as standard with Linux: Under /etc/httpd/conf
- Apache other than the above: Under /usr/local/apache/conf

2. Set the virtual directory. Add the following record to the end of the file:

# Systemwalker Service Quality Coordinator
#

Alias /SQC/cgi-bin/ "/opt/FISVssqc/www/cgi-bin/"
<Directory "/opt/FISVssqc/wwwicgi-bin'>
Options ExecCGl

AllowOverride None

Order allow,deny

Allow from all

</Directory>

#

Alias /SQC/ "/opt/FISVssqc/www/"
<Directory "/opt/FISVssqc/www'>

Options None

AllowOverride None

Order allow,deny

Allow from all

</Directory>

3. Make settings so a file with extension cgi is started as a CGI program. If the following line in the file is marked as a
comment, remove the comment mark.

AddHandler cgi-script .cgi
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4. There is a possibility of causing the garble in the state of the
first stage of Apache2.0.
Please set it in the following if necessary.

5. Save the file and then close the editor.

6. If apache HTTP Server is active, stop the server and then restart it.

After the above settings are made, the Web Site Management Window can be displayed by specifying the following URL
on the Web browser:

When the management server is Solaris, Linux:

http://<management_server_hostname>/SQC/index.html

[Solaris]

Sun WebServer
1. Open httpd.conf using the editor. You can find httpd.conf at the following location:
- Under /etc/http/

2. Setavirtual directory:
Add a virtual directory to the following section in the file:

[Correction section]
server {

}

or

url virtual server URL{

}

server{} : Set for all servers by default. You can make this setting if you do not perform virtual server operation.

url{} : Set for specific virtual servers only. If you operate Systemwalker Service Quality Coordinator on a virtual
server, set for the applicable section of the virtual server to be operated.

[Setting Record]

cgi_enable "yes"
map /SQC/ /opt/FISVssqc/www/
map /SQC/cgi-hin/ lopt/FISVssqc/wwwicgi-bin/ cgi

cgi_enable: If the record already exists, rewrites the value only without adding the record.

map: Add "cgi" to the end so that the extension cgi can be recognized as a CGI program.
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3. Save the file and then close the editor.

4. If Sun Web Server is active, stop the server and then restart it.

After the above settings are made, the Web Site Management Window can be displayed by specifying the following URL
on the Web browser:

If management server is Solaris:

http://<management_server_hostname> /index.html

[Solaris]

InfoProvider Pro
1. Open HTTPD.conf using the editor. You can find HTTPD.conf at the following location:
- Under /etc/opt/FSUNprovd/

2. Seta virtual directory. Add the following record to the end of the file.

# Systemwalker Service Quality Coordinator
cgi-path-idnt: /opt/FISVssqc/wwwicgi-bin SQC-A/cgi-bin
link: /opt/FISVssqc/www

3. Save the file and then close the editor.

4. If InfoProvider Pro is running, stop the server and then restart it.

gn Note

If your InfoProvider Pro is older than the one bundled in INTERSTAGE Standard Edition VV2.0L20, then functional
restrictions prevent the above settings. Instead, use the symbolic link function of the UNIX file system as shown below:

1. Open HTTP.conf from the editor: You can find httpd.conf at the following location:
- Under /etc/opt/FSUNprovd/

2. Set the directory in which the CGI application is stored. Add the following record to the end of the file.

# Systemwalker Service Quality Coordinator

cgi-path-idnt: /opt/FISVssqc/wwwi/cgi-bin SQC/cgi-bin

3. Check the public directory defined by "acstop".

4, Save the file and then close the editor.

5. Execute the following command:
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cd public directory defined by "acstop"

In -s /opt/FISVssqc/www SQC

6. If InfoProvider Pro is active, stop the server and then restart it.

After the above settings are made, the Web Site Management Window can be displayed by specifying the following URL
on the Web browser:

If management server is Solaris:

http://management server's host name/index.html

5.2 Environment Settings for Usage Analysis

Use the following sample file to create a use trend database environment definition file and store it in the file show below:

[Windows]
When you set the environment according to 3.1 System Configuration”, refer to this table.

File Path
Sample file <Installation directory>\sample
\DatabaseConfig
Storage destination of use trend database <Installation directory (variable)>\control
environment definition file \DatabaseConfig
[UNIX]
File Path
Sample file lopt/FIJSVssqc/sample/
DatabaseConfig

Storage destination of use trend database environment | /etc/opt/FISVssqc/DatabaseConfig
definition file

An example of the use trend database environment definition file is shown below.

Example

A sample definition is shown below:

[Server]
Symbol = HostAl
Name = HostAl

Type = web

Domain = xxx.yyy.com
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Databaselnterval = week(sun)

SearchDNS = yes

RequestURLSuffix = "html,htm,shtml,shtm,stm,cgi,asp,pl,tcl,sh"
DatabaseMode = db

[Log]

Symbol = HostAl

Name = HostAl

Path = "C:\SystemwalkerSQC\database\csv\HostA1\*.csv"
Format = SQC-CSV

Region = +0000

[Server]

Symbol = HostA2

Name = HostA2

Type = web

Domain = xxx.yyy.com

Databaselnterval = week(sun)

SearchDNS = yes

RequestURLSuffix = "html,htm,shtml,shtm,stm,cgi,asp,pl,tcl,sh"
DatabaseMode = db

[Log]
Symbol = HostA2
Name = HostA2

Path = "C:\SystemwalkerSQC\database\csv\HostA2\*.csv"
Format = SQC-CSV

Region = +0000

Qn Note

Note the following settings:

Name For "Name" under [Server], specify the name of the server to be analyzed defined in
the Managed Server setting window for environment settings.

Path <Installation directory (variable)>\database\csv\<server>\db*.csv

Format Accord the format to the log format specified by CustomLog of Httpd.conf. When you
operate the Management Server, specify "SQC-CSV"

Region Here, specify the region of time by the time difference from GMT (Greenwich Mean
Time).

When you operate the Management Server:
Specify "+0000" as the Region definition of the Management Server side.

Specify "+0900" as the Region definition of the Managed Server side.
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Qn Note

However, in case of 1IS, specify "+0000" as the Region definition of the Managed
Server side.

2, See

© 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000S

For detail of the setting of a use trend database environment definition file, refer to "15.2.1.5 File internal format (log
definition block to be analyzed)".

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

E’ Point

© 0000000000000 0000000000000000000000000000000000000000000000000C0COCOCO0COCOCOCOCOC0COCOCOCOCOCCOCOCO0COCIOCIOCEOLSES

After the above settings are finished, check whether the settings are correct according to the following procedure:

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

Qn Note

In order to check the settings, the system configuration must be registered. For details on registering system configuration,
refer to "'5.3 Registering System Configuration".

[Windows]
1. Check that the use trend database registration engine starts normally.

2. Enter the command
Enter the following command:

<Installation directory>\bin\dbregmng.exe

3. Check the log file
Check the output messages in the following log file:

<Installation directory (variable)>\log\dbreg.log

If the following messages are output as the result of the command, the use trend database was created normally.

dd/mmm/yyyy:hh:mm:ss +0900 dbreg[22262] DBReg_Main:1098 103001001i
"[server=HostA1][log=HostA1]The database registration engine started."

dd/mmm/yyyy:hh:mm:ss +0900 dbreg[22262] DBReg_Main:1853 103001002i
"[server=HostA1][log=HostA1] The database registration engine ended."

Check that no error messages are output between the above 2 messages.
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& See

© 00 0000000000000 0000000000000000000000000000000000000O0O0O0O00C0C0C0CQ0C0C0C0C0COCOCOCOCOCOCOCOCOCO0COCOCOCOCOCOCE

If the use trend database was not normally created, check the settings while referring to "Chapter 4 Environment
Settings for the Managed Server".

© 0000000000000 00000000000000000000000000000000000000000000000000000000000000000000S0

[UNIX]

When the Managed Server is Solaris, check whether the setting is proper or not according to the following procedure.

1. Enter the command

lopt/FISVssqc/bin/dbregmng

2. Check the log
Check the following log file output message.

Ivar/opt/FISVssqc/log/dbreg.log

If the following messages are output as the result of the command, the use trend database was created normally.

dd/mmm/yyyy:hh:mm:ss +0900 dbreg[22262] DBReg_Main:1098 103001001i
"[server=HostA1][log=HostA1]The database registration engine started."

dd/mmm/yyyy:hh:mm:ss +0900 dbreg[22262] DBReg_Main:1853 103001002i
"[server=HostA1][log=HostA1]The database registration engine ended."

Check from the following points of view:
- Above messages were outputted in pairs.
- No error message was output between the first message and the second message.

i, See

© 00 0000000000000 0000000000000000000000000000000000000O0O0O0O00C0C0C0CQ0C0C0C0C0COCOCOCOCOCOCOCOCOCO0COCOCOCOCOCOCE

If the use trend database was not normally created, check the settings while referring to "Chapter 4 Environment
Settings for the Managed Server".

© 0000000000000 00000000000000000000000000000000000000000000000000000000000000000000S0

5.3 Registering System Configuration

For information on registering system configuration, refer to "Chapter 7 Configuring the Operating Environment".

5.4 Settings for Service Start

For information on service start, refer to "11.1.1.2 Start operation".
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Chapter 6 Environment Settings for the Report
Server

The report server environment is set up according to the following procedure:

gn Note

Web Site Management Functionality uses the Operation Management Client as report server.

Web Site Management Functionality uses the Operation Management Client as report server.

No. Reference
1 6.1 Setting a virtual directory
2 6.2 Setting a virtual directory property

6.1 Setting a virtual directory

Commonly, the virtual directory is automatically set during the installation of the report server.

If the report server is installed into an environment where Microsoft(R) Internet Information Services is not installed, you
should install the Microsoft(R) Internet Information Services, and then run the following 1S setting command to build the
environment.

<installation directory of the Operation Management Client>\bin\sqcSetl1Sreg.exe -c

gn Note

Before performing installation or executing the IS setting command, the WWW service (World Wide Web Publishing
Service) must be started. If the version of Microsoft(R) Internet Information Services is6.0, check whether a site set as
"defined Web site" exists.

This creates the following virtual directories in Microsoft(R) Internet Information Services.

Service Setting item Settings
WWW Alias SSQC
service - S - -
Directory <Installation directory of operation management client>
\www

Example) C:\Program Files\SystemwalkerSQC-C\www

Access right | Read

Execution (including scripts)

Make the above settings also when a virtual directory is set manually.

2, See

© 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000S

For details on how to set the virtual directory, refer to the online documentation for the Microsoft(R) Internet Information
Services.

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE
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6.2 Setting a virtual directory property

It is necessary to set up the property of a virtual directory manually.

Set an account with the Administrator authority to be used for anonymous access. Please make the following settings:
1. Select the virtual directory name SSQC from the setting window of Microsoft(R) Internet Information Services.
2. Make the following directory security settings in the Properties window of the above virtual directory:
1. Select the "Anonymous access" check box.
2. Set an account with the Administrator authority to be used for anonymous access.
3. Clear the "Basic authentication” check box.

E’ Point

© 0000000000000 0000000000000000000000000000000000000000000000000C0COCOCO0COCOCOCOCOC0COCOCOCOCOCCOCOCO0COCIOCIOCEOLSES

After the report server environment is set to this stage, check the settings are correct according to the following procedure
1. [Check whether reports can be displayed from the Web Site Management Window.

Click the [Trend Reporter] button on the Web Site Management Window to check whether the registered reports list
can be displayed.

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

2, See

© 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000S

If the registered reports list can not be displayed, check the settings while referring to "16.2 Report Display" in the
Troubleshooting Guide..

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE
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|Chapter 7 Configuring the Operating Environment

This chapter explains how to configure the Web Site Management Functionality operating environment with the Web Site
Management Window, using the system in "3.1 System Configuration™ as an example.

Operations for configuring the Web Site Management Functionality operating environment

The following operations must be performed before the Web Site Management Functionality can be used.

Operation Reference section Remarks
Registering a 7.1 Registering a Management | Required
management server Server

Registering with the "7.1.1 Web Site
Management™ window is required.

Registering managed 7.2 Registering a Managed Required

Server Server "7.2.1.1 Registering a Managed

Server" and "7.2.2 Registering an
Analysis Target Server" are
required.

Reqgistering a group 7.3 Registering a Group Register a group if it is needed to
manage multiple servers together.

Make settings here.

Registering a report 7.4 Registering a Report Server | Register areport server ifitis needed
server to use report.

Make settings here.

Starting the Web Site Management window
[Web Site Management] windows can be started by visiting the following URL with a Web browser.
[Windows]

If management server is Windows:

http://management server's host name/SQC/default.htm

[UNIX]

If management server is Solaris, Linux:

http://management server's host name/SQC/index.html

Starting the Console

Console can be started by visiting the following URL with a Web browser.

http://operation management client's host name/SSQC/console.html

7.1 Registering a Management Server

Management server can be registered with the following windows.
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7.1.1 Web Site Management

Click the [Environment Setting] button on the [Web Site Management] window to open the environment settings pages.

File Edit ‘iew Favorites Tools  Help

|

ZJ FUIITSU Systemwalker Service Quality Coordinator Website Management

Microsoft Internet Explorer

J Address I@ http:/f127.0.0.1/30C  TopPage_en.html#

FUJITSU
Systemwalker Service

Website Ma

Analysze the usage reports of web servers

The enviromment for a Managed Server (web o
Settings] button.

Iiake a report on Trend View.

The envivorment for a Beport Server needs to

The alteration of open Web contents cant
of alteration detection.

Please check the operation situation fo [of an
from this button.

Before using use a Trend Viewe:
Mionitoring, various server groug

Quality Coordinator

FUJiTSU
Systemwalker
Service Quality Coordinator

Environment Settings

- Server settings

Sets information on the Management Server
and default proxy server.

Sets information on the Managed Servers and
VAHOUS ServVices.

Zets information on the Report Server,

- Group settings of Managed Servers

Diefines a Grouwp to enable growp management
of Target Servers.

/] FUIITSU Systemwalker Service Quality Coordinator Environment Settings ... [Ei[=E]
=

Click the [Management Server] button on the environment settings pages to display the [Management Server Settings]

windows. Set data for the management server.
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3 FUJITSU Systemwalker Service Quality Coordinator Management Server ... [l[E ’

(=¥
FUJITSU

Systemwalker
Service Quality Coordinator

MhManagement Server Settings

Ilanagement Servet
& ddress [192.168.189.10
For B
Default Proxy Server

Defalt proxy server used for commmmication bebareen the manager and agent.
Address ;

Port i‘“‘w

ﬁ\pplyi Resetl Cancel i

Setting item Example of settings Content of settings
Management Server | 192.0.2.1 Specify the IP address or host name for the
management server.
Port Not specified Specify the port number for the Web server used

by the management server.

This can be omitted if the default port 80 is used.

Proxy server Not specified If a default proxy is used in the environment
managed by the Systemwalker Service Quality
Coordinator, set the data for the following
items:

Address

Specify the host name or IP address of the proxy
server.

Port

Specify the port number for the proxy server.
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7.2 Registering a Managed Server

This section explains how to register a Managed Server and management target: analysis target server.

It is required that Agent for Business(SQC-A) is installed on the managed server.

Here, it is required those two servers: HostAl and HostA2 be registered.

Report Server
(SQC-R Installed HostAl
] Machine) {SQC-A Installed
Management Server Machine)

{SQC-M Installed

HostA2
Machine) o8

{(SQC-A Installed
Machine)

apeey

JOATIG Q3 M

Transfer

7.2.1 Managed server information

The following types of information need to be registered for registration of a Managed Server

1. Information on the Managed Server
2. Information on the Analysis Target Server

This section explains how to register information on the manager server.

7.2.1.1 Registering a Managed Server
Click the [Managed Server] button on the Environment Settings page, and set information on the Managed Server.

Click the [Add] button below the Managed Server field. The [Managed Server Information] window appears. Add
information by repeating this operation, as many times as there are Managed Servers.

Here, HostAl, and HostA2 must be added.
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a FUJITSE Systemmalker Service Gluality Coordinator Managed ServErEetiing= = - |EI|E|

N

2
FUJITSU

Systemwalker
Service Quality Coordinator

Managed Server Settings

Host Al - HTTF11
LEgit] WBel]| | HTTP12

A A

Applyl Cancel |
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a FUIITSU Systemwalker Service Quality Coordinator Managed Server Information - Mi...

[ e 4]
FUJITSU

Systemwalker
Service Quality Coordinator

Managed Server Information

- Basic information

Server name IHggtﬁ.]
IF address [10.90.137.168
Subnet mask | 255,255 266.0

[T Progy Server

If the proxy server chack box 15 selected, commmmnication betareen the manager and agent is
performed via the proxy server.

Specify the proxy server addvess and port belowr, otheranse, the defalt proxy server defined
in the Management Server settings windoar is used.

Address I
Port I
- Attributes of Managed Server

W Service Chaality Coordinator Agent

Serverwhere the Agzent is mstalled.

AgentURL  ownen10.90.137 168/5Q0C/ r

The following explains the information to be set, using the case of adding HostA1 as an example.

[Basic information]

Setting item Examples of settings Contents of settings

Server name HostAl Specify the entry name for the Managed
Server .

Each server name must be unique among
all Managed Servers.

IP address 192.0.2.2 Specify the IP address of the Managed
Server .

Subnet mask 255.255.255.0 Specify the subnet mask of the Managed
Server .
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Setting item Examples of settings Contents of settings

Proxy server Not checked If communication between the manager
and agent is performed via a proxy server,
select the check box.

Proxy server address Not specified If the proxy server check box is selected,
specify the address of the proxy server.

Proxy server port Not specified If the proxy server check box is selected,
specify the port of the proxy server.

Q%See

For more information, see "14.1.2 Managed server setting window".

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

[Attributes of Managed Server]

Setting item Example of settings Contents of settings

Systemwalker Service Quality | Select the check box. -
Coordinator agent

Agent URL http://192.0.2.2/SQC/ Specify the URL of agent.

The format is as following:
"http://host[:port]/alias/*

For the "host", specify the IP
address or host name (with
domain name).

Match the setting with "Name"
two lines below [Server] in the
use trend database
environment definition file.

7.2.2 Registering an Analysis Target Server

Purchase/paynent 0GI * Purchase/paynent CG1
_hitp://HostAlegi-bin/cart. e gi hitp:/HostAlcgi-bin/cart.
/ ( HTTP2 D HTTpy -y ru/HostAlegibinjeartcqi
. Group B I—/
[ F*Garden commodity | F*Garden commodity search .

search page page
IlanagementBeport Server : http:f'.-‘HostAfiIldCX.html : HTTP1 > < HTTP1’ : ) http://HostAfindex html
(SQC-M/SQC-C Tnstalled — o e

Machine) Group A

# HostAl HostA2
(50 fi-AlflSt?uEd (5QC-4 Tnstalled
acnine
HT = Machine)

z Cornrmnication

The following analysis target servers must be added here.
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1. Use trend target server
- Use trend 1 of Managed Server HostAl
- Use trend 1' of Managed Server HostA2

Select the option button on the right side of the name of the Managed Server for which services are to be added, and click
the [Add] button below the service field. The [Use Trend Service Information] window appears. Add all services.

How to register each analysis target server is explained as follows.

(=

[==]
FUJITSU

Systemwalker
Service Quality Coordinator

Managed Server Settings

Managed Server Server to be analysed J

HostAl C M
_£dit | Del |

_£dt]| Del |
@EEI
A ]

o)
sy ¢| FUITSU

Systemwalker
Service Quality Coordinator

Use Trend Service Information

Tatget server natme I HTTR11
Use trend database location I tlanagement Server vl

Use trend database pott |2355 “Momally, set 2365,

%I Resetl Cancel |

7.2.2.1 Registering a usage service
[Web Site Management] window->
[Environment Settings] window->
[Managed Server Settings] window->

Select the option button on the right side of the name of the Managed Server for which analysis target servers are to be
added, and click the [Add] button below the analysis target server field. The following window displayed.
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3 FUJITSU Svstemmalke vice Guality Goordinator Use Trend Sersvice o ]

v
FUJITSU

Systemwalker
Service Quality Coordinator

Use Trend Service Information

Tatget server name IH-|—|-p11

Usze trend database location I Management Sewerj
Use trend database port I2355 *Homally, set 2365,

OKl Resetl Cancell

[

In the [Use Trend Service Information] window, set the Use Trend Service Information for the Managed Server.

g:{] Note

With the Managed Server selected on the [Managed Server Setting] window, if [Systemwalker Service Quality Coordinator
Agent] check box is OFF when setting [Managed Server Information] window, analysis target server cannot be set.

The following explains the settings for an example of adding HostAl use trend services.

Setting item Examples of settings Contents of settings

Target server name | HostAl Specify the name of the server to be analyzed.
The specified name must be unique among all
use trend services regardless of the Managed
Servers that add service.
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Setting item Examples of settings Contents of settings

E) Point

@000 000000000c0c00000000000000000 00

The specified name must match the character
string specified for "Name" in the use trend
database environment definition file that is
used when the Trend Viewer is defined.

©000000000000000000000000000000 00

Use trend database | Management server Specify whether the use trend database for the

location use trend service is to be managed on the
Managed Server or management server.

Use trend database | 2365 The use trend database port is usually 2365.

port Change this setting if this has been changed to

any other port number. Otherwise, there is no
need to change the default value (2365).

QT Note

[Windows/Linux]

The use trend database port is set up when
SQC-A is installed.

[Solarisg]

The use trend database port is not set up when
SQC-A is installed.

25 See
Refer to "11.1.1.2 Start operation" for details
on how to set up the use trend database port.

© 00000000000 0000000000000000000 00

Similarly, add use trend services also for HostA2. Repeat the procedure explained in this section.

%See

See "14.1.2.2 Usage service information window" for details.

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

7.3 Registering a Group

When multiple analysis target servers configure a virtual server or hosting, the multiple servers can be registered as a group.

When the group is registered, the analysis target servers can be managed together.

This section explains how to set with an example of grouping HostAl and HostA2.
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Purchase/payment GI ' Purohase/payment o

_hitp://HostA/c gi-bin/cart.
attp://Host Alc gi- /1 HTTP? HTTE?’ __http://HostA/cgi-binfeart.cgi

- | Group B
F*Gardcn commodity ( F*Garden commodity search A
search page o :’: > C ':' page
Management/Beport Server . hitp/HostA/index.html < HTTP1 HTTP1” hl‘t]:l /Host A/index. html
(EQC-WMEQC-C Installed T - P -

Machine)

HostAl
(SQC-A Installed
Idachine)

HostA2
(SQC-A Installed
Mdachine)

7.3.1 Group Information

Open the [Group Settings] window following the following procedure.

Click the [Environment Settings] button on the [Web Site Management] window
->Click the [Grouping] button
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rstemwalker Service Guality Goordinator Environment Sethifes= =100 x|
© =
FUJITSU
Systemwalker
Service Quality Coordinator
Environment Settings
- Server settings
Sets information on the Management Server
atid default procoy server.
Set the information for the server to be
managed ot ahalysed.
Sets information on the Report Server.
- Group settings of Managed R FUJITS L Systemwalker Service Quality Goordinator Group Settings = Micrasafties =101 x|
[ae)
FUJITSU
Systemwalker

Service Quality Coordinator
Group Settings

Groun |HTTP11 | HostAl
P |HTIP21 | HostA2 |

| || |

Applyl Cancel |

Click the [Grouping] button below Server field. The following window appears.

-56 -



=} FUJITSL Systemmalke vice Guality Goordinator Group Infarmation = ] |

v
FUJITSU

Systemwalker
Service Quality Coordinator

Group Information

Group name IG”:”-'Fﬂ
Server for Configuration analsysis HostAlHTTP11 |F
Hosta2 HITP2L ¥
HTTP22 |~

OKl Resetl Cancell

The following explains the settings for the HTTP1_1/HTTP1_2 of the HostA1/HostA2.

Setting item Examples of settings Contents of settings

Group name Groupl Specify the entry name for the group of
servers.

The specified name is used to indicate the
group in each function window.

Component server Select the HTTP1_1 of the Check the checkboxes of the servers from
HostAl, and the HTTP1 2 of | the server list of the servers that
the HostA2. composed the server group.

Also set the HTTP2 of the HostA1/HostA2. Similarly.
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%_J See

For the settings about the group, refer to "14.1.4 Group Settings window".

7.4 Registering a Report Server

Click the [Environment Settings] button on the [Web Site Management] window to open the Environment Settings page.

Click [Report Server] button to open [Report Server Settings] window.

3 FUJITSU Systemwalker Service Quality Coordinator Environment Settings ... [I[=]

o
FUJITSU
Systemwalker
sa rvlce Qua ll ; FUJITSU Systemwalker Service Quality Coordinator Report Server Settin... [l

Environn

FUJITSU
Systemwalker

- Server setlings = - =
e . Service Quality Coordinator
els:
and g Report Server Settings
et th
thatla
Repott Server
Sets
Address [10.30.137.155
Port IBD
- Group settings of Managed Sexver Apply Resetl Cancel |
SBIVE

The following explains the settings for adding a report server, using the system in "3.1 System Configuration" as an example.
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Setting item Examples of settings Contents of settings
Address 192.0.2.1 Specify the address of the report server.
In the system used as an example, the management
server and report server are installed on the same
machine. So, specify the IP address of the
management server.
Port 80 -
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IChapter 8 Checking Operation

This chapter explains how to verify the following functions:

8.1 Displaying the Usage Analysis Window

This section explains how to display the usage analysis window.

Q{ Note

It is required that the service of the usage DB reference engine be started in advance. Refer to "11.1.2.2 Start operation for
details.

To display the analysis window, do the following on the Web Site Management window of the Manager.

1. Clickthe [Trend Viewer] button on the [Web Site Management] window to display the [Trend Viewer-agent selection]
page.

< FUIITSU Systemwalker Service Quality Coordinator Website Management - Microsoft Internet Explorer

J File  Edit ‘Wiew Favorites  Tools  Help |J = Back ~ = - fa} | @Search Faviorites @Media @ | %‘ =
| address |@1 hktp:/f10.34.195,182/500/ TopP age_en himi# ] Pe ks »
FUJITSU
- - -
Systemwalker Service Quality Coordinator
Website Management
Analyse the usage reports of web servers of proxy servers.
The environment for a Mlanaged Server (web or proxy) needs to be set up. To set up the environment, click the [Environment Settings]
hattan.
Usage report will be created.
The environment for a Beport Server needs to be set up. To set up the environment, click the [Enviromment Settings] button.
Hotification of tampering with published web contect can be done using automated monitoting.
Click this button to open the tamper detection feature, inchiding TEL to be momtored and operational status.
Click this button to view and edit server/group settings.
Settings must be made hefore using the usage reports or tamper detection feature.
-
&7 ’_ ’_ ’_ g' Local intranet y:
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2. Choose the agent to be analyzed in [Trend Viewer-Agent selection] window and click the [OK] button.

a FUJITSU Systemwalker Service Quality Coordinator Trend View... [lj[=] Ed
r A
o
FUJITSU
Systemwalker
Service Quality Coordinator

Trend Viewer - Agent selection

Please choose the agent.

Close |
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3. The following window appears.

o]
FUJITSU e

Analysis target semver:

Weh HTTP11

Data type

Analysis method: 27 times
438 KB

-

13 times

-

-

r

Analysis period: 22 times
Unit: 0times

Diay: haur unit -] 22 times

itimes
Up

200402126
200402527
200402128
200402129
200403101
20040302
20040303
20040304

20040306
20040307
20040308
20040303
Doty

% See

© 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000S

The Trend Viewer uses JavaTM applet. For details on the Java™ applet, refer to 3.2 Environment Settings procedures".

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

8.2 Displaying a Report

This section explains how to display a report.

& Note

© 0000000000000 0000000000000000000000000000000000000000000000O0C0COCOCOCOCOCCOCOCCC0C0CCCCCOCCOCOCO0CO0CIOCIOCEOLS

It is required that the service of the usage DB reference engine be started in advance. Refer to "11.1.2.2 Start operation” for
details.

© 0000000000000 0000000000000000000000000000000000000000000000CO0C0COCOCOCOCOCOCOCC0C0C0CCOCOCCOCCOCO0CO0CIOCIOCIOCETLS
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1. Click the [Trend Reporter] button on the [Web Site Management] window.

4 FUIITSU Systemwalker Service Quality Coordinator Website Management - Microsoft Internet Explorer

J File Edit Yiew Favaorites Tools Help |J {mEBack = = - ° ﬁ | @Search [ Favarites @Media ®| @v % |
| Address |&] http:/j10.34.195.182/501  TopP age_en html# x| @ |J

FUJITSU
Systemwalker Service Quality Coordinator

Website Management

Analyze the usage reporte of web servers of proxy servers.

The environment for a Managed Server (web or prouy) needs to be set up. To set up the envivonment, click the [Environment Settings]
button.

Usage repott will be created.

The environment for a Beport Server needs to be set up. To set up the enviromment, click the [Enviromment Settings] button.

Hotification of tampering with published web contect can be done using automated monitoting,

Click this button to open the tamper detection feature, inchding TEL to be monitored and operational status.

Click this button to wview and edit server/group settings.
Settings must be made hefore using the usage reports or tamper detection feature.

& http: /10,34, 195.182/50C TopPage_en. html# [ | | & Localintranet v
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2. Click the [Generate] button on the [List of registered reports] page.

a FUJITSU Systemwalker Service Quality Coordinator List of registered reports ... [lj[=] B3

r-—— A
O
FUJITSU

Systemwalker
Service Quality Coordinator

List of registered reports
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3. After all items on the left of [Registry of report] are set, click [TEST] button.

ﬁ FUIITSU Systemwalker Service Quality Coordinator Registry of report - Microsoft Internet Explorer

o)
FUJITSU

Registered Report Mame
[HostdHTTP

Category
; Analyzing Trend Yiew(Summary] __:_j
Report Type

I Summary =]

Report Ohject

& Service {7 Weh Site

ServiceWeh Site :

[Hosts1:HT TR =l

Report Period
|T0day .Z.j

It iz ot neceszany to chooze

Select Condition
3 Mone ;I

= ilt iz hot necaszan to input

Test I
Register l

-@ Done .

The following screen is displayed.
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3 UIITSU Systemwalker Service Quality Coordinator Registry of report - Microsoft Internet Explorer

s8] 2004 03 0F (Sum) 22:56:19
FUJ ITSU [ Trend View ] Summary

Registered Report Hame Host&A1HTTP1

Registered Report Name Report Object
|HostA‘IHTTF'1 ServiceWeh site Host&1:HTTF11
Report Period 200403 05 (Fri)
Category Selecting itera Home
| Analyzing Trend Yiew(Summary] =1 Selecting key word HMomne
Report Type
| Surmary = Summary in specified the term
Total Session | Total Request| Total Traffic | Total Hit | Hit count Hit count Hit count Error
Report Ohject count count volume count {Client) (Server) (Remote) count
& Service © Weh Site 13 times 27 times 437.53KB| 22 times 0 times 22 times Otimes| 5 times
ServiceWeb Site -
|Hoste 1 HT TR =l
Report Period Print the wport  Dovwnload dats
| Today ;I
A

It iz ot neceszany to chooze

Select Condition
| Mone ;I

= |It iz hot necaszan to input

Test |
Register |
|&] Done [ | | B8 vLocalintranet A

4. Make sure the report conditions are correct and click the [Register] button.

5. Click [Generate] button on the left of Registered report name that is registered the report conditions in [List of
registered reports] screen.

In this case, hostAIHTTP1 is selected.
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; FUJITSU Systemwalker Service Quality Coordinator List of registered reports - Microso... [lj[=] E3

r - HA
o
FUJITSU

Systemwalker
Service Quality Coordinator

List of registered reports

Close |
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6. Make sure the registered report name is HostA1IHTTP1. Click the [Generate] button.

ﬁ FUJITSU Systemwalker Service Quality Coordinator Generate of report - Microsoft Internet Explorer

o)
FUJITSU

Registered Report Mame
[HostdTHTTP

Category
i Analzing Trend WiewlS umrnary] ___v__!
Report Type

I Summary _lj

Report Ohject

& Service © Web Site

Service/Web Site

[HostA1:HTTP11 =l

Report Period
I Today _;j

Itiz hot necessany to choose

Select Condition
Mone ;I

= ilt is not necessary to input

Generate I

-@ Dane .
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7. The report is displayed on the right of the screen.

3 FUIITSU Systemwalker Service Quality Coordinator Generate of report - Microsoft Internet Explorer

o)
FUJITSU

Registered Report Name

[HostaHT TR

Category

|Anal}lzing Trend Yiew[Summary]
Report Type

| Summary

Report Ohject
& Service T Web Site
ServiceWeh Site

[ Trend View ] Summary

2004 (03 OF (fum) 22.56.19

Registered Report Nare Host&1HTTFRL

Report Ohject
ServicefWeb site Host&1:HTTP11

Report Period 200403 05 (Fr)

Selecting item Hone

Selecting key word Hone

Summary in specified the term

Total Session | Total Request | Total Traffic | Total Hit | Hit count Hit count Hit count Error
count count volume count {Client} {Server) (Remote) count

13 times 27 times 437,53 KB 22 times 0 times ZZ times Otimes|  Stimes

|Hosta1::HTTP11

Report Period

| Taoday

Itiz not neceszary to chooze

Select Condition

MNane

I

= |It iz not neceszan bo input

Generate

|@ Dorne

Print the report  Download data

[ [ | |EEtocalintranet 4
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Part 3 Installation(Application)

Chapter 10 Monitoring for Tampering with Web Contents

Chapter 9 WEbD MarKEtiNg.........eeeiirieeeiiiie ettt e et e s 71
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IChapter 9 Web Marketing

This chapter explains how to operate Trend Viewer.

9.1 Determining an Analysis Method and Configuration

9.1.1 Overview of analysis type

Trend Viewer can be used as follows:

- Analysis by the use of trend analysis window

- Analysis by constant reporting

Analysis by the use trend analysis screen

Click the [Trend Viewer] button on the [Web Site Management] window to use this analysis. Analysis can be done
interactively.

Use the analysis by the of use trend analysis screen when the detail of the Web site usage is needded to be analyzed.

Analysis by constant reporting

First click the [Trend Reporter] button on the [Web Site Management] window, then select a report type for use trend analysis
to use this analysis. Because that frequently used report can be registered and the report can be printed, in case where
periodical analysis as weekly report or monthly report is required, or int the case that the result should be saved this analysis
by constant reporting is effective.

Analysis types

Trend Viewer displays analysis results of availability of the following two servers and one Web site group (analysis target
server type):

- Web server
- Proxy server
- Web site group

Analysis results (analyzed data types) are classified into the eight types listed below. The Web server can display all of the
eight types, and the Proxy server can display six types.

- Summary (total of each report of analysis target servers)

Session report

- Request report

- Traffic report

- Cache report

- Error report

- Response report (Web server and Web site group)

- Page navigation report (Web server only)

- Number of actually visiting users report(Trend reporter of Web server only)

Trend Viewer uses various analysis methods (URL base and client base) to display editing results in a graph and list.
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9.1.1.1 Traffic display

Traffic is displayed in kilobytes on each page that analyzes traffic status and displays other traffic (or total traffic and total
of successful request traffic).

A value from one byte to less than 1,000 bytes is displayed as one kilobyte.

9.1.1.2 Response analysis page

Response analysis pages differ in the following points from other analysis pages.

Relation with SQC extended log collection
Response analysis analyzes data, based on the data that is stored in the SQC extended log file by collecting SQC extended
logs. If SQC extended logs are not collected, execution of data analysis obtains no data analysis results.

Display data

A response analysis page displays the three values listed below. These values are displayed in descending order of average
times (from lower response to higher response) in the table.

- Average (average response time in analysis period)
- Maximum (longest response time in analysis period (slow response))
- Minimum (shortest response time in analysis period (quick response)

The following table lists the display units and the number of digits.

Item Explanation
Numeric value unit Seconds
Number of digits 4 integer numbers and 2 decimal places (third decimal place

rounded up)

Display range 0.01 to 3,599.99 seconds
(less than 1 hour)

(Less than 10 ms is displayed as 0.01 second.)

Value exceeding the display Displayed as 1 hour or longer
range

One hour (3600.00 seconds) or longer is displayed as "One hour or longer," but an actual value is used for the average value.

Graph display/switching

For graph display on the response analysis page in the use trend analysis window, the average, maximum, and minimum
are put into graphs for only one line (one URL or client) that is selected from the table, unlike other analysis pages. By
default, the graph for only the URL or client whose average time is Topl (the top line in the table) is displayed. Use the
mouse to select a line from the table to display the corresponding graph.

A name (URL or client name) that is selected from the table is displayed as a graph display target name under the analysis
type name in the analysis information part (upper part of the graph) of the analysis page.
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Qn Note

Note that this operation is the same as "Carrying out advanced analysis" in "11.2.6 Operation of analysis page" described
later, but no drill down analysis is carried out for response analysis.

9.1.2 Analyzing cyclic transition

By specifying "Session report" and "Request report" as analyzed data types, you can analyze transitions in session and
request reports in each period by various methods such as URL.

Analysis of transitions in each period enables the following kinds of questions to be answered:
- Which pages in which time zones are accessed a lot?
- Which pages are accessed most on weekends?
- How is the number of accesses affected by promotions such as advertising campaigns?

Because values and average values of previous terms can also be displayed during analysis, usage and transitions are easily
compared and analyzed.

9.1.3 Analysis that identifies users

To analyze customer trends, you can perform analysis that identifies users.

Users can be identified in the following ways:
- ldentifying users by user name authenticated on the \Web server
If authentication is performed on the Web server, authorization user names can be used as a key for analysis.
The following is the procedure for analysis that identifies users by authentication of user name on the Web server.
1. Set the Web server log so that information about authorization user names is output to the Web server log.

2. Inthe usage DB environmental definition file of Systemwalker Service Quality Coordinator, add tokens (c-user)
for the authorization user names of clients to the record format definition of the log file to be analyzed.

3. Select "Authorization user name base" as the analysis method on the analysis window before performing an
analysis.

- ldentifying users by IDs set in a cookie

If authentication is performed on the Web server using CGl, no information about authorized users is output to the Web
server log. You can perform analysis that identifies users by setting user names authenticated by CGI in a cookie.

If authentication is not performed by CGI, you can perform analysis that identifies users by setting for Cookie an
identifier that identifies the user on each page of the Web service.

The following is the procedure for performing analysis that identifies users with an ID set in a cookie.
1. Set user information in a cookie on each page of the Web service.

2. Inthe usage DB environmental definition file of Systemwalker Service Quality Coordinator, to the record format
definition of the log file to be analyzed, add tokens (c-cookie) in a cookie.

3. Select "Access ID base™ as the analysis method on the analysis window before doing the analysis.

- ldentifying users by client host

When the Web server performs no authentication, such as that by the service that publishes information, and no
information is set in a cookie, then users can be identified by the client host.

For the identification of users by client host, the ID address and host name of the client is used.
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The following is the procedure for analysis that identifies users by client host.
1. Set the Web server log so that information about client hosts is output to the Web server log.

2. Inthe usage DB environmental definition file of Systemwalker Service Quality Coordinator, add tokens (c-host)
for client hosts to the record format definition of the log file to be analyzed.

3. Select "Client host name base" or "Client IP address base" as the analysis method on the analysis window before
doing the analysis.

4}1 Note

For analysis to identify users, content must be created such that authentication is performed or a cookie is set reliably when
the Web service to be analyzed is used. If a page in the Web service is accessed directly without authentication or Cookie
settings, then analysis that identifies users cannot be done.

Analysis that identifies users with an ID set in a cookie cannot be done if the user blocks cookies with a browser setting. In
such a case, analysis that identifies users by client host can be used.

Note that in analysis in which users are identified by client host, different users are handled as the same client host in the
following cases:

- IP addresses are allocated dynamically by DHCP (for example, ISP is used to connect).

- Access is via a proxy server (for example, corporate users connecting from behind a firewall).

9.1.4 Analysis using CSV output

This section explains analysis that uses CSV output of the Trend Viewer.

9.1.4.1 Analysis using the analysis window and analysis using CSV output

In Systemwalker Service Quality Coordinator, the following two methods can be used to analyze the usage of Web sites:
- Analysis using the analysis window
- Analysis using CSV output

In analysis that uses the analysis window, a browser can be used for analysis. The types of analysis that are available are
the standard analysis methods provided by Systemwalker Service Quality Coordinator.

In analysis that uses CSV output, information from data in the usage DB of Systemwalker Service Quality Coordinator
output to files in CSV format based on the data type is used to perform various types of analysis, such as analysis using
added methods of analysis or analysis that includes other types of information.

For analysis that uses the analysis window, up to 300 lines of results are displayed. For analysis that uses CSV output, all
cases can be analyzed.

9.1.5 Integrated analysis with data on the backbone system

This section describes the integrated analysis of information on the Web server and data on the backbone system.

9.1.5.1 Overview of integrated analysis with data on the backbone systm

Systemwalker Service Quality Coordinator provides functions that, through the analysis of the Web site usage using the
Web server log, are useful for doing business. The following types of analysis are made possible by integrated analysis of
information output by Systemwalker Service Quality Coordinator and sales and customer data on the backbone system:

- Product purchase rates and purchased product trends of Web site users (sales data included in analysis)

- Behavior on the Web site of users who purchased products (sales data included in analysis)
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- Usage of the Web site based on region, gender, and age (customer data included in analysis)

As shown in the above analysis examples, an analysis that is impossible with only Web server information becomes possible
when data on the backbone system is integrated into the analysis. Integrated analysis makes Web sites more effective for
business.

Systemwalker Service Quality Coordinator collects log data for a Web server and uses products such as the Symfoware e-
Business Intelligence Suite, with advanced analysis functions that include data mining, for integrated analysis that uses data
on the backbone system.

9.1.5.2 Method of integrated analysis with data on the backbone system
The following explains how to perform integrated analysis that uses data on the backbone system.

1. Intheanalysistarget server definition block in the Usage DB environmental definition file, specify combined operation
with both the Usage DB and CSV-format log file as the Usage DB operation type.

DatabaseMode = both

2. Log data for the Web server is output to the following directory as a CSV-format file by the Usage DB Registration
Engine.

<Ihstalltion directaryfvariablels
él — <databaze>
O - <cavr
Il_l— <Server directory> 1)

I
O — divpyyymimdd_ninn.csy &2

Note: < > indicates a directory.

(*1) The server directory is created with the name specified in Symbol of the Analysis Target Server Definition Block
in the Usage DB environmental definition file.

(*2) Variables in the CSV-format log file name are listed below. Year/Month/Day is the date when the Usage DB is
switched (created).

yyyy Year (1980-)
mm Month (01 - 12)
dd Day (01 - 31)

nnn Sequential number (001 - 099)

3. Enter the CSV-format log file output as shown above in the DB used by the analysis product (such as Symfoware e-
Business Intelligence Suite) that performs integrated analysis with the data on the backbone system.

See "15.2.6 Usage Log file" for information about the format of CSV format log files.

4. The analysis product is used to do the analysis.
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9.1.6 If you would like to analyze response

This section explains how to make analysis aiming at response when the customer accesses a page.

Analysis aiming at response enables the following information to be recognized and used for Web site operation.
- How long does it take for processing on the server system?

SQC extended log is used to analyze response.

9.1.6.1 SQC Extended Log Collectin

The SQC Extended Log Collection is used to collect and accumulate data not collected by the functions provided by the
Web service (such as the Web server). Data accumulated by the SQC Extended Log Collection is called the "SQC extended
log." The following SQC extended log can be collected and stored.

- 9.1.6.2 Response logs
- 9.1.6.3 SQC extended log file

9.1.6.2 Response logs

9.1.6.2.1 Ouitline

The response log is a log in which data on the response time of the CGI program collected in terms of the Web page user
is accumulated.

The response time is a time interval required to receive a result from the CGI program after the Web page user executes a
service that calls the CGI program.

For example, in the case of a Web page that executes searches, the response time is a time interval required to display a
search result after the search is started.

Data is collected and accumulated in the response log by using the following three functions:

Data collection functionl

Java™ applet (ResL ogl.class) that runs on the Web browser. This function is called when the user references the Web pages
and executes a service that calls the CGI program; and data is collected.

To run this function, refer to "Editing WebPages" in advance.

Data collection function2

Java™ applet (ResL og2.class) that runs on the Web browser. This function is called when the Web page user receives a
result of a service that calls the CGI program. This applet collects data when a result is received and then sends the response
time to the data accumulation function after calculating it together with data of the data collection functionl.

To run this function, refer to "Editing WebPages" in advance.

Data accumulation function

CGI program (reslog.cgi) that runs on the Web server (installation machine). The data accumulation function is automatically
started when data collection function2 is started. This function accumulates data sent from the data collection function2 in
the SQC extended log file.
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9.1.6.2.2 Making settings for log collection

This section explains how to make settings for response log collection.

Before making settings

It is necessary to register the CGI program (reslog.cgi) of the data accumulation function with the Web server in advance
so that it can be executed. For details of the registration, refer to 4.1 Settings for Web Server".

u_ki See

© 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000S

Java™ applet is used by the data accumulation function (ResLogl.class, ResLog?2.class). For details about Java™ applet,
refer to ""3.2 Environment Settings procedures".

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

Editing WebPages

Incorporate the Java™ applet for log collection into the HTML documents of each Web page that makes log collection. Both
of the following two related Web pages must be edited:

- Web page that calls a service

Web page that calls the CGI program of a service

For example, a Web page that executes searches when a keyword is given.
- Web page that receives results

Web page that receives results (displays results) from the CGI program.

For example, a Web page that displays search results.

Editing Web pages that call a service

Incorporate the Java™ applet (ResLogl.class) of data collection functionl into the HTML document of the Web page that
calls a service.

The following is a sample HTML document. URL in CODEBASE within the sample is described assuming that, like the
setting example in "4.1 Settings for Web Server", the physical path of the directory www under the installation directory is
registered as the alias "SQC".

In the following example, the Java™ applet (ResLog1.class) of the data collection functionl is called when the search button
is clicked.
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<lem o>

<I-- Response log collection page Sample (Part 1) -->
<l--->

<HTML>

<HEAD>

<TITLE> Search service page (sample) </TITLE>
</HEAD>

<BODY BGCOLOR=WHITE>

<o FFREARRxARx Systemwalker SQC (begin) -->
<APPLET NAME="ResLogl" CODEBASE="/SQC/classes"
CODE="ResLogl.class" ARCHIVE="reslog.jar" WIDTH=1 HEIGHT=1>
</APPLET>

<o FRREARRxER* Systemwalker SQC (end) ->
<CENTER><FONT COLOR=GREEN> Search service page(sample) </FONT></CENTER>
<BR><BR>

<FONT SIZE=5 COLOR=BLUE> Search service </[FONT>

<HR>

<FORM METHOD="post" ACTION="/cgi-bin/search.cgi">

Search key

<INPUT TYPE="text" NAME="key1" SIZE="25">

<BR><BR>

<INPUT TYPE="reset" VALUE="Reset">

<INPUT TYPE="submit" VALUE="Search" onClick="document.ResLogl.run()">
</FORM>

<HR>

<FONT COLOR=RED> Notes </FONT>

<p>

This site records and accumulates response reports of the search service. Results are used
exclusively to improve the search service. No violation of privacy is intended.

</P>
</BODY>
</HTML>

[Sample explanation]

Content Explanation
Blue character Description for incorporating data collection functionl
Path to be specified in URL of the storage directory of the Java™ class file of this product
CODEBASE
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The above sample is stored at the following storage location after installation.

[Windows]

Installation directory\sample\search_request_jp.html

[UNIX]

lopt/FISVssqc/sample/search_request_jp.html

Editing the Web page that receives results
Incorporate the Java™ applet (ResLog2.class) into the HTML document of the Web page that receives displays results.

The following is a sample HTML document. URL in CODEBASE within the sample is described assuming that, like the
setting example in "4.1 Settings for Web Server" the physical path of the directory www under the installation directory is
registered as the alias "SQC".

<le- >

<I-- Response log collection page Sample (Part 2) -->
<l-- >

<HTML>

<HEAD>

<TITLE> Search service page (sample) </TITLE>
</HEAD>

<BODY BGCOLOR=WHITE>

<o FFREARkxARx Systemwalker SQC (begin) -->
<APPLET CODEBASE="/SQC/classes"

CODE="ResLog2.class" ARCHIVE="reslog.jar* WIDTH=1 HEIGHT=1>
<PARAM NAME-=url VALUE="/SQC/cgi-bin/reslog.cgi">

</APPLET>

<o FFREARRxERx Systemwalker SQC (end) ->
<CENTER><FONT COLOR=GREEN> Search service page (sample) </FONT></CENTER>
<BR><BR>

<FONT SIZE=5 COLOR=BLUE> Search service </[FONT>

<HR>

<P>

Search result...

</P>

</BODY>

</HTML>
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[Sample explanation]
[Windows]

Content

Explanation

Blue character

Description for incorporating data collection function2

Path to be specified in
CODEBASE

URL corresponding to the following directory:

Installation directory\wwwiclasses

Path to be specified in
VALUE

URL corresponding to the following file:

Installation directory\www\cgi-bin\reslog.cgi

The above sample is stored at the following storage location after installation.

Installation directory\sample\search_result_jp.html

[UNIX]

Content

Explanation

Blue character

Description for incorporating data collection function2

Path to be specified in

URL corresponding to the following directory:

CODEBASE /opt/FISVswmag/wwwi/classes

Path to be specified in URL corresponding to the following file:

VALUE

lopt/FISVswmag/wwwi/cgi-bin/reslog.cgi

The above sample is stored at the following storage location after installation.

Jopt/FISVssqc/sample/search_result_jp.html

Notes on Web page editing

Use the identical string to specify URL in CODEBASE inside the APPLET tag of the Web page that calls a service and that
in CODEBASE inside the APPLET tag of the Web page that receives (displays) results. Note that, if the URL is not identical,
for example, if one URL is specified using a relative path and the other URL is specified using an absolute path, no response
log can be collected.

Operation after settings

If a Web page with the settings for this log collection is used, log collection is carried out in the sequence show below:

Target Operation description
1 | Webuser: | References URL of the Web page using the Web browser.
2 | Web user: | Executes a service (for example, a search service) that calls the CGI program.
3 | Web user: | Receives a result from the CGI program.
4 | Inside: The response log is collected and accumulated.
5 | Inside: The log is registered with the Usage DB by the Usage DB Registration Engine.
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Target

Operation description

Analyzer:

An analysis can be carried out and results can be displayed on the analysis
window.

The URL based response analysis and client based response analysis are
supported.

gn Note

If there is any error in the edited Web page, the response log cannot be collected. Before providing a Web page service,

carry out tests to make sure that the response log is actually collected.

9.1.6.2.3 Stopping log collection

To stop the response log collection, delete (or comment out) the lines added to the HTML document of the Web page that
start log collection. Delete such text from both the HTML page that calls a service and the HTML page that receives results.

To be deleted is the blue text in each HTML page as described in "9.1.6.2.2 Making settings for log collection". Once deleted,
no response log is collected and accumulated even if this Web page is referenced and a service is called.

9.1.6.2.4 Log format

A response log with one line of text is accumulated in the SQC extended log file in response to one piece of data sent from

data collection function2.

The format of one line is as follows. The field is delimited by one blank character.

1.Date 2.Type 3.Version 4.HostName 5.Path 6.Reserve 7.KeyData

No.

Field

Explanation

1.

Date

Time at the log is accumulated. This time is a local time on the installation
machine. Its format is as follows and blue characters are variable:

[dd/mon/yyyy:hh:mm:ss SHHMM]

The meaning of each field is as follows:

Field Meaning
dd Day
(01-31)
mon Month

("Jan","Feb" "Mar","Apr","May
" "Jun”,"Jul","Aug”,"Sep”,"Oct"
“Nov","Dec")

yyyy Christian era

(1970 -)
hh Hour

(00 - 23)
mm Minutes

(00 - 59)
ss Seconds
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No. Field Explanation

Field Meaning

(00 - 59)

S Flag of time difference with the
Coordinated Universal Time
(UTC)
("4,

HH Hour of time difference with the
Coordinated Universal Time
(UTC)
(00-)

MM Minutes of time difference with
the Coordinated Universal Time
(UTC)
(00 -)

2. Type Data type (code that indicates the log type)

The response log corresponds to "2".

3. Version Version level of the log format.

Currently only "1" for the response log.

4, HostName | (Web page user's) host name or IP address where the browser operates
5. Path Path to the HTML document of the Web page
6. Reserve Reserved

Currently always "0"

7. KeyData Response time (in milliseconds)

For the file name, capacity estimation, and SQC extended log file switching, refer to "9.1.6.3 SQC extended log file".

9.1.6.3 SQC extended log file

This subsection explains the SQC extended log file.

The SQC extended log file is created automatically by the SQC extended log collection when the SQC extended logs are
accumulated.

9.1.6.3.1 File name

Storage location
The SQC extended log file is stored under the following directory.
Directory for SQC extended log file
[Windows]

Variable file storage directory\extend-log\
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[UNIX]

Ivar/opt/FISVssqc/extend-log/

File name format

The SQC extended log file name has the following format. A new file name is created each time the SQC extended log file
is switched. Characters shown in blue indicate variables.

logyyyymmdd_nn

[Explanation of variable character g

Symbol Meaning

yyyy Year created (1970 -)

mm Month created (01 to 12)

dd Day created (01 to 31)

nn Serial number of the SQC extended log file among those log files created on the same
day (01 to 99)

9.1.6.3.2 Capacity estimation
The formula for estimating the capacity per day is as follows. Characters shown in blue indicate variables.

(Capacity perday) = (50 + A+B) *C

Symbol Meaning

A Average number of bytes of host name or IP address (of the Web page user) when the
browser is operating

Average number of bytes of path in HTML document of Web page

C: Average number of access to HTML document of Web page per day

9.1.6.3.3 Switching the SQC extended log file

To simplify work such as backup of the SQC extended log file, the SQC Extended Log Collection periodically creates a
new SQC extended log file (file name described in "9.1.6.3.1 File name": logyyyymmdd_nn) to change the accumulation
destination of the SQC extended log to a new log file. This is called "SQC extended log file switching."

SQC extended log file switching is performed in accordance with the settings in the Extended Log Environment Definition
File "ExtendLogConfig".

For details on how to set the Extended Log Environment Definition File, refer to "9.1.6.4 Setting an extended log environment
definition file".

9.1.6.4 Setting an extended log environment definition file

"Extended log environment definition file" is a file in which SQC extended log accumulation methods are defined. The
extended log environment definition file needs to be set before the SQC extended log is collected.

This setting is required only when the SQC extended log is collected.
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9.1.6.4.1 File storage location

The extended log environment definition file is a text file. Use a text editor such as Notepad to create and edit the file. The
file path is given below.

[Windows]

Variable file storage directory\control\ExtendLogConfig

[UNIX]

[etc/opt/FISVssqc/ExtendLogConfig

A sample of the extended environment definition file is prepared. Edit this sample to facilitate installation. This sample is
stored in the following directory.

[Windows]

Installation directory\sample\ExtendLogConfig

[UNIX]

lopt/FISVssqc/sample/ExtendLogConfig

The character code is as follows:

[Windows]

ASCII

[UNIX]

ASCII

9.1.6.4.2 Example of definition
A definition example of the extended log environment definition file is given below.

See "15.2.2 Extended Log Environment Definition File", in the online manual for details on setting the extended log
environment definition file.

01/3an/2001:00:00:00 +0900
[Log]

Logfilelnterval = week(sun)

01/Jan/2001:00:00:00 +0900

Logfilelnterval is used to define extended log file switching units. The meaning of each option is listed below.

<Option> <Meaning>

day Daily
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<Option> <Meaning>

week(...) Weekly

month(...) Monthly

For "Week," use the following value to specify the start point for a week in parentheses.

<Option> <Meaning>
sun Sunday
mon Monday
tue Tuesday
wed Wednesday
thu Thursday
fri Friday
sat Saturday

For "month," use the following value to specify the start point for a month in parentheses. However, the last day of the
month is specified if the start point is omitted.

<Option> <Meaning>

Integer number from 1 to 31 Day of the month

& Note

Before providing the Web page service to collect the SQC extended log, execute a test to confirm that the SQC extended
log is actually collected.

9.1.6.5 Setting a usage DB environment definition file
The Usage DB Environment Definition File defines the conditions for creating databases used to store various log data on
the Web services. The file also defines the conditions for creating usage DBs.

Definitions in the use trend DB environment definition file are required to analyze response reports by using the collected
SQC extended log.

Specify the analysis target log definition block for the SQC extended log in the use trend DB environment definition file.

For detail of the setting of a use trend database environment definition file, refer to *15.2.1 Usage DB Environment Definition
File".

The following shows a definition example.

[Windows]

[Server]
Symbol = PUBLIC

<-- omission -->
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[Log]

Symbol = WWW

<-- omission -->

[Log]

Symbol = Response

Name = ResponseLog

Path = "C:\SystemwalkerSQC\extend-log\log*"
Format = SQC-Extend

Region = +0900

[UNIX]

[Server]

Symbol = PUBLIC
<-- omission -->

[Log]

Symbol = WWW

<-- omission -->

[Log]

Symbol = Response
Name = ResponseLog
Path = "/var/opt/FJSVssqc/extend-log/log*"
Format = SQC-Extend
Region = +0900

Specify the following as the SQC extended log storage destination to be specified for Path.

[Windows]

Path = "variable file directory\extend-log\log*"

[UNIX]

Path = "/var/opt/FJSVssqc/extend-log/log*"

Specify "SQC-Extend" as the format.

Region uses a time difference from GMT (Greenwich Mean Time) to specify the region for the time.

9.1.6.6 Analysis using the usage analysis window

To analyze from the standpoint of response,specify the following in the usage analysis window.
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Item Contents specified

Analysis target server

Specify the server or group to be analyzed.

Analyzed data type

Response report

Analysis method

Specify one of the following:
- URL base
- Client host name base

- Client IP address base

Analysis period

Specify the analysis target period and its unit.

9.1.6.7 Analyzing response using the management server

By combining the management server on which Manager is installed and the managed server on which Agent for Business
is installed, you can analyze response reports on the managed server by using the management server.

The following explains how to analyze response reports on the managed server by using the management server.

Settings for the management server

Make the following settings on the management server:

1. Use "7.2.2.1 Registering a usage service" for the managed server setting in the environment settings to set the

management location for the use trend DB in "Management Server."

2. Define the managed server in the analysis target server definition block in the use trend DB environment definition

file.

Specify the following in the analysis target server definition block.

Iltem Setting contents

Symbol Specify the same symbol as that of the use trend DB environment
definition file of the managed server.

Name Specify the server name that is defined in the managed server setting
window for environment settings.

DatabaseMod | db

¢ To register in the use trend database the log information that is transferred
from the managed server and analyze it, specify that database.

Specify the following in the analysis target log definition block.

[Windows]
Item Setting contents
Path "<Variable file directory>\database\csv\<server directory>\e*.csv"

Format SQC-ExtCSV

Specify the CSV format extended log file as the recording format of the analysis
target log file.

-87 -




Item Setting contents

Region +0000

Specify no time difference as the region definition for the time data that is stored in
the analysis target log file.

[UNIX]
Item Setting contents
Path "<Variable file directory>/database/csv/<server directory>/e*.csv"

Format SQC-ExtCSV

Specify the CSV format extended log file as the recording format of the analysis
target log file.

Region +0000

Specify no time difference as the region definition for the time data that is stored in
the analysis target log file.

*1 The server directory is created with the name that is specified for Symbol in the analysis target server definition block
in the use trend DB environment definition file.

The following shows a definition example.

[Windows]

[Server]

Symbol = PUBLIC

<-- omission -->
DatabaseMode = db
[Log]

Symbol = WWW

<-- omission -->

[Log]

Symbol = Response
Name = ResponseLog
Path = "C:\SystemwalkerSQC\database\csv\PUBLIC\e*.csv"
Format = SQC-ExtCSV

Region = +0000

[UNIX]

[Server]

Symbol = PUBLIC
<-- omission -->
DatabaseMode = db
[Log]

-88 -



Symbol = WWW

<-- omission -->

[Log]

Symbol = Response

Name = ResponseLog

Path = "/var/opt/FJSVssqc/database/csv/PUBLIC/e*.csv"”
Format = SQC-ExtCSV

Region = +0000

By making the setting above, Web server log information is transferred from the managed server to the management server
and stored in the use trend DB of the management server.

Settings for the managed server
Make the following setting on the managed server.

1. Specify the operation that uses the CSV format log file as a use trend DB operation type in the analysis target server
definition block in the use trend dB environment definition file.

DatabaseMode = csv

The following shows a definition example.

[Windows]

[Server]

Symbol = PUBLIC
<-- omission -->
DatabaseMode = csv
[Log]

Symbol = WWW

<-- omission -->

[Log]

Symbol = Response
Name = ResponseLog
Path = "C:\SystemwalkerSQC\extend-log\log*"
Format = SQC-Extend

Region = +0900

[UNIX]

[Server]

Symbol = PUBLIC

-89 -



<-- omission -->

DatabaseMode = csv

[Log]

Symbol = WWW

<-- omission -->

[Log]

Symbol = Response

Name = ResponseLog

Path = "/var/opt/FJSVssqc/extend-log/log*"
Format = SQC-Extend

Region = +0900

2. The use trend DB registration engine outputs the CSV format extended log file to the following directory.

<Ihstalltion directaryfvariablel:

I£| — <databaser
I£|— LoEv
Il_|— <Server directory>®1)
Il_| - dt?wwmmdd_nnn.csv *2)

* <> indicates a directory.

(*1) The server directory is created with the name that is specified for Symbol in the analysis target definition

block in the use trend DB environment definition file.

(*2) The name variable (yyyymmdd_nnn) for the CSV format extended log file is given below. The year, month,

and date are when the use trend DB is switched (created).

yyyy Year (1980 or later)
mm Month (01 to 12)
dd Date (01 to 31)

nnn Serial No. (001 to 999)

When the setting above is made, a CSV format extended log file is created as a use trend DB for response report on the
managed server, and log information is transferred between the managed server and the management server.

Analyzing the managed server

Trend Viewer of the management server is used to analyze the managed server log on the management server.

9.1.7 If you would like to analyze user types

This section explains how to make analysis focused on the types of users who access the Web sites.
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Analysis focused on users enables the following information to be recognized and utilized for Web site operation.
- Which users often access membership sites?

- Which companies often access Web sites?

9.1.7.1 Specifying users
Systemwalker Service Quality Coordinator identifies users as follows:
- ldentifying users by user name authenticated on the Web server
If authentication is performed on the Web server, authorization user names can be used as a key for analysis.
- ldentifying users by IDs set in a cookie

If authentication is performed on the Web server using CGl, no information about authorized users is output to the Web
server log. You can perform analysis that identifies users by setting user names authenticated by CGI in a cookie.

If authentication is not performed by CGI, you can perform analysis that identifies users by setting for Cookie an
identifier that identifies the user on each page of the Web service.

- ldentifying users by client host

When the Web server performs no authentication, such as that by the service that publishes information, and no
information is set in a cookie, then users can be identified by the client host.

For the identification of users by client host, the ID address and host name of the client is used.

QJT Note

For analysis to identify users, content must be created such that authentication is performed or a cookie is set reliably when
the Web service to be analyzed is used. If a page in the Web service is accessed directly without authentication or Cookie
settings, then analysis that identifies users cannot be done.

Analysis that identifies users with an ID set in a cookie cannot be done if the user blocks cookies with a browser setting. In
such a case, analysis that identifies users by client host can be used.

Note that in analysis in which users are identified by client host, different users are handled as the same client host in the
following cases:

- IP addresses are allocated dynamically by DHCP (for example, ISP is used to connect).

- Access is via a proxy server (for example, corporate users connecting from behind a firewall).

9.1.7.2 Environment settings

The following environment settings are required to analyze what kind of users visits the Web sites:

- Setting a Web server log output

- Setting a usage DB environment definition file

9.1.7.2.1 Setting a Web server log output

To analyze what kind of users visited to the Web server, the Web server must be set so that information about the users is
output to the Web server log.
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- ldentifying users by user name authenticated on the Web server
Information about the user names that are authenticated by the Web server is output to the Web server log.
If the information is not output, set the Web server so that it is output to the Web server log.

- ldentifying users by IDs set in a cookie

If authentication is performed on the Web server using CGI, and user names authenticated by CGI are set in a cookie,
set the Web server so that the cookie information is output to the Web server log.

The following gives a setting example for the Web server.

[Windows]
- Microsoft(R) Internet Information Services 6.0
1. Chose from the [Start] menu as shown below to start Internet Service Manager.
[Start]
-> [Programs]
-> [Management tool]

-> [Internet Service Manager]

;n Note

If the environment is not as shown above, perform operation appropriately for the environment.

2. Set extended log properties.

Point the mouse to the Web site for which extended log properties are to be set, then display the extended
log property setting window.

Check the following and press the [Complete] button.
Cookie ( cs(Cookie) )
3. Save the Web server log.

If the information to be output to the log is changed in the extended log property setting window, the log
output format is changed.

g:n Note

Because the new log output format is defined for Systemwalker Service Quality Coordinator, it differs from
the prechange log output format, causing an analysis error. Therefore, save and delete the prechange log.

- Apache
[Windows]
1. Chose from the [Start] menu as shown below and open the configuration file.
[Start]
-> [Programs]
-> [Apache Web Server]
-> [Management]

-> [Edit Configuration]
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Qn Note

If the environment is not as shown above, perform operation appropriately for the environment.

2. Set the log output format.
Add the lines shown below to the log-related definition part.

The following gives an example when cookie information output definitions are added to the common format,
a default log format.

#CustomLog logs/access.log common * Define this line as a comment.
CustomLog logs/access.log "%h %l %u %t \"%r\" %>s %b %{cookie}i"

& See

© 0000000000000 00000000000000000000000000000000000000000000000000000000000000S0

Refer to the Apache manual for details.

© 0 00000000000000000000000000000000000000000000000000000000000000000000000000S

3. Reflect the settings.

Save by overwriting and quit the editor. If the Apache HTTP server is active, shut down and reboot it.

[UNIX]
1. Use the editor to open the configuration file.
2. Set the log output format.
Add the lines shown below to the log-related definition part.

The following gives an example when cookie information output definitions are added to the common format,
a default log format.

#CustomLog logs/access_log common * Define this line as a comment.
CustomLog logs/access_log "%h %Il %u %t \"%r\" %>s %b %{cookie}i"

& See

© 0000000000000 00000000000000000000000000000000000000000000000000000000000000S0

Refer to the Apache manual for details.

© 0 00000000000000000000000000000000000000000000000000000000000000000000000000S

3. Reflect the settings.

Save by overwriting and quit the editor. If the Apache HTTP server is active, shut down and reboot it.

- ldentifying users by client host
Normally, information about the client hosts is output to the Web server log.

If the information is not output, set the Web server so that it is output to the Web server log.

9.1.7.2.2 Setting a usage DB environment definition file

Set "Format" that is defined in the analysis target log definition block in the use trend DB environment definition file, based
on the user identification method.

- ldentifying users by user name authenticated on the Web server

Specify tokens (c-user) for Format, based on the Web server log output format.
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- Identifying users by IDs set in a cookie

Specify tokens (c-cookie) for Format, based on the Web server log output format. When the tokens (c-cookie) are
specified, define the cookie format according to the contents that are output as cookie information.

The following gives a definition example.
Output format of Web server log cookie information

"1D001;20020401" (ID001: user name)

[Server]

Symbol = PUBLIC
<-- omission -->
[Log]

Symbol = WWW
<-- omission -->

Format = "s-time{yyyy-mm-dd HH:MM:SS} c-host s-method s-url s-status s-bytes \"c-
cookie{id;*\""

<-- omission -->

- ldentifying users by client host

Specify tokens (c-host) for Format, based on the Web server log output format.

9.1.7.3 Analysis using the usage analysis window
Specify analysis methods in use trend analysis window, based on the user identification method.

- ldentifying users by user name authenticated on the Web server

Specify "Authenticated user name base™ as an analysis method in the use trend analysis window.
- ldentifying users by IDs set in a cookie

Specify "Access ID base" as an analysis method in the use trend analysis window.
- ldentifying users by client host

Specify "Client host name base" or "Client IP address base™ as an analysis method in the use trend analysis window.

The following shows the window for analysis with users identified by client host.
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9.1.8 If you would like to make analysis in subnetwork units

This section explains how to analyze the usage trend in a subnetwork unit (or a section unit). For example, which content
is accessed by persons in which section, where the network is divided by section at the in-house Web site.

You can grasp the following information by analysis from the standpoint of the usage trend in the unit of subnetwork and
utilize it for Web site operation.

- Which content is accessed by persons in which section?

- Analysis of accesses from two categories:one from in-house and the other from outside the company

9.1.8.1 Environment settings
The following environment setting is required to make analysis in subnetwork units.

- Setting for option definition file

9.1.8.1.1 Setting an option definition file

Each subnetwork to be analyzed is defined in the subnetwork-unit analysis definition block in the option definition file.

See

For information about the storage location of the Option Definition File refer to *15.2.3.1 File storage location".

The following gives an example where subnetworks are defined as listed below for analysis.
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Subnetwork range

Subnetwork name

192.168.0.1 to 192.168.0.255

General affairs department

192.168.1.1 to 192.168.1.127

Sales department |

192.168.1.128 t0 192.168.1.255

Sales department 11

192.168.2.1 to 192.168.2.255
192.168.5.1 t0 192.168.5.255

Manufacturing department

In the above case, the definition of the subnetwork-unit analysis definition block in the option definition file is as follows:

[SubnetName]
192.168.0.1-192.168.0.255=General_affairs_department
192.168.1.1-192.168.1.127=Sales_department_|
192.168.1.128-192.168.1.255=Sales_department_II
192.168.2.1-192.168.2.255=Manufacturing_department

192.168.5.1-192.168.5.255=Manufacturing_department

2 See

© 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000S

For the details about the setting, refer to "15.2.3.3 File internal format (analysis definition block for each subnetwork)".

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

9.1.8.2 Analysis using the usage analysis window
Open the use analysis screen as follows:
Click the [Trend Viewer] button on the [Web Site Management] window.
->Select the agent to be analyzed on the [Trend Viewer-Agent selection] window then click the [OK] button.

In the [use analysis] screen, analysis target server, analysis data type and analysis method can be selected. Here, select the
"Subnet" as the analysis method.

The subnet definition block of the Option Definition File is effective in the [use analysis] screen as soon as it is defined.

The following shows the window for analysis on the subnetwork base.
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The information in the subnetwork-unit analysis definition block that is defined in the option definition file becomes valid
from postdefinition analysis. This information enables subnetwork-unit analysis, including the information that has already
been registered in the use trend DB.

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

9.1.9 If you would like to make analysis with specific subnetworks
excluded

The use trend of the Web site for outside the company may be analyzed. In this case, however, because access from in-
house for maintenance is also recorded in the Web server log, you would like to exclude such accesses to analyze the usage
trend from the standpoint of general users.

This section explains how to analyze with specific internal subnetworks (IP address groups) excluded.

By analysis excluding accesses from the specific subnetworks, you can grasp the following information and utilize it for
the Web site operation.

- How many times do general users access?

- Which content do general users often visit to?

9.1.9.1 Environment settings
The following environment setting is required to make analysis excluding specific subnetworks.

- Setting for option definition file
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9.1.9.1.1 Setting an option definition file

Define the subnetworks that you want to exclude from the analysis targets in the specific subnetwork analysis exclusion
definition block in the option definition file.

2 See

© 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000S

For information about the storage location of the Option Definition File refer to "15.2.3.1 File storage location".

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

The following gives an example of analysis excluding the following subnetworks.

Exclusion target subnetwork range

192.168.0.1 to 192.168.0.255

192.168.2.1 to 192.168.2.255

In the above case,the definition of the specific subnetwork analysis exclusion definition block in the option definition file
is as follows:

[SubnetExcepted]
192.168.0.1-192.168.0.255
192.168.2.1-192.168.2.255

Qn Note

The contents that are specified in the specific subnetwork analysis exclusion definition block in the option definition file
become valid when the use trend DB registration engine is started next.

Out of these contents, the information that has already been registered in the use trend DB does not become valid.

2, See
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For details about the settings, refer to "15.2.3.4 File internal format (definition block with analysis of a specific subnetwork
omitted)".
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9.1.9.2 Analysis using the usage analysis window

The specification in the specific-subnetwork analysis exclusion definition block is processed by the usage DB register engine.
So the analysis result before the definition is made remains the same as this function is not used.

Analysis using the use trend analysis window excludes access from the subnetworks that are specified in the specific
subnetwork analysis exclusion definition block in the option definition file.

Qn Note

Out of the contents that are specified in the specific subnetwork analysis exclusion definition block in the option definition
file, the information that has already been registered in the use trend DB does not become valid.
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Therefore, if a period that extends to before the definition setting is selected, access from the subnetworks that are specified
in the specific subnetwork analysis exclusion definition block is included for analysis.

9.1.10 If you would like to make analysis with specific URLs excluded

The use trend of a Web site may be analyzed. In this case, however, because access to the URL (content) for maintenance
is also recorded in the Web server log, you would possibly like to exclude such access to analyze the use trend paying
attention to the content for general users.

This section explains how to make analysis, excluding access to a specific URL.

Analysis excluding access to a specific URL enables the following information to be recognized and utilized for Web site
operation.

- How much access to the content for general users, excluding access to the URL for maintenance is made?

9.1.10.1 Environment settings
The following environment setting is required to make analysis excluding access to a specific URL.

- Setting for option definition file

9.1.10.1.1 Setting an option definition file

Define the URL that you want to exclude from the specific URL analysis exclusion definition block in the option definition
file.

2, See

© 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000S

For information about the storage location of the Option Definition File refer to "15.2.3.1 File storage location".
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The following explains how to make analysis excluding access to the URL that Systemwalker Service Quality Coordinator
uses on the managed server for processing.

URL to be excluded

/SQClcgi-bin/dbtrans.cgi

/SQC/cgi-binfwmAgtMibGet.cgi

/SQClcgi-bin/wsIimget.cgi

In the above case,the definition of the specific URL analysis exclusion definition block in the option definition file is as
follows:

[URLExcepted]
/SQClcgi-bin/dbtrans.cgi
/SQCl/cgi-binflwmAgtMibGet.cgi

/SQClcgi-bin/wsimget.cgi
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Qn Note

The contents that are specified in the specific URL analysis exclusion definition block in the option definition file become
valid when the use trend DB registration engine is started next.

Out of these contents, the information that has already been registered in the use trend DB does not become valid.

2, See

© 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000S

For details about the setting, refer to "15.2.3.5 File internal format (definition block with analysis of a specific URL omitted)
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9.1.10.2 Analysis using the usage analysis window

The contents that are specified in the specific URL analysis exclusion definition block in the option definition file are
processed when the use trend DB registration engine is running. Therefore, analysis using the use trend analysis window
becomes useless.

Analysis using the use trend analysis window excludes access to the URL that is specified in the specific URL analysis
exclusion definition block in the option definition file.

4}1 Note

Out of the contents that are specified in the specific URL analysis exclusion definition block in the option definition file,
the information that has already been registered in the use trend DB does not become valid.

Therefore, if a period that extends to before the definition setting is selected, access to the specific URL that is specified in
the specific URL analysis exclusion definition block is included for analysis.

9.2 Notes

This section includes notes to assist you when using the analysis window.

9.2.1 Date and time

In the analysis window, the current date and time are determined based on the client machine date and time (including the
year, month, and day).

For example, in the initial window immediately after starting the analysis window, the "Summary" window of the week:
day unit including the current year, month, and day is displayed. "Current" in this case means the current date and time on
the client machine.

9.2.2 Operation when moving to other URL

If the Web browser used to operate the analysis window is moved to another Web page (URL), the analysis window
terminates.

If the Web browser returns to the analysis window Web page as a result of using Back or Next on the Web browser, the
analysis window is restarted. In this case, settings and the standard mode in the Setup page do not store the former states,
just as in the case where the analysis window is terminated and then restarted (Default values are set).
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9.2.3 Extension name display

The display of the extension name depends on the final qualifier in the URL name. The following table lists the details:

Final qualifier of URL Displayed extension name
If the URL name is a.html html
If the URL name is a.gif gif
If the URL name is a.GIF GIF
If the URL name has no extension <FILE>
If the URL name is a directory name <DIRECTORY>
If the URL name is a domain name of the server | <HOMEDIRECTORY>
If the pathname cannot be obtained <NOTHING>

9.2.4 Host name/IP address display when DNS conversion is not
possible

If "SearchDNS=yes" is specified in the Usage DB Environment Definition File, host information (host name or IP address)
for the client stored in the analysis target log is DNS-converted. If, however, the conversion fails for some reason, the display
is as listed below:

Host information of the | DNS conversion | Displayed host name Displayed IP
client stored in logs address
IP address Success Host name IP address
Failure IP address IP address
Host name Success Host name IP address
Failure Host name Host name

9.2.5 Handling of the URL name to be analyzed

The URL name of the log file to be analyzed is analyzed faithfully. That is, uppercase and lowercase characters of the string
contained in the URL name are distinguished and handled as different URL names.

9.2.6 Notes on selecting the URL based breakdown from the analysis
method box

If you select the URL based breakdown from the analysis method box, only the URL names corresponding to the extensions
specified in "RequestURLSuffix" of the Usage DB Environment Definition File are displayed.

9.2.7 Notes on selecting the URL extension based breakdown from
the analysis method box

If you select the URL extension based breakdown from the analysis method box to execute advanced analysis based on
URL, and the extension for advanced analysis is not specified in "RequestURLSuffix" of the Usage DB Environment
Definition File, the extension excluded from analysis and "No data in this period" is displayed.

9.2.8 Notes on displaying analysis results of mass log data

If you select the year unit from the period unit box and display analysis results of mass log data, it may take some time
before the analysis window is displayed.
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Chapter 10 Monitoring for Tampering with Web
Contents

The system administrator can use the Contents Tampering Monitor to automatically monitor tampering with Web Contents
(hereafter simply referred to as contents) and receive messages if tampering is detected.

This chapter explains how to use the Contents Tampering Monitor.

10.1 Overview of Monitoring

The figure below shows an overview of tamper monitoring. The Contents Administrator registers content information for
the Management Server ((1) in the figure) and then uploads the contents to the Web Server ((2) in the figure). The Contents
Tempering Monitor, based on the registered content information, checks the contents on the Managed Server ((3) in the
figure) and, if tampering is detected, notifies the System Administrator of the event through e-mail ((4) in the figure).

Web Server

Manzged Server

ey

%)
Check of tamper
(2
4} Upload of contents
Motify of detected tamper
Management Server
System Administrator

(1

Register of contents information

Contens Admimstrator

The figure below shows the internal operations of the Management Server, Managed Server and Contents Administrator's
machine. The yellowish portions in the figure show the components of the Contents Tampering Monitor. The operation at
(1) in the figure, which is caused when the Contents Administrator executes the Contents Publish Notifier, stores Contents
Original Snapshot in the Snapshot DB. The operation at (3) in the figure, which is caused by periodical activation scheduled
on the Management Server, compares the Web Contents (snapshot) and Contents Original Copy (shapshot in the Snapshot
DB) for inspection. The operation at (4) in the figure is caused when tampering is detected in the operation at (3).
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Svstem Administrator
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4
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HTTP
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contents information

Contents
Original
Copy

Contents Publish
Hotifier

HTTP

[ Canman d)

(2)
Upload of
contents

Contents Administrator

The Snapshot Collecting Program (CGI) is a component installed together with Agent for Business. For this reason, Agent
for Business must be installed on the Managed Server to be monitored.

Snapshots are generated based on the binary of the content, so if, for example, code conversion is performed using the
operation in step 2 above, a discrepancy will arise between the registered binary for the content original and the binary for
the public content, and tampering will be detected.

In order for tamper monitoring to operate correctly, take care during the operation in step 2 of the figure above to ensure
that no discrepancy arises between the registered binary for the content original and the binary for the public content.

E’ Point
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"17.1.3 Tampering inspection program " are record and sent as follows:

Action Statement window"

Solaris version).

Tamper detection is recorded in the Send Log Path

A tamper detection message is sent to the Alert E-mail Address and CC

The operating status is recorded in the Contents Tampering Monitor. The record can be referenced through the "13.1.6

A tamper detection message is recorded in the system log (event log under the Windows version or syslog under the

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE
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E) Point
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- The Contents Tampering Monitor has a function that can correctly distinguish negligence from tampering even if the
Contents Administrator forgets to perform the operation at (2) in the figure after the operation at (1). However, the
function cannot distinguish operations correctly if they are performed in reverse order (operation (1) after operation
(2)). Also, the function cannot distinguish correctly if operation negligence continues.

- The load on the Web Server is only snapshot collection for contents (minimum load).

- Because of a configuration for remote monitoring from the Management Server, even multiple Web Servers can be
monitored in a batch.
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The following sections explain the tamper monitoring procedures based on the figure right above.

10.2 Environment Settings

Set up the environment as follows:

1. Set up the environment for sending tamper detection alert (e-mail).

This section explains how to set up the environment shown below as an example.

Environment of sending E-mail (Example)

SMTP Server: mailserver.aaa.bbb.ccoc.com

sender szaclaaa.bbb.coo.com

Managed Serwer

WManzgemant Server Web
Contents
-+
] (3)
Hotify of Check of
detected tanper tanper
Tarper Checking Snapshot Collect ing
_— L
1 Program . Program
SHTP HTTP )
Svstem Administrator
Snapshot
] ]
Snzpshot Registering (21
Program Upload of
(LG contents

Contents
Original
Copy

n
Fegistar of
contents information

Contents Publish
Hotifier
HTTP [ Canman d) Contents Administrator

- 10.2.1 Setting the send environment for tampering detection reports
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10.2.1 Setting the send environment for tampering detection reports

Open the Environment Properties window as follows:

13.1 Viewing the Environment Settings Window -> 13.1.1 Contents Tampering Monitor window (menu window) ->13.1.5
Environment Properties window

To implement the case of the previous example, set data as shown below and click the [OK] button

; Systemwalker Service Quality Coordinator En¥ironment Properki - IEllil

0
FUJITSU

Systemwalker
Service Quality Coordinator

Environment Properties

SMITE zerver

Host Mame Imailsewer.aaa.bbb.|:|:|:.|:|:|m

sender E-mal Address Issqc@aaahbb.ccc.cum

Ik | Reset | Cancel |

[

1% See

For details of the window, refer to "13.1.5 Environment Properties window."
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10.3 Registering Monitoring Requirements

Register monitoring requirements as follows:

1. Specify the content publish location.
2. Specify the tamper checking frequency.

3. Specify the tamper detection notification destination.

This section explains how to register monitoring requirements for the following, as an example.
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Location of Web Contents (Example)

RL : http:/fwww.zaa.bbb.coe.con/
Local Path: fvar fwww/public
Opt ian : Maonitaring of all under it

T

Destination of Tamper Hotification (Example)

Dest ination : manager 18aaa. bbb .coc.com
Dest ination of Copy: manager?Baaa.bbb.cococ.con
Logfile of sending : DEFAULT

Managed Servar

Manzgement Server Web

Contents
1__"\'

(4 (2
> Hotify of Check of
detected tamper tamper
= Tamper Checking Snapshot Collect ing
,_?’: 4_- Program -_h Program
\ SHTP HTTP (6D
System Administrator
Snapshot
DE

Frequency of checking (Example)

Snapshot Registering 2
Program UHCE pEF an huur Upload of
(e c] ] contents

4

Contents
Original
Copy

(1
Register of
contents information

Contents Publish
Hotifier
[ Command) Contents Adminiztrator

HTTP

E’ Point
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If there are two or more Contents Administrators, the monitoring requirements should be registered for each Contents
Administrator. This enables each tamper detection alert to be sent to the right administrator.

If monitoring requirements are registered by the level of importance of contents, the tamper checking frequency can be
varied with the level of importance.

© 0000000000000 00000000000000000000000000000000000000000000000000000000000000000600000000

10.3.1 Specifying a content publish location

Open the Tamper Monitor URL Entry window as follows:

13.1 Viewing the Environment Settings Window ->13.1.1 Contents Tampering Monitor window (menu window) ->13.1.2
Tamper Monitor URL Entry window

To meet the previous example, set data as shown below:

- 106 -



a Systemwalker Service Quality Coordinator Tamper Monitor URL Entry - Micr:

=%
FUJITSU

- Systemwalker
Service Quality Coordinator

. Publ ished UHL
Tamper Monitor URL Eniry o '
Tamper Monitor TTEL httpff |www.aaa.bbb.n:u:n:.n:om -
Llode inchide under the directory
Frecuency & Once dailly ® Once howrly

Tamper Montor directory
Alert E-mail Address

I,.‘\far,.ﬁnwm,.’publiu: \

| A\

ole | N\
Zend Log Path I \
08 I Reset | Cancel |
Locat ion (Local Path) of the URL
Monitoring of all contents under in the ¥eb Server machine
the URL

24, See

Please refer to "13.1.2 Tamper Monitor URL Entry window" about the details of a screen.

g._q Note

The behavior in step 3 of the figure in "10.3 Registering Monitoring Requirements" is performed on the managed server
information (the URL for the agent) that matches the host information for the URL set up here.

The host information of the URL specified here should be the same as the host information of the agent URL specified in
the managed server information.

- If a host name is set in the host component of the agent URL of the managed server, a host name should also be set in
the host component of this URL.

- If an IP address is specified in the host component of the agent URL of the managed server, an IP address should also
be set in the host component of this URL.

Note also that because only one IP address can be specified for a single managed server, in the case of a name-based virtual
site, only one virtual site can be monitored using a single IP address.

Make sure that the host information for the URL set up here matches the host information for the URL of the agent in the
managed server information. The part of the managed server information that needs to be checked has been circled in red
in the screen shot below.
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| 3 FUJITSU Systemwalker Servics Quality Coordinator Managsd Server Infs =10

=)
FUJITSU

Systemwalker
Service Quality Coordinator

Managed Server Information

- Basic information

Herver name |wmw.aaa.hhh.ccc.cnm
IP addtess |1|:|,|:|,|:|,35
Subnet mask |255.255.255.0

7 Prowy Server

If the proxy server check box 15 selected, commmuucation betareen the manager and agent 15

performed via the proxy server.
Specify the proxy server address and port below, otherarise, the defanlt proxy server defined
i the Management Server settings window 15 used.

Address I
Fort I—

- Attributes of Managed Sexver

W' Service Quality Coordinator A gent

Server where the Agzent is mstalled.

Agent TRL %@Wﬂaa.hhh.ccc.mmﬂﬂc

*Example:"http SHOST[PORTFALIAZM

Ik Reaetl Cancell

[

10.3.2 Specifying an execution frequency for tampering inspection

To implement the case of the previous example, make an additional setting as shown below:
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3 systemwalker Service Quality Coordinator Tamper Monitor URL Enktry - Micros

=101 ]

Tamper Monitor directory
Alert E-mail & ddress

CC

wend Log Path

O
FUJITSU
Systemwalker
Service Quality Coordinator
Tamper Monitor URL Entry
Tamper Montor TTEL http A Imw.aaa.bbb.ccc.com
Mode ¥ include under the directory
Frequency " Once daily F\OHEE hourly

|Avarfwwpublic \

| \

| \

| \

QK I Reset | C}‘ncel |

Checking once per an hour

QT_!.L See

- Normally, it is enough to perform tamper checking once an hour. If needed, however, the tamper checking interval can
be shortened. For more information about this, refer to "13.3.1 If you would like to make tampering inspection with a

shorter interval”.

- Tamper checking can also be performed at optional points. For more information about this, refer to "13.3.2 If you
would like to make tampering inspection at an optional time".

10.3.3 Specifying a tampering detection reporting destination

To implement the case of the previous example, make additional settings as shown below:
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3 systemwalker Service Quality Coordinator Tamper Monitor URL Enkry - Micro

=101 ]

o
FUJITSU

Systemwalker

Service Quality Coordinator
Tamper Monitor URL Entry

K I F{ese\l Cancell

Logfile of zending

(If no path is specified. a default path is selected.)

Tamper Mdomtor TEL http A Imnwr.aaa.bbb.cu:c.cum
Mode ¥ include under the directory Dest inat ion of Tamper Motification
Frequency ' Onee daly & Once hourly / Dest imation of its copy
Tamper Montor directory INarM'm\.f,#public /j
Alert E-mail Address Imanageﬂ {@aaa bbb coocom /7 /

oo |managerZ@aaabbb.ccc.cum -

Zend Log Path I \

[

This ends basic settings. Click the [OK] button.

_E] Point

The user can check the following to make sure that the settings are correct (when the data specified for "Tamper Monitor
URL" indicates a directory):

> w0 D

o

Prepare dummy content.
Register dummy content information by referring to "10.4.2 Notifying content publish (contents administrator job)".
Upload the dummy content to the Web Server.

Perform tamper checking by referring to "13.3.2 If you would like to make tampering inspection at an optional
time".

Delete the dummy content on the Web Server.

Perform tamper checking again by referring to "13.3.2 If you would like to make tampering inspection at an optional
time".

Open the "13.1.6 Action Statement window" to check that the deletion of the dummy content was detected. If it was
detected, the specification of the content publish location is correct.

Check that e-mail reached the tamper detection alert address. If e-mail indicating the deletion of the dummy content
reached, the specification of the tamper detection alert notification destination is correct.
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9. Delete the registration of the dummy content information by referring to "10.4.2 Notifying content publish (contents
administrator job)".
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10.4 Regqistering Contents

Register contents according to the following procedure:

1. Distribute a Contents Publish Notifier.
2. Notify contents publish (contents administrator job)

This section explains how to make settings for the following case as an example.
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Location of Web Contents (Example)

IRL :http:/ www . aaa.bhb.coo.con/
Local Path: AvarZwew/public
Detion : Monitoring of all under it

(Example)
IP Address : 10.0.0.35
Part Mumher: 80

Managed Serwver

Manzgement Serwver Web

Contents
1——‘-‘]

(4] (3)
*Cﬁnﬂ Wotify of Check of
| detected tamper tamper
A Tamper Checking Snapshot Collect ing
h- Frogram -ﬁ Program
SHTP HTTP (557
Swstem Administr ator
Snapshot
OB
Snapshot Register ing [z
Program Upload of
(GG contents
Contents
Orig ina |
Copy
(1
Regizter of

E’ Point

contents information

Contents Publ ish y
Hotifier Contents Administrator
HTTP [ Camran d))

/

Location of Contents Original Copy (Example)
C:vOriginalHTHLY index.htm|

(correspond to htte:/fwew .aaa.bbb.coc.comdindex - html)
CeyvOrigina lHTMLY imazehmark.zif

(correspond to http://wew.aaa.bbb.coc.comfinaze/mark.gif)
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Contents that are possibly tampered are home pages and other frequently accessed pages. Narrowing the tamper checking
targets to these contents can minimize the load on the Web Server and enables effective tamper monitoring.

© 0000000000000 00000000000000000000000000000000000000000000000000000000000000000600000000
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10.4.1 Distributing a content publish notifier

Before the Contents Administrator registers contents information, the System Administrator must distribute a Contents
Publish Notifier (MpupdtCntnts command) to the Contents Administrator. For the location of the notifier to be distributed,
refer to "18.1.1.1.1 MpupdtCntnts command location".

L:n Note

For distribution, select the proper component for the platform used by the contents administrator.

10.4.2 Notifying content publish (contents administrator job)

Before registering contents information, the Contents Administrator must receive a Contents Publish Notifier (MpupdtCntnts
command) from the System Administrator. The following explanation is based on the following work environment of the
Contents Administrator.

- Platform: Windows
- MpupdtCntnts command storage directory: C:\Tool

To implement the case of the previous example, enter the command at the command prompt as shown below. For the
MpupdtCntnts command specifications, refer to "18.1.1.1.2 MpupdtCntnts command specifications".

C:\> Tool\MpupdtCntnts -m 10.0.0.35 -p 80 -u http://www.aaa.bbb.ccc.com/index.html -f C:
\OriginalHTML\index.html

Update complete

C:\> Tool\MpupdtCntnts -m 10.0.0.35 -p 80 -u http://www.aaa.bbb.ccc.com/image/mark.gif -f C:
\OriginalHTML\image\mark.gif

Update complete

E) Point
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In the above example, the MpupdtCntnts command is entered for each piece of content. Contents can be registered in a batch
if a content list file is created. For more information, refer to 18.1.1.1.2 MpupdtCntnts command specifications
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IChapter 11 Analyzing Web Site Usage

This chapter explains how to use the Web site's Trend Viewer.

11.1 Usage DB Engine

This section gives an outline of each Usage DB engine of Trend Viewer and briefly explains its operations.

11.1.1 Usage DB Registration Engine

11.1.1.1 Outline

The Usage DB Registration Engine registers with the Usage DB the logs related to the Web site and Proxy server running
on the system on the installation machine.

The Usage DB Registration Engine references various logs periodically, to fetch differences between the old and new
portions of data required for update, and stores them in the Usage DB.

Loga

D otabase
Extract Database Store
-_—8 Registration -_—8
Enjine

11.1.1.2 Start operation
To carry out an analysis, the log data related to the Web service must be registered with the Usage DB in advance.

To support additions of various logs, a setting must be made such that the Usage DB register engine is started periodically
to register additions of logs with the Usage DB one by one.

This setting is not done in the installation. So in order to use the Usage Analysis Function, start operation must be set. The
method is explained as follows.

Starting the service

[Windows]

The Usage DB Registration Engine is a service (name: "Systemwalker SQC dbregsv") that is accessed using the Services
dialog via Windows' Control Panel on the installation machine. The service is registered during installation, and operates
at each starting time set then.

To carry out an analysis, this service must be started in advance in the following manner:

Log in with the account with Administrator authority and "Start" this service (name: "Systemwalker SQC dbregsv") in the
Services dialog accessed from Windows' Control Panel.

[UNIX]

The Usage DB Registration Engine is operated at each starting time set during installation with the command (dbregmng
command) started by the clock daemon (Solaris:cron/Linux:crond).
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Registration with the clock daemon is the following procedure:
1. Login
Log in as a superuser.
2. The crontab file editing and reflection
Use the crontab command to register the startup definition of the Usage DB Registration Engine in the crontab file.

The following is an example of using the crontab command:

# crontab -e

If the above command is executed, the editor is started so that the crontab file can be edited. For example, add the
following startup definition to start at the 15th minute of each hour.

# FISVssqc

15 * * * * [opt/FISVssqc/bin/dbregmng

Save the edited contents and terminate the editor. Changes are automatically reflected in the clock daemon.

11.1.1.3 Stop operation

Perform the following operation to stop the Usage DB Registration Engine.

& Note

If the Usage DB Registration Engine is stopped, data can no longer be registered with the Usage DB.

Stopping the service

[Windows]

To stop the Usage DB Registration Engine and to suspend the Web service analysis temporarily, stop the Usage DB
Registration Engine in the following manner:

To stop the Usage DB registration service, log in with the account with the Administrator authority and then "Stop" this
service (name: "Systemwalker SQC dbregsv") in the Services dialog accessed from Windows' Control Panel.

E’ Point
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If the Startup type of the service is "Automatic" the service is automatically "started" when the installation machine is
restarted.

If the service should remain stopped after restarting the installation machine, change the service's Startup type to "Manual".
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[UNIX]
To stop the Usage DB Registration Engine and to suspend the Web service analysis temporarily, do the following procedure:
1. Login
Log in as a superuser.
2. The crontab file editing and reflection

Use the crontab command to disable (comment out) the startup definition of the Usage DB Registration Engine in the
crontab file.

The following is an editing example:
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# crontab -e

If the above command is executed, the editor is started so that the crontab file can be edited. For example, disable the
startup definition as shown below:

# FJSVssqc

#15 * * * * Jopt/FISVssqc/bin/dbregmng

Save the edited contents and terminate the editor. Changes are automatically reflected in the clock daemon.

11.1.1.4 Start up time

Usage DB register engine's start time is in 15 minutes each hour by default.

Do the following if the start time and the period between start should be changed.

[Windows]

1. Open the definition file by notepad or other text editor. The path is as follows:

<installation directory (variable)\control\Config

2. Edit the [DatabaseRegisterEngine] section.
For example, once a day, start at 12:00 can be defined as follows:

[DatabaseRegisterEngine]

start = day(12:00)

Specify the start time in the "start". The following are the options.

<Option> <Meaning>

hour(MM) every hour

day(HH:MM) | every day

The token "MM" and "HH" is the start time, and can be specified with the following value:

<token> <value>
HH 00-23 integer(hour)
MM 00-59 integer(minute)

3. Save the content and close the editor.

4. Restart the usage DB register engine service.

For the method to restart, refer to “11.1.1.3 Stop operation " and "11.1.1.2 Start operation".
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[UNIX]
1. Login
Log in as a superuser.
2. The crontab file editing and reflection
Use the crontab command to register the startup definition of the Usage DB Registration Engine in the crontab file.

The following is an example of using the crontab command:

# crontab -e

If the above command is executed, the editor is started so that the crontab file can be edited. For example, add the
following startup definition to start at once a day and 12:00.

# FJSVssqc

00 12 * * * Jopt/FISVssqc/bin/dbregmng

Save the edited contents and terminate the editor. Changes are automatically reflected in the clock daemon.

11.1.1.5 URL extensions valid for analysis

Extensions that are valid for analysis in the Usage DB Registration Engine are those specified in RequestURLSuffix of
"15.2.1.4 File internal format (analysis target server definition block)" in the Usage DB Environment Definition File. If
nothing is defined, the Usage DB Registration Engine adopts the following default values:

- html
- htm
- shtml

- shtm

- cgi

- asp

- tcl

11.1.1.6 Space estimation in the Usage DB

The usage DB is created inside the server directory together with the information directories and management files.

E) Point
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Server directory is created with the name specified to the Symbol of the analysis target server definition block in the Usage
DB Environment Definition File.
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The estimation of the space for one server directory is as follows:
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about 60% of the analysis target log size

L:n Note

The space of the usage DB varies depending on the following conditions:

URL length

The number of contents

The number of users

The count of request
- Analysis contents (DNS search, Referer, User agent, etc)

The usage DB space may get 1.5 time larger depending on these conditions. Thus it is recommeded that the estimation
should be made periodically.

Besides, it is also recommeded that the uncessary (old) usage DB be backuped or removed periodically if the the usage
analysis function is used continously.

2, See

© 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000S

For information about the backup, removal of the usage DB, refer to "11.1.3 Usage DB backup and restore".
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11.1.1.7 Usage DB switching

The Usage DB Registration Engine creates a new Usage DB (dbyyyymmdd_nn, exyyyymmdd_nn) periodically to back up
the Usage DB. This is called "Usage DB switching".

The Usage DB switching is performed in accordance with the settings in the Usage DB Environment Definition File
"DatabaseConfig." For details of the settings of the Usage DB Environment Definition File, refer to "15.2.1 Usage DB
Environment Definition File".

11.1.1.8 Notes on use of Usage DB Registration Engine

When stopping the analysis target server

Stop the Usage DB Registration Engine. For information on the stop of the Usage DB Registration Engine, referto "11.1.1.3
Stop operation ".

When stopping the log collection on the analysis target server

Stop the Usage DB Registration Engine. For information on the stop of the Usage DB Registration Engine, refer to "11.1.1.3
Stop operation ".

When changing the log format on the analysis target server

Since the Usage DB Registration Engine processes logs in accordance with the log format defined in the Usage DB
Environment Definition File, processing may not be possible if logs in different formats are mixed.

To change the log format, separate the log files and then set the Usage DB Environment Definition File again.

Character code of the logs

In processing of analysis target log files, the Usage DB Registration Engine assumes that logs are stored with the character
code and line feed code conforming to the operating system that is running. Their possible combinations are as follows:
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[Windows]

Character code Line feed code
ASCII CR+LF
[UNIX]
Character code Line feed code
ASCII LF

Note that, if the combination is different from the above, correct processing cannot be performed. Especially, you must take
care when handling network files on a remote host.

Handling logs that do not contain any line feed code

The Usage DB Registration Engine handles logs that do not contain any line feed as incomplete logs and excludes them
from processing.

11.1.2 Usage DB Reference Engine

11.1.2.1 Outline

The Usage DB Reference Engine is positioned between the Analysis window and Usage DB, and provides an interface
(using the HTTP communication via a Web server application) to extract data from the Usage DB for the Analysis window.

Extract Reque st
HTTF
Com munic ation
|ﬁesult Response f | Extract Request
TCHIP
Communication

Result Eesponsze | * Datbam

Datahase
leference

Engine (Iain] Extract

11.1.2.2 Start operation

To carry out an analysis on the Analysis window, a setting must be made such that the Usage DB Reference Engine is started
in advance.

E) Point
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In case of management server operation, do the start operation only on the management server. It is not necessary to do this
setting on the managed server.
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Starting the service

[Windows]

The Usage DB Reference Engine, a service (name: "Systemwalker SQC dbrefsv") that can be operated in the Services dialog
accessed via Windows' Control Panel on the installation machine, operates for each request to the Usage DB reference port.
This service is registered during installation.

To carry out an analysis, this service must be started in advance in the following manner:

Log in with account with the Administrator authority and "Start" this service (name: "Systemwalker SQC dbrefsv") in the
Services dialog accessed via Windows' Control Panel.

[Solaris]

The Usage DB Reference Engine is operated for each request to the Usage DB reference port set during installation with
the command (dbref command) started by the Internet service daemon (inetd).

Register the Internet service daemon on the following server.

Operation method Object server
Management server operation Manager
Managed server operation Agent

B} point
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Register the Internet service daemon on the server where the use trend database has been registered.
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- Use a management server operation if the security of the agent is to be taken into account.
- For management server operations, it is unnecessary to register to the Internet service daemon on the agent.

- If the management server itself is a public server, or if managed server operations are being used, the dbref command
can be registered with the Internet service daemon, but this involves a significant security risk.

Take additional measures (such as TCP wrappers) to ensure that security is maintained.

Make settings (with TCP Wrapper, etc) that dbref command can only be accessed from the local server

Use the following procedure to register the dbref command with the Internet service daemon, as it is not registered when
SQC-A is installed.

Qn Note

This procedure does not include settings for performing access control.

Access control setup methods are different depending on the application used to control access. Refer to the manual for the
application being used.

1. Login
Log in as a superuser.

2. letc/services or /etc/inet/services file editing

Use an editor to register the Usage DB registration port definition in the /etc/services or /etc/inet/services file. For
example, in the case of 2365, add the following definition:
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# FISVssqc
dbref 2365/tcp

Referto "11.1.2.3 Usage DB reference port number" for details on the port number for looking up the usage database.

3. /etclinetd.conf or /etc/inet/inetd.conf file editing
Use an editor to edit the /etc/inetd.conf or /etc/inet/inetd.conf file.

If the network environment is the Internet, add the following definition:

# FJSVssqc

dbref stream tcp nowait nobody /opt/FISVssqc/bin/dbref dbref -a

If the network environment is an Intranet, add the following definition:

# FISVssqc

dbref stream tcp nowait nobody /opt/FISVssqc/bin/dbref dbref

4. Reflection of changes

- At before Solaris 9 OS
The change is reflected in inetd by searching for process ID of inetd by using the ps command and the grep
command, and using the kill command afterwards. The operation example is as follows.

#ps-A|grep inetd
process ID ...

# kill -HUP process ID

- When OS is Solaris 10 or later
The change is reflected by using the inetconv command. The operation example is as follows.

# inetconv

[Linux]

The Usage DB Reference Engine is operated for each request to the Usage DB reference port set during installation with
the command (xinetd or dbref command) started by the Internet service daemon (inetd).

Registration with the Internet service daemon is carried out during installation. If, however, this engine has not been installed
for some reason, register it by the following procedure:
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- For xinetd

1. Login
Log in as a superuser.

2. /letc/services file editing
Use an editor to register the Usage DB registration port definition in the /etc/services file. For example, in the
case of 2365, add the following definition:

# FJSVssqc
dbref 2365/tcp

2 See
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Refer to "11.1.2.3 Usage DB reference port number" for details on the port number for looking up the usage
database.

© 00 0000000000000 000000000000000000000000000000000000000000000000000000000000000S0

3. [letc/xinetd.d/dbref file creating
Use an editor to create a dbref file under /etc/xinetd.d.

If the network environment is the Internet, the contents of the dbref file are as follows. Set the IP address of the
local host to XXX.XXX.XXX.XXX.

# FJSVssqc

service dbref

{

socket_type = stream

wait = no

user = nobody

server = Jopt/FIJSVssqc/bin/dbref

only_from = XXX.XXX.XxX.xxx 127.0.0.1

}

If the network environment is an Intranet, the contents of the dbref file are as follows.
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# FJSVssqc

service dbref

{

socket_type = stream

wait = no

user = nobody

server = Jopt/FISVssqc/bin/dbref
}

4. Reflection of changes

Use the kill command so that changes are reflected in xinetd. The following is an operation example:

# kill -USR2 “cat /var/run/xinetd.pid’

- For inetd

1. Login
Log in as a superuser.

2. letc/services file editing
Use an editor to register the Usage DB registration port definition in the /etc/services file. For example, in the
case of 2365, add the following definition:

# FISVssqc
dbref 2365/tcp

2 See
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Refer to "11.1.2.3 Usage DB reference port number" for details on the port number for looking up the usage
database.
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3. [letclinetd.conf file editing
Use an editor to edit the /etc/inetd.conf file.

If the network environment is the Internet, add the following definition:

# FISVssqc

dbref stream tcp nowait nobody /usr/shin/tcpd /opt/ FISVssqc/bin/dbref

If the network environment is an Intranet, add the following definition:

# FISVssqc

dbref stream tcp nowait nobody /opt/ FISVssqc/bin/dbref dbref
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4. /etc/hosts.allow, /etc/hosts.deny file editing (If the network environment is the Internet)

Use an editor to edit the /etc/hosts.allow file and then add the following definition to the head of the file. Set the
IP address of the local host to XXX.XXX.XXX.XXX.

# FJSVssqc

dbref : XXX.XxX.Xxx.xxx 127.0.0.1

Use an editor to edit the /etc/hosts.deny file and then add the following definition to the head of the file. Set the
IP address of the local host to XXX.XXX.XXX.XXX.

# FJSVssqc

dbref : ALL EXCEPT xxx.XXX.XXX.XXx 127.0.0.1

5. Reflection of changes

Use the kill command so that changes are reflected in inetd. The following is an operation example:

# kill -HUP “cat /var/run/inetd.pid

11.1.2.3 Usage DB reference port number

The default port number used for TCP/IP communication by the Usage DB Reference Engine is as follows:

Port number 2365

If this port number is being used by other application so it has been changed, use the changed port number.

11.1.2.4 Stop operation

Perform the following operation to stop the Usage DB Reference Engine.

& Note

If the Usage DB Reference Engine is stopped, the Usage DB is no longer referenced.

Stopping the service
[Windows]

To suspend the Usage DB and to stop the Usage DB Reference Engine temporarily, do the following procedure:

Log in to Windows with account with Administrator authority and then "Stop" this service (name: "Systemwalker SQC
dbrefsv") using the Services dialog accessed via Windows' Control Panel.

E’ Point
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If the startup type of the service is "Automatic" the service is automatically "started" when the installation machine is
restarted.

If the service should remain stopped after restarting the installation machine, change the startup type to "Manual".
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[Solaris]

To suspend the Usage DB and to stop the Usage DB Reference Engine temporarily, do the following procedure:

1. Login

Log in as a superuser.

2. letc/services or /etc/inet/services file editing

Use an editor to disable (comment out) the Usage DB registration port definition in the /etc/services or /etc/inet/
services file.

The following is an editing example:

# FJSVssqc
#dbref 2365/tcp

3. Edit of "/etc/inetd.conf" or "/etc/inet/inetd.conf" file

The edit example deletes the following parts.

# FISVssqc
dbref stream tcp nowait nobody /opt/FISVssqc/bin/dbref dbref -a

Or, the following parts are deleted.

# FISVssqc

dbref stream tcp nowait nobody /opt/FISVssqc/bin/dbref dbref

4. Reflection of change
- At before Solaris 9 OS

The change is reflected in inetd by searching for process ID of inetd by using the ps command and the grep
command, and using the kill command afterwards. The operation example is as follows.

#ps -A| grep inetd
Process ID ...

# kill -HUP Process ID

- When OS is Solaris 10 or later

Inetd is stopped.

# svcadm disable -t inetd

The dbref service is deleted.

# svccfg delete -f dbref/tcp
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"Ivar/svc/manifest/network/dbref-tcp.xml" is deleted.

# rm /var/svc/manifest/network/dbref-tcp.xml

Inetd.conf is reactivated.

# svcadm enable inetd

[Linux]

The use ..situation DB.. reference engine is started, and doesn't reside every time the use state is analyzed. The use state
analysis function is not used, and when the reference engine is invalidated, use state DB is operated as follows.

- For xinetd

1. Login
Log in as a superuser.

2. letc/services file editing
Use an editor to disable (comment out) the Usage DB registration port definition in the /etc/services file.

The following is an editing example:

# FJSVssqc
#dbref 2365/tcp

3. Reflection of changes

Use the kill command so that changes are reflected in xinetd. The following is an editing example:

# kill -USR2 “cat /var/run/xinetd.pid"

- For inetd
1. Login

Log in as a superuser.

2. letc/services file editing
Use an editor to disable (comment out) the Usage DB registration port definition in the /etc/services file.

The following is an editing example:

# FJSVssqc
#dbref 2365/tcp

3. Reflection of changes

Use the kill command so that changes are reflected in inetd. The following is an editing example:

# kill -HUP “cat /var/run/inetd.pid
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11.1.3 Usage DB backup and restore

11.1.3.1 Backing up the Usage DB

The Usage DB is created in a variable file storage directory.

O — <databasex

|
O- <Server Directoryr 1)

|
O- <dbwwwymmdd nnee -« Uzage DB Directory (+2)

O- <exyyyymmddnnl- - - 505 Extended-log Usage DB Directory &2)

** < > s adirectory.

(*1) The server directory is created with the name specified as 'Symbol' in of the Analysis Target Server Definition Block
of the Usage DB Environment Definition file.

(*2) Variables in the directory name of the Usage DB are as follows. The year/month/day is the date on which the Usage
DB is switched (created).

yyyy Year (1980 -)

mm Month (01 to 12)

dd Day (01 to 31)

nn Serial number (01 to 99)

When backing up the usage database, back up all of the files and directories in the server directory above.

4}1 Note

Make sure that the following processes are not running when the usage database is backed up.

[Windows]

dbregmng.exe

dbreg.exe

[UNIX]

dbregmng

dbreg

11.1.3.2 Restoring the Usage DB

When restoring the backed up Usage DB, restore it to the same directory as that used for backup.
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- To restore the backed-up Usage DB in an old period
Restore the whole Usage DB directories (dbyyyymmdd_nn, exyyyymmdd_nn) corresponding to the desired period.

In this case, do not restore the management files and the Usage DB Information Directories and the SQC Extend-log
Usage DB Information Directories under the server directory. Note that if these files and directories are restored, analysis
can be performed only for the analysis period the same when the back up was made.

- To restore the backed-up Usage DB because an error occurred in the current Usage DB

Restore all of the files in the backup server directory to the corresponding server directory.

E) Point
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Before restoring the database, first back up the server directory on the server where the error occurred.

Then delete everything in the server directory on the server where the error occurred before restoring the database.
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gn Note

Make sure that the following processes are not running when the usage database is restored.

[Windows]

dbregmng.exe

dbreg.exe

[UNIX]

dbregmng

dbreg

11.1.3.3 Deleting the Usage DB

If the old Usage DB becomes useless and should be deleted, delete the whole directory within the useless period
(dbyyyymmdd_nn, exyyyymmdd_nn).

Qn Note

- The analysis for the period covered by the deleted usage DB will become unavailable. So it is recommended that you
backup the Usage DB before you delete it. For information on backing up the Usage DB, refer to "11.1.3.1 Backing up
the Usage DB".

- Do not delete any other files or directories. Usage DB may get damaged.

Qn Note

Make sure that the following processes are not running when the usage database is deleted.

[Windows]
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dbregmng.exe

dbreg.exe

[UNIX]

dbregmng

dbreg

11.2 Analysis Window

This section gives an outline of the usage analysis window.

2 See
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For a details description of the operations of the usage analysis window, refer to the online help.
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11.2.1 Outline

The analysis window is a graphical user interface (GUI) for the user and operates on the client machine.

The analysis window is positioned between the user and the Usage DB Reference Engine. It presents data analysis results
to the user from a variety of viewpoints, in graphical and tabular forms. The analysis window operates as a Web page
(Java(TM) applet) on the user's Web browser.

2 See
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For information about Java(TM) applet, refer to 3.2 Environment Settings procedures".
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If any operation such as the analysis type or analysis method is specified on the analysis window, the Usage DB Reference
Engine is instructed to collect data from the Usage DB in which analysis results are stored.

For information on operations of the analysis window, refer to *11.2.6 Operation of analysis page".

Request(Graph/Table) Edit Request

-

il

Display of analysis
result graphftahle

Result Response

11.2.2 Start operation

The Usage Analysis Windows is a Web page (viewer.html) that can be started from the [Web Site Management] window
following the operation described below:

1. Click the [Usage Analysis] button on the top page to display the agent selection page.

2. Select the agent to be analyzed and click the [OK] button.

L:n Note

Do not edit the source file for viewer.html.
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11.2.2.1 Before startup

To use the analysis window, the following two Usage DB engines must be started in advance.

For information on operations for starting each engine, refer to 4.2 Environment Settings for Usage Analysis" (Managed
Server), "5.2 Environment Settings for Usage Analysis" (Management Server) and "11.1 Usage DB Engine".

- Usage DB registration engine
- Usage DB reference engine

E) Point
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To start the analysis window, this Web page (viewer.html) must be registered with the Web server in advance so that it can
be referenced. For details of the registration, refer to 4.1 Settings for Web Server"(Managed Server) and "5.1 Settings for
Web Server"(Management Server).
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11.2.2.2 Start Operation
Do the following operation to start the Usage Analysis Window with the [Web Site Management] window.
1. Click the [Usage Analysis] button on the top page to display the agent selection page.
2. Select the agent to be analyzed and click the [OK] button.

The initial window following startup of the analysis window is the following analysis page:

Box Status
Analysis target server Server defined at the start of "15.2.1 Usage DB Environment
Definition File".
Data type Summary (overall statistical table)
Analysis method None (For a summary, the analysis method cannot be selected)
Period unit Day: hour unit including the current year/month/day ¢

Qn Note

*1) For information about the current year/month/day, refer to “11.2.7.1 Date and time".

11.2.3 Stop operation

The analysis window can be closed by the following method:

- Close the Web browser that operates the analysis window.

11.2.4 Configuring the analysis window

The following explains a typical analysis window configuration, name (abbreviated name) of each part and contents. For
details of the operations, refer to the following explanations and online help.
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11.2.4.1 Analysis window features
After data is analyzed, an analysis page like the one below is displayed.
The initial window following startup is a summary window. No graph is displayed.

In this section, explanation is given with the analysis page by client host name of the request situation as a sample.
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Description of the analysis window
1. Analysis target server box

- Select the server to be analyzed. If you select a server from the drop-down list, a data analysis is carried out and
the "summary window" is displayed.

At this point, a drop-down list of the data type corresponding to the selected server type (Web server, Proxy server
or Web Site group) is also provided in the data type box.

- The server name displayed in this box is the name specified in the Name operand of the "15.2.1 Usage DB
Environment Definition File" of the "15.2.1.4 File internal format (analysis target server definition block)". Note
that if the name is too long, the first part of the name is displayed.

2. Data type box

Select the type of analysis data required.

3. Analysis method box

From the drop-down list, select the required analysis method, to have data of the type selected in <2> analyzed from
that point of view.

The content of the analysis page that is displayed depends on the selected analysis data type and analysis method. For
further information, refer to "11.2.5 Analysis window options".
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4. Period unit box
Select the period unit for analysis.

When you select the period unit for data analysis from the drop-down list, the display of "5. Period selection list"
changes according to the selected unit.

Selecting the period unit for data analysis does not start data analysis.

5. Period selection list

- Select the interval for which data is to be analyzed.

6. Up and Down buttons

- To scroll the period list use these buttons:
Up - to view earlier periods, click this button at the top of the list
Down - to view later periods, click this button at the bottom of the list.

7. Analysis information

- The following information about the analysis results is displayed:
This part is intended for display only and no operation can be performed.

Information Explanation

Analysis period The period selected in the period selection list is displayed.

Extraction name/graph Only for the following analysis pages, the following contents
display target name are displayed below the analysis type name respectively:

Advanced analysis page: Displays the extraction names.

Response analysis page: Displays graph display target
names.

The extraction name is a name selected from a line of a table
during advanced analysis. For details, refer to "Carrying out
advanced analysis" in "11.2.6.1 Performing data analysis".

The graph display target name is a URL name or client name
displayed in a graph by selecting a line from a table. For
details, refer to "11.2.5.2 Response analysis page ".

8. The legend

- Color codes for the graph and their contents are displayed.
If a string for explaining the content is too long, it is displayed in abbreviated form at the top of the graph. For
information on the correct content, refer to the table.

9. Numeric axis (vertical scale)

- The graph can be re-sized vertically by dragging on the top border with the mouse.

Operation Result

Drag up Enlarged (The graduation markings are enlarged)
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Operation Result

Drag down Reduced (The graduation markings are reduced)

Double click | Scale automatically adjusted (reset to its initial size)

10. Time axis (horizontal scale)

- The graph can be re-sized horizontally by dragging on the right border with the mouse.

Operation Result

Drag to the right Enlarged (The graduation markings are enlarged)

Drag to the left Reduced (The graduation markings are reduced)

Double click Scale automatically adjusted (reset to its initial size)

11. Graph form

- Specify this to change the type of graph displayed.
Note that the graph forms available for selection depends on the analysis type.

12. Previous period value box

- The values for the previous period can be shown or hidden ('No display’).
When you select from the drop-down list, values for the previous period are plotted as a line graph, depending
on the selection.

13. Title line (Table header)

- Displays the title of each column of the table.

14. Data line
The total data of the analysis period is displayed in descending order in default.
In the order column (the leftmost column), the graph legend is displayed in addition to the numbers.

- For the following analysis page, a line selection can be made (by clicking a line) and the action is as listed below:

Analysis page Action when a line selection is made

Analysis page in which an A line selection can be made (A line can be clicked).

van nalysis can be m . .
advanced analysis can be made An advanced analysis is performed by selecting an

advanced analysis destination box.

Analysis data type: response A line selection can be made (A line can be clicked).
report If a line selection is made, a graph of the selected line
is displayed.

15. Traffic total field

- Displays the total of the accumulated data.
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16.

17.

18.

19.
20.

Advanced analysis destination box

- Select the analysis method for the advanced analysis destination.
If you click the advanced analysis destination box after clicking a 'Data line' and select a destination from the
drop-down list, a data analysis (advanced analysis) is performed and a graph or table is displayed.

The advanced analysis destination box is displayed only on pages where advanced analyses can be performed.

Number of lines of the table

- Select here to modify the number of lines in the table of the analysis window.

Display Order

- Sclect here to modify the display order of the analysis window.

Help

Sclect here to display the online help in addition to the analysis window.

11.2.5 Analysis window options

In the analysis window, results of the availability of the following server types (analysis target server types) are displayed:

- Web server

- Proxy server

- Web site group

The following eight types of analysis results (analysis data types) are available. All eight types can be displayed on the Web
server and six types can be displayed on the Proxy server.

- Summary (total of each status of the analysis target server)

- Session status

Request status

- Traffic status

- Cache status

Error status
Response status (Web server and Web site group)

Page navigation status (Web server only)

On the analysis window, results edited from a variety of analytical points of view (such as URL or client based) are displayed
as graphs or tables for each analysis data type.

Regarding part of the analysis pages, supplementary remarks are provided in order.

- Traffic display

- Response analysis page
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11.2.5.1 Traffic display

On each page that displays traffic status analysis and other traffic quantity (such as the total traffic quantity and total
successful request traffic quantity), the traffic quantity is displayed in unit of kilobyte (KB).

Traffic quantity equal to or greater than 1 byte and less than 1,000 bytes is displayed as 1KB.

11.2.5.2 Response analysis page

The response analysis differs from other analysis pages as follows:

Relationship with SQC extended log collection

In response analysis, data is analyzed based on the data accumulated in the SQC extended log file by SQC extended log
collection. If no SQC extended log collection is created, no data analysis result can be obtained even if an analysis of this
data is performed.

Display data
The following values are displayed on the response analysis pages.
In tables, data is displayed in descending order of average time (descending order from the more delayed average response).
- Average (average response time in the analysis period)
- Maximum (longest [slowest] response time in the analysis period)

- Minimum (shortest [fastest] response time in the analysis period)

The following table lists the display unit and the number of digits:

ltem Meaning

Unit Second

Number of digits 4-digit integer and two decimal places (Number rounded
to second decimal place)

Range to be displayed 0.01s to 3,599.99s
(less than one hour)

(Less than 10ms is displayed as 0.01s)

If the display range is exceeded Displayed as 1 hour or more

In the case of one hour (3600.00 seconds), "1 hour or more" is displayed but the actual value is used for the average value.

Graph display/switching

In contrast to other analysis pages, the response analysis pages provide for the average, maximum and minimum of one
selected line (one URL or client) to be displayed as a graph. By default, the graph for only the URL or client whose average
time is Topl (first line in the table) is displayed. After selecting a line from a table, the graph can be switched to display
details of the selected line.

In the analysis information section (above the graph) of the analysis page, the name (URL name or client name) selected
from a table is displayed below the analysis type name as the graph display target name.
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Qn Note

Note that this operation is the same as that in "Carrying out advanced analysis" in "11.2.6.1 Performing data analysis"
described later, but no advanced analysis is carried out for response analysis.

11.2.6 Operation of analysis page

11.2.6.1 Performing data analysis

When data analysis is performed, the analysis page displayed (or updated) is that matching these selected values: "analysis

target server type", "analysis data type", "analysis method" and "analysis period".

The following table lists the basic flow of data analysis (A down arrow indicates you continue to the next step. An up arrow
indicates you can return to the previous step.):

Operation Initial window
[1] Analysis window startup Summary of the default analysis target server
[2] Analysis target server selection Summary

[Analysis target server box]

[3] Analysis data type selection [data type box] | Analysis method: head of the drop-down list

[4] Analysis method selection Analysis period: Week: day unit including the

[Analysis method box] current year/month/day

[5] Analysis period change Analysis results selected in [3] and [4]

[Period unit box and period selection list]

[6] Advanced analysis execution Advanced analysis results

Data analysis is executed for all the operations shown in the table above.

Note that the flow of the operations shown in the table is an indicative procedure only. In practice, the procedure need not
always be followed; some operations might be omitted or the order of operations might be interchanged.

However, selection of the analysis data type other than the summary in [3] is required for [4] Analysis method selection and
an analysis page for which an advanced analysis can be carried out must be displayed for [6] Advanced analysis execution.

The following explains each of the above operations. For the "analysis window startup", refer to "11.2.2.2 Start
Operation".

Analysis target server selection

The analysis target server can be selected from the "Analysis target server box". The server selected here must be defined
in the Usage DB Environment Definition File in advance.

Analysis target server type

The analysis target server types are following three types:
- Web server
- Proxy server

- Web site group
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By selecting an analysis target server, an analysis data type corresponding to that server type can be selected.

[Operation method]

1. In the analysis window, click "Analysis target server" and select a server from the drop-down list.
Data analysis is executed and the data analysis page is updated.

[Initial window]

The page displayed immediately after selecting the analysis target server has the following details:

Box Status
Analysis target server Selected server
Data type Summary (overall statistical table)
Analysis method None (For a summary, the analysis method box cannot be selected)
Period unit Week: day unit including the current year/month/day

Qn Note

(*1) For information about the current year/month/day, refer to “11.2.7.1 Date and time".

Analysis data type selection
Select the analysis data type from the following eight types (six types for the Proxy server).
- Summary (total of each status of the analysis target server)
- Session status
- Request status
- Traffic r status
- Cache status
- Error status
- Response status (for the Web server and the Web site group)

- Page navigation status (for the Web server)

The response status can be selected only if the type of the analysis target server is the Web server or the Web site group.
The page navigation status can be selected only if the type of the analysis target server is the Web server.

By selecting an analysis data type, drop-down lists of the analysis method box corresponding to the server type and analysis
data type are provided.

[Operation method]

1. Click the "Data type box" and then select an analysis data type from the displayed drop-down list.
Data analysis is executed and the data analysis page is updated.

[Initial window]

The page displayed immediately after selecting the analysis target server has the following details:
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Box Status

Analysis target server Selected server
Data type Selected analysis data type
Analysis method First analysis method in the drop-down list

However, no analysis method for a summary (For a summary, the
analysis method cannot be selected)

Period unit Week: day unit including the current year/month/day (*1)

& Note

(*1) For information about the current year/month/day, refer to "11.2.7.1 Date and time".

Selection of analysis viewpoint

list. This list includes all methods applicable to the selected "analysis target server type" and "analysis data type".

[Operation method]

1. Click the "Analysis method" box and then select the required analysis method.
A data analysis is carried out and the data analysis page is updated/displayed.

[Initial window]

The page displayed immediately after selecting the analysis method has the following details:

Box Status
Analysis target server Selected server
Data type Selected analysis data type
Analysis method Selected analysis method
Period unit Same period unit/period as that of the previous analysis page

Qn Note

- If no data analysis result is displayed:
If no data is output as a result of data analyses by a variety of operations, a "No data for this period" message is displayed.

For other messages, refer to "17.2 Usage Analysis Function".

Changing the analysis period

When the analysis period is changed, data analysis is performed so that editing results for a number of periods can be
displayed. Also, as with the normal analysis page, the analysis period can be changed on the "Summary" window and
advanced analysis page,.

To change the analysis period, operate "the required period unit from the Unit box", then select "the required period from
the Period selection list". When a period is selected from the period selection list, a data analysis is carried out and an analysis
page of the edited results is displayed.
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Carrying out advanced analysis
Advanced analysis is analysis focusing on a specific URL, clients or error numbers.

To perform an advanced analysis, you select a table line from the analysis page and then from the "Advanced analysis
destination™ box you select the analysis method of the advanced analysis destination. The advanced analysis is executed
and the editing results extracted from the selected items are then displayed.

For example, if you select an arbitrary line from the table in the URL-based analysis page of the session status and select
[Breakdown for each client host name] from the "Advanced analysis destination box" an analysis page for each client host
name extracted using only the URL name of the line is displayed.

On this page, the total sessions for each client of the specific URLSs is displayed.

Advanced analysis can be performed only for analysis pages listed on the "Pages where the advanced analysis can be carried
out".

[Window display of the advanced analysis page]

In the analysis information section (above the graph), displayed after an advanced analysis is performed, the name selected
from a table is displayed below the analysis type name as the extraction name.

For example, if an advanced analysis is performed from a URL based analysis page, the selected URL name is displayed
there.

[Analysis page where the advanced analysis can be carried out]
On analysis pages where the advanced analysis can be performed, the table lines can be selected using the mouse.
On analysis pages of the response status, the lines of a table cannot be selected.

Line selection from a table in the response analysis is intended for graph display switching instead of the advanced analysis.
For details, refer to "11.2.5.2 Response analysis page ".

[Operation method]
1. Display an analysis page where the advanced analysis can be carried out.
2. Select a line to be subjected to advanced analysis (extracted) from the displayed table.

3. Click "Advanced analysis destination" and from the drop-down list select the required analysis method for the
advanced analysis destination.

An advanced analysis (data analysis) is performed and the data analysis page is updated and displayed. The contents
displayed are analysis results (analysis page) based on the line selected from the table.

[Initial window]

The window displayed immediately after the advanced analysis is performed has the following details:

Box Status
Analysis target server Selected server
Data type Selected analysis data type
Analysis method Analysis method selected from the "Advanced analysis destination
box™
Extraction name Item name selected from the table line
Period unit Same period unit/period as that of the previous analysis page

-140 -



Period unit box

The period box is displayed as "xx:yy" units. "xx" indicates the analysis period and "yy" indicates the unit (time axis unit)
for plotting on graphs.

For example, if a data analysis is performed as "Week: day" unit, the result is:
Table: The total of results of one week.
Graph: Data for one week is plotted for each day.

Note that the "yy" unit does not apply to the pie chart and "Summary" window. Refer to "Period unit for pie chart and
summaries™ in the later section.

If the unit of analysis period is selected from the period unit box, the display of the period selection list changes so that a
specific analysis period can be selected. No data analysis is executed when you select only the period unit.

Period selection list

In the period selection list, time intervals of the Unit selected on the analysis page are displayed. For example, a 'Week: day
unit' setting results in 7-day Sunday-to-Saturday periods being displayed such as "2000/11/7 - 2000/11/13". When a period
is selected from the list, a data analysis of the period is performed and the result analysis page is displayed. The analysis
type is the same as that of the previous analysis page.

Period units that can be selected and the contents of period selection list when selected

Half-year: month unit

yyyy/l - yyyyl6
Yyyyl - yyyy/12

Quarter: month unit

yyyy/1-yyyy/3

yyyy/10 - yyyy/12

Month: day unit

yyyy/m

Week: day unit

yyyy/m/d - yyyy/m/d
(from Sunday to Saturday)

Day: hour unit

yyyy/m/d

Period unit Displayed contents of the period selection Explanation of
list format
Year: half-year unit yyyy yyyy: year
Year: quarter unit yyyy m: month (1 to 12)
Year: month unit yyyy d: day (1 to 31)

[Operation method]

1. Click the "Unit" box and select the required unit from the drop-down list.

The period selection list is updated according to the unit selected.

(No data analysis is performed at this step.)

2. Select a specific period from the period selection list.

Data analysis is performed for the selected period and the analysis page is displayed.

(As other settings on the left side of the page have not been changed, the analysis type is the same as that of the

analysis page previously displayed.)
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[Period selection list paging]

If the required period is not currently displayed in the period selection list, the list can be scrolled to display the required
period.

You scroll the list by clicking the Up button above the list or the Down button below the list.
Click the Up button to scroll to earlier dates. Click the Down button to scroll to later dates.

If the upper limit or lower limit of the display period of the period selection list is reached, each paging button becomes
disabled (grayed), as follows:

- When the upper limit (any period including 1/1/1980) is displayed, the Up button becomes disabled.

- When the lower limit (any period including the current year/month/day) is displayed, the Down button becomes disabled.

[Future period]
No future period can be selected from the period selection list.

Since the current year/month/day is determined based on the client machine time, the client machine time must be correct
so that the latest analysis results can be obtained.

For the client machine time, refer also to "11.2.7.1 Date and time".

Period unit for pie chart and summaries
On analysis pages where pie chart is displayed, the total of the selected period is displayed in graphical form.
Thus, editing results are the same for the period units shown below. In addition, a graph totaled for one year is displayed.
- Year: half-year unit
- Year: quarter unit

- Year: month unit

Displaying values for the previous period as graph
Values for the previous period are the comparison reference for graphical analysis. These values are not displayed by default.

By selecting the previous period value box, they can be displayed on the graphs. Previous-period values are always plotted
as broken lines, regardless of the graph type.

Three modes are available for the display of pervious-period values depending on the display/calculation methods. The
display mode can be selected for each analysis type. The selected display mode is stored for each analysis type while the
analysis window is active.

On analysis pages that display a pie chart, previous-period values cannot be displayed.

[Display modesfor previous-period values]

The following display types of previous-period values are available. They can be selected on all analysis pages, except for
the "Summary" page and "Page Navigation Status" page.

Display mode for Graph display
previous-period
values
Non-display Previous-period values are not plotted. This is the default state.
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Display mode for
previous-period
values

Graph display

Display

The total for each unit of one period prior to the analysis period is plotted
as the previous-period value. For example, if the analysis period is "week:
day unit", the total for Monday of last week is plotted for Monday.

Average value

The total for one period prior to the analysis period divided by the number
of units is plotted as the previous-period value. For example, if the analysis
period is "week: day unit", the value for the previous period is "total of the
previous week/7".

[Operation method]

1. Click the "Value of pre-period"” box.

2. Select the required display mode from the drop-down list.

The display of values for the previous period is updated according to the display mode selected.

If data for the previous period is unavailable, values for the previous period are not plotted.

[What isthe previous period 7]

Current period unit

Previous period

Year: half-year unit

The previous year

Year: quarter unit

The previous year

Year: month unit

The previous year

Half-year: month unit
First half
Second half

The previous period
Second half of the previous year

First half of the same year

Quarter: month unit
First quarter
Second quarter
Third quarter

Fourth quarter

The previous period

Fourth quarter of the previous year
First quarter of the same year
Second quarter of the same year

Third quarter of the same year

Month: day unit

The previous month

Week: day unit

The previous week

Day: hour unit

The previous day

11.2.7 Notes

This section includes notes to assist you when using the analysis window.

11.2.7.1 Date and time

In the analysis window, the current date and time are determined based on the client machine date and time (including the

year, month and day).
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For example, in the initial window immediately after starting the analysis window, the "Summary" window of the week:
day unit including the current year, month and day is displayed. "Current™ in this case means the current date and time on
the client machine.

No future period can be selected from the period selection list. Here "future™ means any time after the client machine time.

Since no analysis period can be selected after the current client machine time, the latest editing results cannot be obtained
if the client machine time is delayed. For this reason it is important to ensure that the client machine is always set to the
correct date and time.

11.2.7.2 Operation when moving to other URL

If the Web browser used to operate the analysis window is moved to another Web page(URL), the analysis window
terminates.

If the Web browser returns to the analysis window Web page as a result of using Back or Next on the Web browser, the
analysis window is restarted. In this case, settings and the standard mode in the Setup page do not store the former states,
just as in the case where the analysis window is terminated and then restarted (Default values are set).

11.2.7.3 Extension name display

The display of the extension name depends on the final qualifier in the URL name. The following table lists the details:

Final qualifier of URL Displayed extension name
If the URL name is a.html html
If the URL name is a.gif gif
If the URL name is a.GIF GIF
If the URL name has no extension <FILE>
If the URL name is a directory name <DIRECTORY>
If the URL name is a domain name of the server <HOMEDIRECTORY>
If the pathname cannot be obtained <NOTHING>

11.2.7.4 Host name/IP address display when DNS conversion is not possible

If "SearchDNS=yes" is specified in the Usage DB Environment Definition File, host information (host name or IP address)
for the client stored in the analysis target log is DNS-converted. If, however, the conversion fails for some reason, the display
is as listed below:

Host information of the | DNS conversion | Displayed host name Displayed IP
client stored in logs address
IP address Success Host name IP address
Failure IP address IP address
Host name Success Host name IP address
Failure Host name Host name
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11.2.7.5 Handling of the URL name to be analyzed

The URL name of the log file to be analyzed is analyzed faithfully. That is, uppercase and lowercase characters of the string
contained in the URL name are distinguished and handled as different URL names.

11.2.7.6 Notes on selecting the URL based breakdown from the analysis
method box

If you select the URL based breakdown from the analysis method box, only the URL names corresponding to the extensions
specified in "RequestURLSuffix" of the Usage DB Environment Definition File are displayed.

11.2.7.7 Notes on selecting the URL extension based breakdown from the
analysis method box

If you select the URL extension based breakdown from the analysis method box to execute advanced analysis based on
URL, and the extension for advanced analysis is not specified in "RequestURLSuffix" of the Usage DB Environment
Definition File, the extension excluded from analysis and "No data in this period™ is displayed.

11.2.7.8 Notes on displaying analysis results of mass log data

If you select the year unit from the period unit box and display analysis results of mass log data, it may take some time
before the analysis window is displayed.

11.3 CSV Output

This section explains the CSV output of the Trend Viewer.

11.3.1 Outline

The CSV output is a command for outputting data from the Usage DB of the Trend Viewer to a file in the CSV format,
depending on the data type.

Cutput Request Extract Databam

-—

> Catput C3W

CEv File| ¥
Cutput

11.3.2 Start operation

11.3.2.1 Startup

The CSV output is a command (dbprt command) that operates on the installation machine of Agent for Business. To start
the CSV output, log in to the installation machine of Agent for Business and then execute the command in the following
path:
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[Windows]

Installation directory \bin\dbprt.exe

[UNIX]

/opt/FISVssqc/bin/dbprt

11.4 SQC Extended Log Collection

The SQC Extended Log Collection is used to collect and accumulate data not collected by the functions provided by the
Web service (such as the Web server). Data accumulated by the SQC Extended Log Collection is called the "SQC extended
log". The following SQC extended log can be collected and accumulated.

11.4.1 Response log

11.4.1.1 Outline

The response log is a log in which data on the response time of the CGI program collected in terms of the Web page user
is accumulated.

The response time is a time interval required to receive a result from the CGI program after the Web page user executes a
service that calls the CGI program.

For example, in the case of a Web page that executes searches, the response time is a time interval required to display a
search result after the search is started.

Data is collected and accumulated in the response log by using the following three functions:

Data collection functionl

Java(TM) applet (ResL ogl.class) that runs on the Web browser. This function is called when the user references the Web
pages and executes a service that calls the CGI program; and data when the service is executed is collected.

To run this function, refer to "Editing Web pages" in advance.

Data collection function2

Java(TM) applet (ResL og2.class) that runs on the Web browser. This function is called when the Web page user receives
aresult of a service that calls the CGI program. This applet collects data when a result is received and then sends the response
time to the data accumulation function after calculating it together with data of the data collection functionZ.

To run this function, refer to "Editing Web pages" in advance.

Data accumulation function

CGl program (reslog.cgi) that runs on the Web server (installation machine). The data accumulation function is automatically
started when data collection function2 is started. This function accumulates data sent from the data collection function2 in
the SQC extended log file.
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11.4.1.2 Making settings for log collection

This section explains how to make settings for response log collection.

Before making settings

It is necessary to register the CGI program (reslog.cgi) of the data accumulation function with the Web server in advance
so that it can be executed. For details of the registration, refer to 4.1 Settings for Web Server".

ﬂ Information

Java(TM) applet (ResLogl.class, ResLog2.class) is used by the data accumulation function. For information about the
Java(TM) applet, refer to "3.2 Environment Settings procedures".

Editing Web pages

Incorporate the Java(TM) applet for log collection into the HTML documents of each Web page that makes log collection.
Both of the following two related Web pages must be edited:

- Web page that calls a service

Web page that calls the CGI program of a service

For example, a Web page that executes searches when a keyword is given.
- Web page that receives results

Web page that receives results (displays results) from the CGI program.

For example, a Web page that displays search results.

Editing Web pages that call a service

Incorporate the Java(TM) applet (ResLogl.class) of data collection functionl into the HTML document of the Web page
that calls a service.

The following is a sample HTML document. URL in CODEBASE within the sample is described assuming that, like the
setting example in "4.1 Settings for Web Server" the physical path of the directory www under the installation directory is
registered as the alias "SQC".

In the following example, the Java(TM) applet (ResLogl.class) of the data collection functionl is called when the search
button is clicked.
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<lem o>

<I-- Response log collection page Sample (Part 1) -->
<l--->

<HTML>

<HEAD>

<TITLE> Search service page (sample)</TITLE>
</HEAD>

<BODY BGCOLOR=WHITE>

<o FFREARRxARx Systemwalker SQC (begin) -->
<APPLET NAME="ResLogl" CODEBASE="/SQC/classes"
CODE="ResLogl.class" ARCHIVE="reslog.jar" WIDTH=1 HEIGHT=1>
</APPLET>

<o FRREARRxER* Systemwalker SQC (end) ->
<CENTER><FONT COLOR=GREEN> Search service page (sample) </FONT></CENTER>
<BR><BR>

<FONT SIZE=5 COLOR=BLUE> Search service </[FONT>

<HR>

<FORM METHOD="post" ACTION="/cgi-bin/search.cgi">

Search key

<INPUT TYPE="text" NAME="key1" SIZE="25">

<BR><BR>

<INPUT TYPE="reset" VALUE="Reset">

<INPUT TYPE="submit" VALUE="Search" onClick="document.ResLogl.run()">
</FORM>

<HR>

<FONT COLOR=RED> Notes </FONT>

<p>

This site records and accumulates response reports of the search service. Results are used
exclusively to improve the search service. No violation of privacy is intended.

</P>
</BODY>
</HTML>

[Sample explanation]

Content Explanation

Blue character Description for incorporating data collection functionl

Path to be specified in CODEBASE URL of the storage directory of the Java(TM) class file
of this product
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The above sample is stored at the following storage location after installation.

[Windows]

Installation directory \sample\search_request_jp.html

[UNIX]

lopt/FISVssqc/sample/search_request_jp.html

Editing the Web page that receives results
Incorporate the Java(TM) applet (ResLog?2.class) into the HTML document of the Web page that receives (displays) results.

The following is a sample HTML document. URL in CODEBASE within the sample is described assuming that, like the
setting example in "4.1 Settings for Web Server" the physical path of the directory www under the installation directory is
registered as the alias "SQC".

<l- >

<I-- Response log collection page Sample (Part 2) -->
<l-- >

<HTML>

<HEAD>

<TITLE> Search service page (sample) </TITLE>
</HEAD>

<BODY BGCOLOR=WHITE>

<o FRREdRkxERx Systemwalker SQC (begin) -->
<APPLET CODEBASE="/SQC/classes"

CODE="ResLog2.class" ARCHIVE="reslog.jar"* WIDTH=1 HEIGHT=1>
<PARAM NAME-=url VALUE="/SQC/cgi-bin/reslog.cgi">

</APPLET>

<o FFREARRxER* Systemwalker SQC (end) -->
<CENTER><FONT COLOR=GREEN> Search service page (sample) </FONT></CENTER>
<BR><BR>

<FONT SIZE=5 COLOR=BLUE> Search service </[FONT>

<HR>

<P>

Search result...

</P>

</BODY>

</HTML>
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[Sample explanation]

[Windows]
Content Explanation
Blue character Description for incorporating data collection function2

Path to be specified | URL corresponding to the following directory:

in CODEBASE Installation directory\wwwiclasses

Path to be specified | URL corresponding to the following file:
in VALUE

Installation directory\wwwi\cgi-bin\reslog.cgi

The above sample is stored at the following storage location after installation.

Installation directory\sample\search_result_jp.html

[UNIX]
Content Explanation
Blue character Description for incorporating data collection function2

Path to be specified | URL corresponding to the following directory:

in CODEBASE /opt/FISVswmag/wwwi/classes

Path to be specified | URL corresponding to the following file:
in VALUE

/opt/FISVswmag/wwwi/cgi-bin/reslog.cgi

The above sample is stored at the following storage location after installation.

/opt/FISVssqc/sample/search_result_jp.html

Notes on Web page editing

Use the identical string to specify URL in CODEBASE inside the APPLET tag of the Web page that calls a service and that
in CODEBASE inside the APPLET tag of the Web page that receives (displays) results. Note that, if the URL is not identical,
for example, if one URL is specified using a relative path and the other URL is specified using an absolute path, no response
log can be collected.

Operation after settings

If a Web page with the settings for this log collection is used, log collection is carried out in the sequence as shown below:

Target Operation description
[1]Web user: References URL of the Web page using the Web browser.
[2]Web user: Executes a service (for example, a search service) that calls the CGI program.
[3]Web user: Receives a result from the CGI program.
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Target Operation description

[4]Inside: The response log is collected and accumulated.

[5]Inside: The log is registered with the Usage DB by the Usage DB Registration Engine.

[6]Analyzer: An analysis can be carried out and results can be displayed on the analysis
window.

The URL based response analysis and client based response analysis are
supported.

Qn Note

If there is any error in the edited Web page, the response log cannot be collected. Before providing a Web page service,
carry out tests to make sure that the response log is actually collected.

11.4.1.3 Stopping log collection

To stop the response log collection, delete the lines added to the HTML document of the Web page that start log collection.
Delete such text from both the HTML page that calls a service and the HTML page that receives results.

To be deleted is the blue text in each HTML page as described in "11.4.1.2 Making settings for log collection™" Once deleted,
no response log is collected and accumulated even if this Web page is referenced and a service is called.

11.4.1.4 Log format

A response log with one line of text is accumulated in the SQC extended log file in response to one piece of data sent from
data collection function2.

The format of one line is as follows. The field is delimited by one blank character.

1.Date 2.Type 3.Version 4.HostName 5.Path 6.Reserve 7.KeyData

No. Field Explanation

1 Date Time at the log is accumulated. This time is a local time on the installation
machine. Its format is as follows and blue characters are variable:

[dd/mon/yyyy:hh:mm:ss SHHMM]

The meaning of each field is as follows:

Fie Meaning
Id
dd | Day
(01 -31)
mo | Month
n

("Jan","Feb","Mar","Apr","May","Jun
","JuI","Aug","Sep","Oct","Nov","De

¢")
yy | Christian era
Wl o709
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No. Field Explanation

hh Hour
(00 - 23)

m Minutes

(00 - 59)

SS Seconds
(00 - 59)

S Flag of time difference with the
Coordinated Universal Time (UTC)

(")

HH | Hour of time difference with the
Coordinated Universal Time (UTC)

(00 -)

M Minutes of time difference with the
M Coordinated Universal Time (UTC)

(00-)

2. Type Data type (code that indicates the log type)

The response log corresponds to "2".

3. Version Version level of the log format.

Currently only "1" for the response log.

4. HostNam | (Web page user's) host name or IP address where the browser operates
e

5. Path Path to the HTML document of the Web page

6. Reserve Reserved

Currently always "0"

7. KeyData | Response time (in milliseconds)

For the file name, capacity estimation and SQC extended log file switching, refer to "15.2.5 SQC extended log file".

11.5 Navigation Guide for the Usage Analysis Window

This section explains how to analyze the usage of the Web site by using the Trend Viewer.

11.5.1 Analyzing changes in the number of Web site visitors

This section explains the method of analysis focusing on the transition of the number of visitors to the Web site.

By making analysis focusing on the transition of the number of visitors to the Web site, the following types of information
can be obtained and used for effective operation of the Web site.

- Number of visitors

- Frequently accessed time zone
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- Frequently accessed period, such as the beginning or end of the month

11.5.1.1 Analysis using the usage analysis window

To analyze with focusing on the transition of the number of visitors to the Web site, specify the following items in the usage

analysis window:

Item

Specification

Analysis target server

Specify the server or the group to be analyzed.

Data type Session status

Analysis method Time segment

Analysis period Specify the analysis period unit and period.
Unit

[eo]
FUJITSU HELP
Analysis target sarver: Time segment (Day: hourunit 2004/3/5 000-23:59
|Web Ty j . —+alue of pro-period [ Total
times
Data type:
|Sessiun report j
Analysis method:
|Time segment |
Analysis period:
Unit:
Day: hour unit [ 2004 Mar. 5th (Fri)
Un OHr 3Hr BHr Hr 14Hr 17Hr 20Hr 23Hr
2004102524 iI ﬂ
2004102724 Bar graph Line graph
_ Line graph Cnarad - =
J004/02126 Walue of pro-period: |N0n|j|5p|ay l
2004002527
20042128 o Tmesemem  sessoncount
2004502429 ao:n0 - =
2004403501 01:00 I
20040302 0Z:00
2004/03/03 03:.00
2104503004 p4:00
- . 0500
- 06:00
2004/03/06 o X
Total 27
2004i03507
Lines of List: IQD ~ | Display order: IDescending order 'l Advanced analysis destionation: INone 'l

If "Date: hour unit" is specified for the Analysis period, the transition of the number of sessions every hour on the specified

date.

The number of sessions represents the number of persons who visits the site; the period from entering the site to exiting the
site is counted as one session.

If a user makes no access for a given period, the session is assumed ended. If the same user makes an access again, it is
counted as another session.
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Similarly, if the same user visits the site many times within a day, the individual visits are counted as separate sessions.

11.5.2 If you would like to make analysis in page units

This section explains the method of analysis focusing on the usage of each page that makes up the contents of the Web site,
such as for checking which page is popular.

By making analysis focusing on the usage of each page, the following types of information can be obtained and used for
effective operation of the Web site.

- Frequently used pages

- Usage of pages that the contents provider wants to be used

- Effective pages for information supply

11.5.2.1 Analysis using the usage analysis window

To analyze with focusing on the usage of each page, specify the following items in the usage analysis window:

Item

Specification

Analysis target server

Specify the server or the group to be analyzed.

Data type

Session status

Analysis method

URL

Analysis period

Unit

Specify the analysis period unit and period

[=e]
FUJITSU HELP
Analysis target server. URL @ay hourunify 2004/3(5 0:00-2388
|Web ey j . —+-alue of pro-period Il Aagffag_alhtm [ fagsfa fabrichtm B /fagdfag tuck kim ] Tokal
times
Data type:
|Sessw0n report j
Analysis methad:
-
Analysis period:
Unit:
Day: hour unit = 2004 Mar_ &th (Friy
Up OHr 3Hr GHr 9Hr 14Hr 17Hr 20Hr 23Hr
200402124 &l o
200402125
Bar graph Heap bar graph Line graph Heap line graph —nariod: lﬁ
004102126 Value of pro-period: |Mandisplay
2004102027
2004502428
2004102129 X
2004703101 ] 2fagifan_fabric.htm ] 18.52
2004/03/02 2 sfagfag_truck him : 152
004/03/05 4 Ifanifag.htm 2 7.41
Alpriceddvd_list.html 1 370
20 4 fentertainmentindes htrl 1 370
o Siproductindex.html 1 370
2004103/08 b ) L]
2004m3i07 Total | EE 7
Lines of List: |2D 'lDisp\ay order: IDescending order 'l Advanced analysis destionation: |Client host j

If "Date: hour unit" is specified for the analysis period, the usage of the URL (page unit) on the specified date is displayed.
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The upper half of the analysis window graphs the session counts of three top ranking URLSs and the total session count. The
lower half shows the session counts for the specified number of URLs (20 URLSs by default).

B} point

Because "Session status" is specified for the analysis data type, usage analysis for each page is performed in units of sessions.
In other words, even if the same user frequently accesses the same page within one session, the usage count is one. This
analysis thus tells how many different users used the page.

"Request status" can also be specified for the analysis data type. In this case, if the same users frequently accesses the same
page, the usage count is incremented each time the page is accessed. This analysis thus tells how many times the page was
used.

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

Qn Note

When URL is specified as the analysis method, the accesses to the URLs having the extensions specified with
RequestURLSuffix in the analysis target server definition block in the Usage DB Environment Definition File are analyzed.

The default settings are as follows:

RequestURLSuffix = "html,htm,shtml,shtm,stm,cgi,asp,pl,tcl,sh"

11.5.3 Analyzing site navigation

An analysis of page navigation status of customers, such as status dealing with the sequence that a customer accesses the
pages of the Web service and whether a customer reaches a desired page easily, provides useful information that can be
used to, for example, review the configuration of content provided as the Web service.

11.5.3.1 Analyzing site navigation for an entire Web site

In a review of organization of the content on an entire Web site, site navigation analysis can reveal how the content of the
Web service is being used.

In this type of analysis, a page navigation status on the most frequently used patterns on the Web site is displayed, providing
reference material that can be used to focus on the organization of content on URL pages.

The following is an example of using site navigation analysis for an entire Web site.

1. Specify the following items on the analysis screen to perform the analysis.

Iltem Specified content

Analysis data type Page navigation status

Analysis method Whole Web site

When the analysis is complete, a page navigation status on the most frequently used patterns for the Web site is displayed.

1. For a more detailed analysis of the page navigation status that focuses on a displayed URL page, specify the URL
you want to analyze and then select "Next page" or "Previous page" as the drill-down destination.

2. For even greater detail, repeat the process of selecting the above URL and drilling down further.
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11.5.3.2 Analyzing site navigation for a specific customer

Use site navigation analysis that focuses on a specific customer to analyze the sequence in which a particular customer using
the Web service accesses the pages of the Web site.

The following is an example of using site navigation analysis that focuses on a specific customer

1. Specify the following items on the analysis screen to perform the analysis.

Iltem

Specification

Analysis data type

Session status

Request status

Analysis method

Client host name base
Client IP address base
Authorization user name base

Access ID base

A list of customers that matches the specified analysis data type and analysis method is displayed.

2. Specify the customer on the displayed customer list that you want to analyze and then select "Page navigation" as the
drill-down destination.

[ee)
FUJITSU

Analysis target server:

|web HTTR11
Drata type:

|Request repoart

Analysis method:

|client host
Analysis period

Unit:

Day: hour unit

Up
2004/02124
2004102125
2004102126
2004102127
2004/02/28
2004102129
2004703101
2004503502
2004/03/03
2004/03/04

2004703106
2004403107

=

HELP

~o-alue of pro-period [ w2003, a0i pst fujitsu.com [ netfin.aci pst fujitsu.com I thunder. aci. pst fujitsu.com [ Total

times

12
10
a

B
4
2
o
2004 Mar. 5th (Fri)
OHr 3Hr BHr 9Hr 14Hr 17Hr 20Hr 23Hr
=l |
Bar graph Heap bargraph Line graph Heap line graph Yalue of pro-period: Mondisplay =
g
I = thunder.ani pstijitsu.cam 4 0.00 1.39 9.09
4 taiji.ani.pstiujitsu.com 3 0.00 30967 6.82
4/ rose.aoi pstiljitsu.com 3 0.00 1.04 6.82
4 bagua.aoi.pstiyjitsu.com 3 0.00 41.07 6.82
4 miracle aoipst fujitsu.com 3 0.0 1.04 SBQH
Total |« R | Py | — 50541 e
Lines of List: IED | Display arder: IDescending order 'l Advanced analysis destionation: | Authorization user name |Z|
Authorization user name
LRL

When the analysis is complete, a page navigation status on the most frequently used patterns for the customer is displayed.
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[o0)
FUJITSU

Analysis target server:

|z HTTP11
Diata type:

|Request report

Analysis method:

|Client host
Analysis period:

Unit:

|Day: hour unit

i
T 2 ffaefag_fabric.htm T 1280 120
=] 3 ifagifag_truckhtrn 9 12.50
4 Ifagifag_all.htm 1 12,50 1]
A Ifagifag_fabric.htm 1 12,50 1]
ﬂ i ffagifag_truck htm 1 12,50 1]
T Ifagifag_all.htm 1 12,50 1]
=
L

Tool A -
Lines ofList:IED vlDispIay order:IDescending order 'l Advanced analysis destionation:lNem page hd

1. For a more detailed analysis of the page navigation status that focuses on a displayed URL page, specify the URL
you want to analyze and then select "Next page" or "Previous page" as the drill-down destination.
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o0
FUJITSU HELP
Analysis target server; Page navigation {Day: hour unity 20047 378 0:00- 23:549 Client host wm2003.a0i pstiujitsu.com
|Web ‘HTTP11 j Order URL Request count Percent(%) Stay time {(sec)
Data type: 1 Magifag_truckhtm 2 25.00 240 &
ne. Ifagifag_fabric.htm -mm
|Request report j Fifagfag_truckhtm 1 12.50 1]
Analysis method: 4 ffan/fag_all.htm 1 12.50 o
A Ifagifag_fabric.htm 1 12,50 1]
[Client nast = B ifagifag_truck hirn 1 1250 0
Analysis period: T ifagifag_all.htm 1 12.50 i}
Linit:
Day: hour unit j
|
Total « .
Lines of List: |2E| 'lDlsplay order: |Descend|ng order vl

In case of session analysis, the page navigation of the most user's pattern is used as the basis. For example, if the most pattern

is:

A.html
B.html
C.html

In this case, if "B.html" is selected, and "Next page" is selected for advanced analysis, the result of next pages for users
navigating from "A.html" to "B.html" is displayed in large amount order (the "C.html" is the most). But in case of request
analysis, the result has nothing to do with the page navigation patterns to the selected URL. The page navigation pattern
analysis from the selected URL is performed on all the page navigation patterns (within the specified period of time).

1. For even greater detail, repeat the process of selecting the above URL and drilling down further.

11.5.3.3 Analyzing site navigation for a specific URL

Use site navigation analysis that focuses on a specific URL to analyze the navigational sequences used to access a URL
page that has been made public as Web site content and the origin of access to the URL page.

The following is an example of using site navigation analysis that focuses on a specific URL.

1. Specify the following items on the analysis screen to perform the analysis.

Item Specification

Analysis data type Session status
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Iltem

Specification

Request status

Analysis method

URL base
EntryURL base
ExitURL base

A list of URLSs that matches the specified analysis data type and analysis method is displayed.

2. In the displayed URL list, specify the URL you want to analyze and then select "Next page" or "Previous page" as
the drill-down destination.

o)
FUJITSU

Analysis target server:

[web HTTP11 |

Data type:

|Request report j

Analysis method:

JURL |

Analysis period:

Unit:

|Day: hour unit j

Up

2004i02124
2004i02125
2004/02126
2004002127
2004/02128
2004/02128
2004403001
2004103002
2004503003
2004503004
2004503006
2004i03507

times

2004 Mar. sth (Fri)

—+-alue of pro-period [l #fagifaq_allhim [ #ag/fag fabrichtm [ Aagifaq truck.htm [ Total

OHr IHr BHr 9Hr 14Hr 17Hr 20Hr 23Hr
| =l
Bar graph Heap bar graph Line graph Heap line graph

1 Magifag_all.him
fagifag_fabric.htm

2 ifagifaq_truck htm

4 ifayifag.htm

A fpricefdvd_list.html

5 fproducticar birm

Yalue of pro-period: |Mondisplay ‘l

Total

A fpraductindex html

1Descending order 'I

Client host
Client IP address
Autharization user name

When the analysis is complete, a list of page navigation status (next page or previous page) for the specified URL is displayed.
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Data type: 2 ffacyfan_truck him 7 2887 of
ERequest repart ~

Analysis method:
JURL |

Analysis period:

Unit:

E hour unit _J

Lines ofList: EED vIDisplav ordar: EDescending order 'I Advanced analysis destionation:

o @)
FUJITSU HELP
Analysis target server: Mext page (Day: hour unity 20047 375 0:00 - 23:59 URL: fagifag_rabric.htm
EWeb HTTP11 :j Order LRL Request count Percent{%) Staytime (sec) |
L W VR ===

Tl Ry~ —

In case of session analysis, selecting a URL from the result of session analysis for optional method URL or EntryURL leads
to the analysis regarding the selected URL as the first URL when user visited the Web site. Similaryly, selecting a URL
from the result of the session analysis for optional method ExitURL leads to analysis regarding the selected URL as the last
URL. But for request analysis, selecting a URL from the result of optional method URL leads to the analysis regarding the
selected URL as just one URL while navigating the Web site.

1. Repeat the process of selecting the above URL and drilling down to obtain a more detailed analysis of the page
navigation status.

E) Point

© 00 0000000000000 000000000000000000000000000000000000000000000000000000000000000000S0

In case of session analysis, the selected URL is used as the destination from the URL selected in the previous advanced
analysis. But in case of request analysis, it has nothing to do with the URL that selected for the previous advanced
analysis. The analysis is made on all the navigation patterns (within the specified period of time) from the selected

URL.

© 0000000000000 00000000000000000000000000000000000000000000000000000000000000000000S0
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IChapter 12 Evaluating the Usage

The Reporter can be used to evaluate the usage of the Web site.

If the conditions for creating reports to be referenced are registered in advance, the Reporter can be used to evaluate the
usage as needed.

Reports created in the past can also be referenced.

This chapter explains how to use the Reporter.

12.1 Registered Report Window

This section provides a function overview of the registered report window and explains how to use the functions.

12.1.1 OutLine

For the Reporter, the conditions for generating reports (hereafter referred to as "the report conditions™) must be registered
before generating reports.

The List of registered reports window lists the report conditions already registered. The window is thus used for report
management.

The following functions can be called from this window:
- Registering, editing or deleting the report conditions
- Generating a report according to the registered report conditions

- Referencing reports that were generated previously

12.1.2 Start operation

The registered report window is started by clicking the [Trend Report] button on the top page of the Web Site Management
window.
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~J FUILTSU Systemwalker Service Quality Coordinator Website Management - Microsoft Internet Explorer

| File Edt View Faverites Tools  Help |J &Back ~ = - @ 2 | @isearch (HFavorites @hvedia B | F- >

| address [@] hitp:j/127.0.0.1/50C/ TopPage _en html# x| Pao |JLinks =

FUJITSU
Systemwalker Service Quality Coordinator

Website Management

Analyse the usage reports of web servers or proxy servers,

The envivamment for a Manazed Server (web or prozxy) needs to be setup. To setup the enviramment, chick the [Enviromment
Settings] utton.

Make areport on Trend Yiew.

The enviromment for a Feport Server needs to be set up. To set up the envirormment, elick the [Enviromment Settings] button.

The alteration of open Web contents can be supervised automatically and the notice can be received at the time
of alteration detection.

Please check the operation situation fo [of an alteration monitorng fanetion f UEL] an environimental setup £ sarveillance
from thus batton.

Before using use a Trend Viewer and an contents Tampering
I onitoring, various server groups are set up from this button.

=

& [ | |4 mntermet

B

12.1.3 Quit operation

To quit the List of registered reports window, click the [Close] button on the bottom of the window.
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o FUIITSU Systemwalker Service Quality Coordinator List of registered reports - Microso... [E[x] E3

r - A
o)
FUJITSU

Systemwalker
Service Quality Coordinator

List of registered reports

[~

12.1.4 Window configuration

This section shows the window configuration of the List of registered reports window and explains the components of the
window.
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ﬁ FUJITSU Systemwalker Service Quality Coordinator List of registered reports - Microso... [lj[=]

r - A
o)
FUJITSU

Systemwalker
Service Quality Coordinator

List of registered reports

Gene./Hist. ”Re gistered report name” Edit/Del.

Cloze |

Report table
The report table lists the report conditions already registered.

Each line of the report table corresponds to one set of report conditions and consists of a registered report name and operation
buttons for the report conditions.

On the bottom line of the report table, the operation buttons for displaying the report history and registering new report
conditions are provided.

Column Description

Gene./Hist. Generate Clicking this button activates the Generate of report window and
generates a report based on the report condition. Refer to "12.3.2
Start operation" for the Generate of report window.

History Clicking this button activates the History of reports window
displaying the reports that were generated previously. Refer to
"12.4.2 Start operation" for the History of reports window.

Registered report name The report names registered in the report registration window are
listed. Refer to "12.2.4 Window configuration" of the Registry of
report window.

To register new report conditions, click the [Register] button on
the bottom line. Refer to "12.2.2 Start operation" for the Registry
of report window.

Edit/Del. Edit Clicking this button displays the Registry of report window so that
the registered report conditions can be edited. Refer to "12.2.2
Start operation" for the Registry of report window.
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Column Description

Del. Clicking this button deletes the corresponding report conditions.
Buttons
Button Function
Close Closes the List of registered reports window.

12.2 Registry of report Window

This section provides a function overview of the Registry of report window and explains how to use the functions.

12.2.1 OutLine

The Registry of report window allows the user to:
- Set and register new report conditions.

- Edit and update the contents of the report conditions already registered.

12.2.2 Start operation

To open the Registry of report window:
- Click the [Register] button in the List of registered reports window.

- Click the [Edit] button for the target report conditions in the List of registered reports window.
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o FUIITSU Systemwalker Service Quality Coordinator List of registered reports - Microso... [E[x] E3

r - A
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FUJITSU

Systemwalker
Service Quality Coordinator

List of registered reports

Gene./Hist. ”Re gistered report name” Edit/Del.

Cloze |

12.2.3 Quit operation

To quit the Registry of report window, close the Web browser that displays the window.

12.2.4 Window configuration

This section shows the configuration of the Registry of report window and explains the components of the window.
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/J FUIITSU Systemwalker Service Quality Coordinator Registry of report - Microsoft Internet Explorer

pre)
FUJITSU

Registered Report Name
;ﬂnalysis uzage(today)

Category
i Analyzing Trend Wiew(S urmmary) ...I.j
Report Type

| Surmmary .Z.j

Report Ohject

& Service © Weh Site

Service/Web Site

| Hosts1:HTTP11 =

Report Period
| Today =]

Itis not necessany to choose

Select Condition
Mame =1

= ilt iz not neceszan o input

Test I
Register I

A @& %) & || @ruimsusystem... | Siimgae | &yeaibin | @7Fuommsu system... |[@]FuarTsu Syste... . Ifantiew | |

Report conditions

Setting item Description
Registered Specify the name to be displayed in the report table in the List of registered
Report Name reports window.

Specify the name with up to 36 alphanumeric characters and/or symbols,
excluding the following symbols:

$" [1<>/2];:*\&, .=

Category Select the report category from the pull-down menu.

The following categories can be selected. Refer to "12.5.1 Category and
Report type" for details.

- Analyze usage (Summary)

- Analyze usage (Session Report)
- Analyze usage (Request Report)
- Analyze usage (Traffic Report)
- Analyze usage (Cache Report)

- Analyze usage (Error Report)

- Analyze usage (Response Report)
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Setting item Description
- Analyze usage (Page Navigation Report)

- Analyze usage (Actual Visit User Count)

Report Type Select the report type from the pull-down menu.

The pull-down menu lists the report types corresponding to the selected
category. Refer to "12.5.1 Category and Report type" for details.

Generation Set the conditions for generation reports.

conditions The settings for the generation conditions vary depending on the

combination of the selected category and report type. Refer to "12.5.2 Other
report parameters" for details.

E) Point

© 0000000000000 0000000000000000000000000000000000000000000000000C0COCOCO0COCOCOCOCOC0COCOCOCOCOCCOCOCO0COCIOCIOCEOLSES

If the [Registry of report] window is started by clicking the [Edit] button on the [Registered Report] window, the content
registered or edited last time is displayed.

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

Buttons

Button Function

Test Report according to the report condition is displayed on the right
side of the window. This is for the checking of the report
condition settings.

Report is displayed but the history is not added by this operation.

Register Register the report condition set.

If you want to quit the registering, quit the Registry of Report
window according to "12.2.3 Quit operation".

12.3 Generate of report window

This section provides a function overview of the Generate of report window and explains how to use the functions.

12.3.1 OutLine

The Generate of report window is used to generate a report according to the report conditions that were registered previously.

12.3.2 Start operation

To open the Generate of report window, click the [Generate] button of the target report conditions in the List of registered
reports window.
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FUJITSU

Systemwalker
Service Quality Coordinator

List of registered reports

Gene./Hist. ”Re gistered report name” Edit/Del.

Cloze |

12.3.3 Quit operation

To quit the Generate of report window, close the Web browser that displays the window.

12.3.4 Window configuration

This section shows the configuration of the Generate of report window and explains the components of the window.
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3 FUJITSU Systemwalker Service Quality Coordinator Generate of report - Microsoft Internet Explorer

pre)
FUJITSU

Registered Report Name
;ﬂnalysis uzage(today)

Category
i Analyzing Trend Wiew(S urmmary) ...I.j
Report Type

| Surmmary .Z.j

Report Ohject

& Service © Weh Site

Service/Web Site

| Hosts1:HTTP11 =

Report Period
| Today =]

Itis not necessany to choose

Select Condition
Mame =1

= ilt iz not neceszan o input

Generate I

] @& <3 ! & |FUITSU System... | SYimgae i (3] cgi-bin i & ]FuIITSY System...i *Clipboard-lrfan...“' JFUIITSU Syste... (@ 10:23 Pt

Report conditions

The report conditions that were set in the Registry of report window are displayed in the report condition setting items in
the Generate of report window.

Of the setting items, the generation conditions can be changed in this window. The settings for the generation conditions
vary depending on the combination of the selected category and report type. Refer to "12.5.2 Other report parameters™ for
details.

gn Note

The changes made to the generation conditions in this window are not reflected in the report conditions that were already
registered.

Buttons

Button Function

Generate Generates a report according to the report conditions. The generated
report is displayed on the right side of the window.

For the contents of the generated report, refer to "12.5.3 Report
contents".
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12.4 History of Reports Window

This section provides a function overview of the History of Reports window and explains how to use the functions.

12.4.1 OutLine

The History of Reports window is used to display reports that were generated in the past.

12.4.2 Start operation

To open the History of Reports window, click the [History] button in the List of registered reports window.

ﬁ FUJITSU Systemwalker Service Quality Coordinator List of registered reports - Microso... [lj[=]

ey
e

FUJITSU

Systemwalker
Service Quality Coordinator

List of registered reports

- ||HostA1HTTE1

Cloze |

12.4.3 Quit operation

To quit the History of Reports window, click the [Close] button on the bottom of the window.

12.4.4 Window configuration

This section shows the configuration of the History of Reports window and explains the components of the window.
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ﬁ Systemwalker Service Quality Coordinator History of Reports - Microsoft Internet Explorer

e e e
e}
FUJITSU

Systemwalker
Service Quality Coordinator

History of Reports

| Run Date || Entry Name || Term of Report ”
|03f0’?f2004 21:10:25 | HestA 1HTTE 1||03/05/2004 00:00:00 - 03/05/2004 23:5%9:59
||031‘07"J‘2004 21:05:17|HestA 1THTTE 1||03/05/2004 00:00:00 - 03/05/2004 23:59:59
||03f07f2004 20:51:32 | Hest A THTTE 1||03M05/2004 00:00:00 - 03/05/2004 23:59:59

¥,

||03f07f2004 20:49:46||HostA1HITP1||03f05f2004 00:00:00 - 03/05/2004 23:59:59

Close |

History table
The history table lists the reports that were generated in the past.
Each line of the history table is corresponding to an operation of the report generation.

The history table lists up to 50 reports in order of generation dates beginning from the latest generation date. Older reports
than these latest 50 reports are automatically deleted from the oldest reports.

Column Description
Run Date The date and time when the report was generated is displayed.
Entry Name The registered report name of a report that was generated is displayed.
Period of Report The period selected for generating a report is displayed.
B Point

©000000000000000000000000000000000000000000000000G0CS

If a relative period of report such as "Yesterday" was selected for report
generation, the actual period of report is displayed.

© 00 0000000000000000000000000000000000000000000000G0CS

Show Report button Clicking this button opens another window to display a report.

For the format of the report displayed, refer to "12.5.3 Report contents".

Buttons
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Button

Function

Close

Closes the report history window.

12.5 Report paramters

This section explains the individual reports supported by the Reporter.

12.5.1 Category and Report type

The table below summarizes the categories and the corresponding report types supported by the Reporter.

No

Category

Report type

QOutline

Analyze usage

(Summary)

Summary

A summary of analysis results is output.

10

11

12

Analyze usage

(Session Report)

Time Segment

Transition in each period is analyzed.

Client Host Name

Usage is analyzed for each host name that is
obtained by DNS conversion of the client IP
address.

Client IP Address

Usage is analyzed for each client IP address.

Authorization User
Name

If authentication is performed on the WWW
server or Proxy server, usage is analyzed for
each authentication user name.

User Agent

Usage is analyzed for each agent that is used
by the user who accesses the WWW server
or Proxy server.

Referrer Host Name

The link that was used to reach the WWW
server is reported for each referrer host
name.

Referrer IP Address

The link that was used to reach the WWW
server is reported for each referrer IP
address.

Remote Host Name

In the Proxy server, usage is analyzed for
each host name of the page that was accessed
from inside the Proxy server.

When the Proxy server is used in reverse
operation mode, the WWW server to which
a request was made from the outside is
reported for each host name.

Remote IP Address

In the Proxy server, usage is analyzed for
each IP address of the page that was
accessed from inside the Proxy server.

When the Proxy server is used in reverse
operation mode, the WWW server to which
a request was made from the outside is
reported for each IP address.

URL

Usage is analyzed for each URL name that
was accessed from clients.

Entry URL

Usage is analyzed for each entry URL of the
URL that was accessed from clients.
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No

Category

Report type

Outline

13

14

15

16

17

Exit URL

Usage is analyzed for each exit URL of the
URL that was accessed from clients.

Referrer URL

The link that was used to reach the WWW
service is reported for each referrer URL.

Access ID

Usage is analyzed for each 1D that was set
in Cookie.

Directory

Usage is analyzed for each directory using
the URL name accessed from clients.

Subnetwork

Usage is analyzed for each subnetwork that
groups client IP addresses.

18

19

20

21

22

23

24

25

26

27

28

Analyze usage

(Request Report)

Time Segment

Transition in each period is analyzed.

Client Host Name

Usage is analyzed for each host name that is
obtained by DNS conversion of the client IP
address.

Client IP Address

Usage is analyzed for each client IP address.

Authorization User
Name

If authentication is performed on the WWW
server or Proxy server, usage is analyzed for
each authentication user name.

Remote Host Name

In the Proxy server, usage is analyzed for
each host name of the page that was accessed
from inside the Proxy server.

When the Proxy server is used in reverse
operation mode, the WWW server to which
a request was made from the outside is
reported for each host name.

Remote IP Address

In the Proxy server, usage is analyzed for
each IP address of the page that was
accessed from inside the Proxy server.

When the Proxy server is used in reverse
operation mode, the WWW server to which
a request was made from the outside is
reported for each IP address.

URL

Usage is analyzed for each URL name that
was accessed from clients.

URL Extension

Usage is analyzed for each extension (which
extensions were frequently accessed).

Access ID

Usage is analyzed for each 1D that was set
in Cookie.

Directory

Usage is analyzed for each directory using
the URL name accessed from clients as the
key.

Subnetwork

Usage is analyzed for each subnetwork that
groups client IP addresses.

29

30

Analyze usage

(Traffic Report)

Time Segment

Transition in each period is analyzed.

Client Host Name

Usage is analyzed for each host name that is
obtained by DNS conversion of the client IP
address.
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No

Category

Report type

Outline

31 Client IP Address Usage is analyzed for each client IP address.
32 Authorization User If authentication is performed on the WWW
Name server or Proxy server, usage is analyzed for

each authentication user name.

33 Remote Host Name In the Proxy server, usage is analyzed for
each host name of the page that was accessed
from inside the Proxy server.

When the Proxy server is used in reverse
operation mode, the WWW server to which
a request was made from the outside is
reported for each host name.

34 Remote IP Address In the Proxy server, usage is analyzed for
each IP address of the page that was
accessed from inside the Proxy server.
When the Proxy server is used in reverse
operation mode, the WWW server to which
a request was made from the outside is
reported for each IP address.

35 URL Usage is analyzed for each URL name that
was accessed from clients.

36 URL Extension Usage is analyzed for each extension (which
extensions were frequently accessed).

37 Access ID Usage is analyzed for each 1D that was set
in Cookie.

38 Subnetwork Usage is analyzed for each subnet that
groups client IP addresses.

39 | Analyze usage Hit Location Cache hitsare analyzed for each hit location.

(Cache Report)

40 | Analyze usage Error Location Errors are analyzed for each error location.

41 | (Error Report) Server Error Code Server errors are analyzed for each server
error code.

42 Client Error Code Client errors are analyzed for each client
error code.

43 Remote Error Code Remote errors are analyzed for each remote
error code.

44 | Analyze usage URL Usage is analyzed for each URL name that
was accessed from clients.

(Response
45 Report) Client Host Name Usage is analyzed for each host name that is
obtained by DNS conversion of the client IP
address.
46 Client IP Address Usage is analyzed for each client IP address.
47 | Analyze usage Entire Site Page navigation (in which order the WWW
(Page service pages were accessed) is analyzed.
Navigation
Report)

48 | Analyze usage Specified Server The number of users who actually visited

each client IP address per day is reported.
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No Category Report type QOutline

(Actual Visit
User Count)

12.5.2 Other report parameters

This section explains the generation conditions to be set in the Registry of report window. The section explains them
separately for each category.

12.5.2.1 Common items

This section explains the items common to all categories.

Period of report

Select the period for generating a report.

Upper field
In the upper field, select the period type that represents the period for generating a report from the pull-down menu.

The following period types can be selected. "Today" is selected by default.

Period type Description

Yesterday A report for the day before the day on which report generation is
executed is generated.

Today A report for the day on which report generation is executed is
generated.

(Select the day from the When generating a report, select the report period from the list of

following) days in the field below.

Last week A report for the week before the week during which report
generation is executed is generated.

This week A report for the week during which report generation is executed is
generated.

(Select the week from the | When generating a report, select the report period from the list of

following) weeks in the field below.

Last month A report for the month before the month in which report generation
is executed is generated.

This month A report for the month in which report generation is executed is
generated.

(Select the month from the | When generating a report, select the report period from the list of
following) months in the lower field.

(Select the year from the When generating a report, select the report period from the list of
following) years in the lower field.

Qn Note

Some items may not be selected depending on the combination of the selected category and report type.
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Lower field

If "(Select the day from the following)" is selected in the upper field, select a specific day from the lower field. The lower
field first lists seven days including today beginning from Sunday. To move the range of the days listed in the present field

to the past or future, click the move button above or below the field.

If "(Select the week from the following)" is selected in the upper field, select a specific week from the lower field. The lower
field first lists seven weeks including this week. To move the range of the weeks listed in the present field to the past or

future, click the move button above or below the field.

If "(Select the month from the following)" is selected in the upper field, select a specific month from the lower field. The
lower field first lists seven months including this month. To move the range of the months listed in the present field to the

past or future, click the move button above or below the field.

If "(Select the year from the following)" is selected in the upper field, select a specific year from the lower field. The lower
field first lists seven years including this year. To move the range of the years listed in the present field to the past or future,

click the move button above or below the field.

gn Note

The report period selected from the lower field in the Registry of report window is not reflected in the report conditions.

Select the report period again from the lower field in the Generate of report window.

12.5.2.2 Report Object and Select Condition

This section explains the items specific to the following categories:

Analyze usage (Summary)

Analyze usage (Session Report)
Analyze usage (Request Report)
Analyze usage (Traffic Report)

Analyze usage (Cache Report)

Analyze usage (Error Report)

Analyze usage (Response Report)
Analyze usage (Page Navigation Report)

Analyze usage (Actual Visit User Count)

Selecting the service or Web site

Select the object of the report generation by the option button.

Object Description

Service Selects the service as the object of the report generation.

The service name corresponds to the analysis target server name on the [Use
Trend Service Information] window.

Web site Selects the Web site as the object of the report generation.

The Web site includes the server group and service group.
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2 See

© 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000S

For the managed server and Web site(group), refer to "Chapter 7 Configuring the Operating Environment".

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

Name of service, Web site

Select the report target from pulldown menu according to the selected service or Web site.

gn Note

In the pulldown menu, some items that are not applicable to the selected Category, Reprot Type are also displayed. If those
items are selected, Message indicating no data in the period is displayed.

Only the usage analysis services of the managed server in management operation can become the report target. In case of
managed server operation, even if selected from the pulldown menu, the message indicating no data in the period is displayed.

Focusing conditions
When a report is generated, data that satisfy the condition specified by the focusing conditions is analyzed.
The focusing condition is specified in the following form:
- "Analysis method" = "Value"

Select the analysis method from the pull-down menu.

Specify by inputting the value directly that you want to focus about the specified analysis method.
The specification examples are as follows:
- When the analysis method is "client IP address":
Specify "198.51.100.1."
In this case, a report is generated about the accesses from the user whose client IP address is "198.51.100.1".
- When the analysis method is "URL":
Specify "/SQC/TopPage_en.html."

In this case, a report is generated about the accesses to URL "/SQC/TopPage_en.html."

Qn Note

When you specify the focusing condition, a report is generated on the data exactly the same as the specified characters.

Wild card cannot be specified.

12.5.3 Report contents

This section explains the format of a report generated in the Generate of report window.
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a FUJIITSU Systemwalker Service Quality Coordinator - Microsoft Internet Explorer

2004 03 08 (Mon) 02:15:16
[ Trend View ]| Visitd user count Specify Server

Registered Beport Hame Wistors
Beport Ohject

ServiceWeb site Hosts1:HTTPLL g
Beport Period 2004 02 29 (Sun) - 2004 03 06 (Sat) Repﬂrt Cﬂﬂdltlﬂﬂs
Selecting itern Moaone
Selecting kewy word Hone

Summary List of Visiting user count per period

Date ¥isited user count

0z 2905um)
03/01(Mon)
03/02(Tue)
03/03(ed) Table data
0304 Thu)
03/0S(Fri)

03/06(5at) =

L LY o e Y o

Graph of Visited user count per period

20

14

16

4 Graphic data

12

10

a £, /

Vizited user count

0 & ; & G
O22905un)  O300(Mon)  O302(Tus)l  O3030Wed)  0304(Thu)  O30S5(Fri)  O3/06(Sat)

Date

Link

Frnt the report Download data

Report conditions

The contents of the report conditions set when generating a report in the Generate of report window are displayed.
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Graphical data
Data collected and analyzed according to the report conditions is displayed in graphical format.

The displayed type of the graph and the number of graphs vary depending on the combination of the selected category and
report type.

Table data
Data collected and analyzed according to the report conditions is displayed in a table form.

The displayed table items vary depending on the combination of the selected category and report type.

Link
Link Description
Print report Clicking this link to print the report.
Download data Clicking this link to download the data used for report generation as a

CSV file. If it does not work, right-click the link and select "Save to
file" or "Save the link as" from the menu to download the data.

For the CSV file format, refer to "15.3.1 Report data file".
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|Chapter 13 Using the Contents Tampering Monitor

The system administrator can use the Contents Tampering Monitor to automatically monitor tampering with Web contents
(hereafter referred to as contents) and receive messages if tampering is detected.

This chapter explains how to use the Contents Tampering Monitor.

13.1 Viewing the Environment Settings Window

Environment Settings window for tamper monitoring can be opened from the Management Console window on the
Management Server. Click the "Environment Settings" button in the Management Console window to display the
Environment Settings window, and then click the "Contents Tampering Monitor" button.

When there is no registration of surveillance conditions

3 S ystemvaler Service Quality Cocedinater Cantents Tampering Monitor - Miceosalf Internst Enplors =z =]

rjiisu
Systemwalker
Service Quality Coardinator

Contents ‘Tampering Maonitor

When there is registration of surveillance conditions

vy ciamima kar Sarvica Yuality Loordinator Lontents | ampenng Momtor - Microsolt Inkemet Biple

i T

Juv)
LRL ENTRY FUJITSU

Systemwalker

Service Quality Coordinator
Contents Tamypering Monltor

Closa

Cloze

13.1.1 Contents Tampering Monitor window (menu window)

The Contents Tampering Monitor window, which is a menu window for tamper monitoring, appears. The window
configuration varies depending on whether monitoring conditions have been registered.
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When there is no registration of surveillanee conditions

3 Systemwalker Service Quaity Cocrdinater Cantonts Tampering Monitor - Miceosalt Internet Explorce

HjiIsu
Systemwalker
Service Quality Coordinator

Contents Tampermg Maonitar

Systemwalker

=0
R | ruiirsu

Closa

Cloze

When there is registration of surveillance conditions

by etammalkar barmca Yualty Loerdimator: Lontents | ampenng Momtor - Micosolt Inksnet Eiplorar

Service Quality Coordinator
Contents Tamypering Monltor

E
(0|3

[URL ENTRY] button
Displays the "13.1.2 Tamper Monitor URL Entry window".

Use this button when registering new monitoring conditions.

[URL MODIFY] button
Displays the "13.1.3 Tamper Monitor URL Modify window".

Use this button when modifying monitoring conditions already registered.

[URL DELETE] button
Displays the "13.1.4 Confirm URL Delete window".

Use this button when deleting monitoring conditions already registered.

[ENVIRONMENT PROPERTY] button

Displays the "13.1.5 Environment Properties window".

Use this button when defining the operating environment for the Contents Tampering Monitor.

[ACTION STATEMENT] button
Displays the "13.1.6 Action Statement window".

Use this button when checking the tamper checking status.

-182 -




List
The URLSs that represent the monitoring conditions already registered are listed.

When modifying or deleting monitoring conditions already registered, specify the URL that represents the target
monitoring conditions.

13.1.2 Tamper Monitor URL Entry window

The Tamper Monitor URL Entry window is used to register monitoring conditions.

a Systemwalker Service Quality Coordinator Tamper Monitor URL Entry - Micros - |EI|£|

o
FUJITSU

Systemwalker

Service Quality Coordinator
Tamper Monitor UTRL Entry

Tamper Monitor TTEL httpff |www.aaa.bbb.n:u:n:.n:om

Mode ™ inchide under the directory

Frequency & Once daly © Once howrly

Tamper Monitor directory |,-"var,-"-m-nﬁr,a'publi|:

Alert E-mail Address Imanageﬂ {@aaa bbb coo.com
o |managerE@aaahbb.ccc.cnm
wend Log Path |C;*-.|Dgs*-,mai|.|n:ug

(] | Feset | Cancel |

Tamper Monitor URL

Specify the URL of the content or the directory containing the content. If a directory is specified, the content right under
the directory is to be monitored.

Specify the URL up to 1,023 characters excluding the following:
MIHI<>() &S$#" >, 2

Example 1: To specify content
http://www.fujitsu.com/index.html

Example 2: To specify a directory

http://www.fujitsu.com/
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E) Point

© 0000000000000 0000000000000000000000000000000000000000000000000C0COCOCO0COCOCOCOCOC0COCOCOCOCOCCOCOCO0COCIOCIOCEOLSES

The URL specified here is used as to represent monitoring conditions in the Contents Tampering Monitor window, Action
Statement window and the detection notification.

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

Mode

If this check box is selected when a directory is specified in [Tamper Monitor URL], all contents under the directory are
to be monitored.

Frequency

Specify the frequency of tamper checking.

Tamper Monitor directory

Specify the absolute path of the file or directory on the Web server machine corresponding to the URL specified in
[Tamper Monitor URL].

Specify the path up to 1,023 characters excluding the following:
MIHI<>(O) &S$#" >, ?

[Windows]

Example 1: To specify a file
C:\www\index.html

Example 2: To specify a directory

C:\www

[UNIX]

Example 1: To specify a file
Jvar/www/index.html

Example 2: To specify a directory

Ivarlwww

Alert E-mail Address
Specify only one E-mail address to which a tamper detection notification is to be sent.
Specify the E-mail address up to 1,023 characters excluding the following:

MI{Y<>()&$#™ .2

CcC

Specify the E-mail address to which a copy of tamper detection notification is to be sent as needed. If two or more
addresses are specified, delimit them with a semicolon(;).

Specify the E-mail address up to 1,023 characters excluding the following:
MOLY<>0) &$#™*,?

Example: To specify two E-mail addresses
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userl@fujitsu.com;user5@fujitsu.com

Send Log Path

If the send log file for tamper detection notification is to be changed from the default to another, specify the absolute
path of the new file.

Specify the path up to 1,023 characters excluding the following:
MOLY<>(0) &$#™*,?

The default send log file is as follows:

[Windows]

Example:

<installation directory>\etc\seg\log\send.log
[UNIX]

Example:

Jetc/opt/FISVssqc/seq/log/send.log

E) Point

© 0000000000000 0000000000000000000000000000000000000000000000000C0COCOCO0COCOCOCOCOC0COCOCOCOCOCCOCOCO0COCIOCIOCEOLSES

The default send log file is renamed to send.log~ (past log is deleted) every time the amount of logged data exceeds a given
level. The default log file thus contains only the recent log. To retain the past log, change the send log file from the default
to another.

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

13.1.3 Tamper Monitor URL Modify window

The Tamper Monitor URL Modify window is used to modify monitoring conditions already registered.
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a systemwalker Service Quality Coordinator Tamper Monitor URL Modify - Micro

=¥}
FUJITSU

=101 x|

Systemwalker
Service Quality Coordinator

Tamper Monitor URL Modify

Tamper Mottor TEL
Mode

Frecquency

Tamper Montor directory
Alert E-mail Address

cC

Send Log Fath

httpff warw aaa bbb coo.com
™ nclude under directory
% Once daly © Once hourly © invalidity

I,.“\.far,.ﬁmrmw,#publiu:

|manager1 (@aas.bbb.cococom

|managerE@aaabbb.ccc.cum

IC;‘.,IDgs‘.,maiI.IDg

QK | Reset | Cancel |

[Tamper Monitor URL]

The URL registered for monitoring is displayed.

[Mode]

Refer to Mode in the Tamper Monitor URL Entry window.

[Frequency]

Specify the frequency of tamper checking. If "invalidity" check box is selected, checking is stopped with the registered

information left as is.

[Tamper Monitor directory]

Refer to Tamper Monitor directory in the Tamper Monitor URL Entry window.

[Alert E-mail Address]

Refer to Alert E-mail Address in the Tamper Monitor URL Entry window.

[CC]

Refer to CC in the Tamper Monitor URL Entry window.
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[Send Log Path]
Refer to Send Log Path in the Tamper Monitor URL Entry window.

13.1.4 Confirm URL Delete window

The Confirm URL Delete window is used to delete monitoring conditions already registered.

a Systemwalker Service Quality Coordinator Confirm URL Deleke - Mi

=101 %]

o
FUJITSU

Systemwalker

Service Quality Coordinator
Confirm URL Delete

TEL httpdf wrarw aaa bbb cooocom
Do wou want to delete thiz TTRLY

Yes | Nu:ul

13.1.5 Environment Properties window

The Environment Properties window is used to set the environment for sending tamper detection messages.
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a Systemwalker Service Quality Coordinator Enyironment Properki v - |EI|E|

v
FUJITSU

Systemwalker
Service Quality Coordinator

Environment Properties

=MTFE server

Host Mame |mai|sewer.aaa.bbb.c:u::u::.n:n:nm

sender E-mal Address |ssqc@aaa.bbb.ccc.cum

QK | Feset | Cancel |

[Host Name]
Specify the host name of the SMTP server.
Specify the host name up to 1,023 characters excluding the following:

MIOLY<>() &$#™* .2

g:{] Note

Be sure to use the default value (25) for the port number of the SMTP server

[Sender E-mail Address]
Specify the sender E-mail address to be included in tamper detection messages.
Specify the address up to 1,023 characters excluding the following:
MI{I<>() &$#" >, ?

13.1.6 Action Statement window

The Action Statement window is used to check how tamper checking has been performed. This window displays the
cumulative records of checking results in chronological order. The following example shows the results of tamper checking
over one monitoring condition.
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-7} systemwalker Service Quality Coordinator ACTION STATEMENT - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help

=10l
3

§=Back + = - & it | Qysearch [GFavorites GMedia &4 | BN S &8~

Address I@ http: ffmanager/S0C cgi-bin/SEQ_check, cai

x| @6 |Links =

Start date: Fri Oct 03 18:45:00 2003 End date: Fri Oct 03 18:49:00 2003
URL: http:/fasabbbccoc.com

Made: check in the sub directories

Tamper Maonitor directory: Svar Swen/public

MNumber of Web contents: 2

There iz a tamper list.

---- Modified file list -—--

---- Deleted file list —---

Start date: Fri Oct 03 18:55:04 2003 End date: Fri Oct 03 18:55:04 2003
URL: http:/fasabbbccoc.com

Made: check in the sub directories

Tamper Maonitor directory: Svar Swen/public

Mumber of Web contents: 2

There iz a tamper list.

---- Modified file list ----

indesx.html

---- Deleted file ligt —---

image ./ mark.eif

|2:| Done

=

l_ l_ l_ (B Local intranet

&

Start date

This is the date and time when tamper checking started.

End date

This is the date and time when tamper checking ended.

URL

This is Tamper Monitor URL registered as a monitoring condition.

Phase

If check for monitoring conditions was executed separately, a serial number is indicated.

Tamper checking is basically performed with a monitoring condition as a unit. However, if the number of contents
included in the monitoring conditions exceeds a given level, the given level becomes a unit. The serial number is
displayed. The phase is not displayed if the number of contents included in the monitoring conditions do not reach the

given level.

Mode

This is Mode registered as a monitoring condition.

Tamper Monitor directory

This is Tamper Monitor directory registered as a monitoring condition.
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Qn Note

If Tamper Monitor directory is not found at Tamper checking, the following message is displayed and the below items are
not displayed.

"Tamper Monitor directory is not found."

Number of Web contents

This is the total number of contents included in the monitoring conditions. If [Phase] is displayed, it is the number of
contents to be checked with the check as a unit.

Modified file list

This is the list of the contents that might have been tampered (modified).

Deleted file list

This is the list of the contents that might have been tampered (deleted).

13.2 Tampering Detection Notice

Tamper detection notices are given by the following ways:

- E-mail notice

- Event message

An event message is the message outputted to the system log.

For the message contents, refer to *17.1.3 Tampering inspection program ."

4}1 Note

If a tamper detection notice is given, confirm the contents on the Web server and take action properly.

13.2.1 E-mail notice

When the Alert E-mail Address had been set as a monitoring condition, if a tamper is detected, an E-mail is sent to the
address. The following is an example of an E-mail notice.

-190 -



From:  =z9cfaaa. bbb, coc. com
Zubject: The notice of & contentz tamper

RL: http://www.asa.bbb.coc.com (Phase 2)
Tamper Monitor directory: Svarfwww/public
Ztart date: Mom Apr 01 10:00:07 2002

End date: Monm &pr 01 10:00:21 2002
Wumber of tampered files: 2

Tampered file list

imagefmark.zif code: 2
index.html code: 1

code:
1: Web contentz iz modified.
2: Web contents i=s deleted.

URL

This is Tamper Monitor URL registered as the monitoring conditions.

Phase
If check for monitoring conditions was executed separately, a serial number is indicated.

Tamper checking is basically performed with a monitoring condition as a unit. However, if the number of contents
included in the monitoring conditions exceeds a given level, the given level becomes a unit. The serial number is
displayed. The phase is not displayed if the number of contents included in the monitoring conditions do not reach the
given level.

Start date

This is the date and time when tamper checking started.

End date

This is the date and time when tamper checking ended.

Tamper Monitor directory

This is Tamper Monitor directory registered as a monitoring condition

Qﬂ Note

If Tamper Monitor directory is not found at Tamper checking, message is displayed after End date and the below items
are not displayed.

"Tamper Monitor directory is not found."
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Number of tampered files

The number of contents that might have been tampered.

code

This is the code that indicates the type of tamper. The meaning of the code is provided after the file list.

13.3 Customization

13.3.1 If you would like to make tampering inspection with a shorter
interval

Asthe standard, the shortest frequency of tamper checking is once per hour. If the user wants to shorten the interval, customize
the frequency of checking on the Management Server as follows:

1. Open the "13.1.2 Tamper Monitor URL Entry window" or "13.1.3 Tamper Monitor URL Modify window" and set
the [Frequency] to [Once hourly].

2. Open the start control definition file dmcoll.ini using a text editor, and change the value of the polling parameter,
which indicates the start interval in the section [SEQ], to the desired value.

The path of dmcoll.ini is as follows:

[Windows]

<variable file storage directory \control\data\dmcoll.ini

[UNIX]

[etc/opt/FISVssqc/data/dmcoll.ini

One of the following values (in minutes) can be specified for the polling parameter:

5, 10, 20, 30, 60

3. Restart the start control.
The restart procedure is as follows:
[Windows]
Open the service window on the control panel. Stop the next service and then restart it.

Systemwalker SQC sqcschdle

[UNIX]

Execute in the following order:

# lopt/FISVssqc/bin/ssqesch stop
# lopt/FISVssqc/bin/ssqcsch start

1. Check the results in the "13.1.6 Action Statement window".
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13.3.2 If you would like to make tampering inspection at an optional
time

As a standard, the tamper checking is scheduled once a day or once per hour. However, the user can perform tamper checking
when desired. Do the following on the Management Server:

1. Directly run the tamper checking program (tamper_detect.exe command).

The procedures to run the program are as follows:

[Windows]

C:\> <installation directory>\bin\tamper_detect.exe

[UNIX]

# lopt/FISVssqc/bin/tamper_detect.sh

2. Check the results in the "13.1.6 Action Statement window".
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Chapter 14 Setting the Web Site Management
Window

The necessary settings for management server can be performed with the [Environment Settings] window, which is started
from the [Web Site Management] window.

Specifying the following URL with a Web browser can start the [Web Site Management] window.
[Windows]

When the Management Server is a Windows version:

http://manamgement server host name/SQC/default.htm

[UNIX]

When the Management Server is a Solaris or Linux version:

http://manamgement server host name/SQC/index.html

E) Point

© 0000000000000 0000000000000000000000000000000000000000000000000C0COCOCO0COCOCOCOCOC0COCOCOCOCOCCOCOCO0COCIOCIOCEOLSES

If the Management Server is used in cluster operation mode, specify the virtual address (logical IP address or host name)
for the host name of the Management Server.

Enterprise Edition provides the cluster operation function.

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE
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~J FUILTSU Systemwalker Service Quality Coordinator Website Management - Microsoft Internet Explorer

| File Edt View Favorites Tools Help |J SBack » = - &) Y | & search Favorites  &DMedia (B | B~ >
| address [@] hitp:j/127.0.0.1/50C/ TopPage _en html# x| Pao |J Lirks *
=
Systemwalker Service Quality Coordinator
Website Management
Analyse the usage reports of web servers or proxy servers,
The envivamment for a Manazed Server (web or prozxy) needs to be setup. To setup the enviramment, chick the [Enviromment
Settings] utton.
Make areport on Trend Yiew.
The enviromment for a Feport Server needs to be set up. To set up the envirormment, elick the [Enviromment Settings] button.
The alteration of open Web contents can be supervised automatically and the notice can be received at the time
of alteration detection.
Please check the operation situation fo [of an alteration monitorng fanetion f UEL] an environimental setup £ sarveillance
from thus batton.
Before using use a Trend Viewer and an contents Tampering
I onitoring, various server groups are set up from this button.
H
& [ | |4 mntermet v

Click the [Environment Settings] button to display the environment setting window.

14.1 Environment Settings Window

Settings for services and group of managed servers can be performed with the environment settings window.

This section explains how to make settings for servers and group settings for Managed Servers.

-196 -




o FUIITSU Systemwalker Service Quality Coordinator Environment Settings ... [In] E3
Y

FUJITSU
Systemwalker
Service Quality Coordinator

Environment Settings

- Server settings

Sets information on the Management Server
atud default prowy server.

et the information for the server to he
managed or analysed.

Sets information on the Report Server.

- Group settings of Managed Servers

Set the management group information for the —
server to be analysed.

Explanation of buttons

The table below summarizes the usage of the buttons that can be selected from the Environment Settings window.

Button Usage
Management Used to set information about the host in which the Management Server is
Server installed and about the Default Proxy Server used in the environment

managed by Systemwalker Service Quality Coordinator.

ﬂ Point

Always make this setting before using each function.

For the setting procedure, refer to "14.1.1 Management Server Settings
window".

Managed server | Settings for management target servers and for those analysis target servers
what should be registered to the managed servers (in order to use all sorts
of functions) can be performed.

Agent is installed on some Managed Servers and not installed on other
Managed Servers.
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Button Usage

E) Point

© 0000000000000 000000000000000000000000000000000000000

Always make this setting after a server to be managed is added.

For the setting procedure, refer to "14.1.2 Managed server setting
window".

Group Settings for grouping the analysis target servers that registered to the
managed servers can be performed.

For the setting procedure, refer to "14.1.4 Group Settings window".

Report Server Used to sets information about the host in which a Report Server is installed,
in the Report Server Settings window.

E’ Point

© 0000000000000 000000000000000000000000000000000000000

Always make this setting before using each function.

For the setting procedure, refer to "14.1.3 Report Server Settings window".

© ©000000000000000000000000000000000000000000000000000

14.1.1 Management Server Settings window

In the Management Server Settings window, set information on the host in which the Management Server is installed and
on the Default Proxy Server used in the environment managed by Systemwalker Service Quality Coordinator.
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3 FUJITSU Systemwalker Service Quality Coordinator Management Server ... [l[E ’

FUJITSU
Systemwalker
Service Quality Coordinator

MhManagement Server Settings

FPort

FPort

Address

Address

Ilanagement Servet

Default Proxy Server

imanager

—

Defalt proxy server used for commmmication bebareen the manager and agent.

[iproxy

iBEIBEI

ﬁ\pplyi Resetl Cancel i

Information setting items

Item Requirement Description

(Management You must set. Specify the IP address or host name of the Management

Server) Server. When the Management Server runs in a cluster,

Address specify a virtual address (logical IP address or logical host
name) common to the active and standby systems. Set for
each servers in case of doubled management server
operation.
& Note
This item cannot be changed after a Managed Server is
added. If the setting for this item needs to be changed, delete
all managed servers.

(Management You do not Specify the port number of the Web server that runs on the

Server) Port have to set. Management Server. This item need not be set if default port
number 80 is used.
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Item

Requirement

Description

Qﬂ Note

This item cannot be changed after a Managed Server is
added. If the setting for this item needs to be changed, delete
all Managed Servers.

(Default Proxy | You do not If a Default Proxy Server is used in the environment

Server) have to set. managed by Systemwalker Service Quality Coordinator,

Address specify the IP address or host name of the Default Proxy
Server.

(Default Proxy | You do not If a Default Proxy Server is used in the environment

Server) Port have to set. managed by Systemwalker Service Quality Coordinator,

specify the port number of the Default Proxy Server.

E) Point

© 0000000000000 0000000000000000000000000000000000000000000000000C0COCOCO0COCOCOCOCOC0COCOCOCOCOCCOCOCO0COCIOCIOCEOLSES

Information on default proxy server is used only when the proxy server for the specific managed server is not specified.

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

Window manipulation buttons

Button Function

Apply Applies the information specified for the items and closes the window.
Reset Restores the item values to those with which the window opened.

Cancel Closes the window without applying the information specified for the items.

14.1.2 Managed server setting window

In the Managed Server Settings window, set information on the server to be managed and on the services that are registered

in the server to use each function.
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3 FUIITSU Systemwalker Service Quality Coordinator Managed Server Settings - Microsoft Internet Explorer

o
FUJITSU

Systemwalker
Service Quality Coordinator

hManaged Server Settings

=10 %]

e e R =S

Bl

HITF21 )

T o |
HostA2 3) r\—‘
s [Bal
Hostt 2
o | ge) oy

Applyl Cancel |

Table components

The table below summarizes the columns of the table displayed in the Managed Server Settings window.

Column

Description

Managed Server

The names of added Managed Servers are listed.

Target Server

Analysis target server names for usage analysis function added to the

managed servers are displayed.

Operation for changing information

To change the information set for the managed server and target server, do as follows:
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Processing Operation Number in
figure
Adding a Managed Click the [Add] button on the bottom of the Managed Server
Server column.

@
An empty 14.1.2.1 Managed Server Information window
appears.

Editing Managed Click the [Edit] button on the right side of the Managed
Server Information Server to be edited.

)
14.1.2.1 Managed Server Information window having the
current settings appears.

Deleting a Managed | Click the [Del.] button on the right side of the Managed

Server Server to be deleted. ©)
The entry of the Managed Server disappears.

Adding a target Select the option button on the right side of the Managed

server Server for which a target server is to be added, and click the
[Add] button on the bottom of the Target Server column.
If the "Service Quality Coordinator Agent" check box for 4)
the Managed Server on which the target service is registered
is cleared, "Use trend" is not displayed in the pull-down
menu in the Service Type Select window.

Editing target server | Click the [Edit] button on the right side of the service to be

information edited.

©)
14.1.2.2 Usage service information window having the
current settings appears.

Deleting a target Click the [Del.] button on the right side of the service to be
server deleted. (6)
The entry of the service disappears.

Window manipulation buttons

Button Function
Apply Applies the changes made in this window and in various information windows opened
from this window, and closes the window.
Cancel Closes the window without applying the changes made previously.

If this button is clicked after a change is made, a prompt message appears asking
whether to close the window without applying changes.

Qn Note

To close this window, use the [Apply] or [Cancel] button.

If these buttons are not used, a temporary file remains in the work area on the Management Server.

;ﬂ Information
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14.1.2.1 Managed Server Information window

In the Managed Server Information window, set information on the servers that are managed by Systemwalker Service
Quality Coordinator.

3 FUJITSU Systemwalker Service Quality Coordinator Managed Server Information - Mi... ISl I
A
(a2]
FUJITSU
Systemwalker
Service Quality Coordinator

Managed Server Information

- Basic information

Setver natme iHDst.ﬂj
IF address [10.90.137.168
Subnet mask |255.255.255.0

V' Prowy Server

If the proxy server check box is selected, commmmnication betareen the manager and agent 1s

performed via the proxy server.
Specify the proxy server address and port belowr; otherarise, the defamlt proxy server defined
in the Management Server settings windoar is used.

Address ;
Port 1
- Attributes of Managed Server

W' Service Quality Coordinator & gent

Server where the Agent is mnstalled.

AgentURL  own110.90.137. 168/5QC/
*Example:"http SHOST[PORT 4 LIASM

ID_K_I F’Leseti Cancel ’

Information setting items

Basic information
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Item Requirement

Description

Server hame You must set.

Specify the Managed Server entry name.

The server name must be unique among all managed
servers.

You cannot specify two or more character string that
becomes same when if upper/lower characters are not
distinguished.

You cannot modify the server name of the existing
managed server to the character string that becomes same
when if upper/lower characters are not distinguished. If
specified, registered in advance character-line is used.

Specify the server name up to 64 alphanumeric characters
and/or symbols, excluding the following:

S\ i[1<>=&

All of server name cannot be specified in number. One or
more English letter must be included in the server name.

Qn Note

If the name of a server that has been running is changed,
past data can no longer be collected such as by the report
display function.

IP address You must set.

Specify the IP address of the Managed Server.

Subnet mask | You must set.

Specify the subnet mask of the Managed Server.

Proxy Server | You do not have

Select the check box if a Proxy Server is used for

Server) Port to set.

to set. communication between the manager and agent.

(Proxy You do not have | Specify the address of the Proxy Server that is used

Server) to set. specifically for this managed server.

Address If the address is not specified, the default Proxy Server
address in the Management Server Settings window is
used.

(Proxy You do not have | Specify the port of the Proxy Server that is used specifically

for this Managed Server.

If the port is not specified, the Default Proxy Server port
in the Management Server Settings window is used.

Attributes of managed server

ltem Requirement

Description

Service Quality You do not
Coordinator agent | have to set.

Select the check box if Systemwalker Service Quality
Coordinator is installed.

B point
If this check box is not selected, the lower two settings
are disabled.

© © 0000000000000 00000000000000000000000s
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Item Requirement Description

Agent URL You do not Specify the alias URL for the Web server that has been
have to set. set in the environment settings for the managed server.
Use the following format for this setting:

"http://host[:port]/alias/"

For the "host" part, set either the IP address or the host
name (including the domain). Also, if the Web server on
the managed server is using a port number other than the
well-known port (80), the "port" specification must be

made as well.

i See

@0 0000000000000 0000000000000000000000 00

Refer to "4.1 Settings for Web Server", for details on the
Web server settings for the managed server.

@0 0000000000000 00000000000000000000000S

Qn Note

This item cannot be changed if analysis target server is
added. If it needs to be changed, delete all use trend

services.
Window manipulation buttons
Button Function
OK Ends specifying data for items and closes the window.
Reset Restores the item values to those with which the window opened.
Cancel Closes the window without applying the information specified for the items.

14.1.2.2 Usage service information window

In the Use Trend Service Information window, set information on each Web log subjected to the Trend Viewer.
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3 FUJITSU Systemwalker Service Quality Coordinator Use Trend Service Information - ... Sl
A
o
FUJITSU
Systemwalker
Service Quality Coordinator

Use Trend Service Information

Tatget server name ;H-l_l_P'I'I

Usze trend database location i tManagement Sewer:j

Use trend database port ;2355 *Hormally, set 2365,

DKI F’Leset! Cancel I

Information Setting Item

Item Requirement Description
Target server You must Specify the name of the server to be analyzed.
name set.

The analysis target server name must be unique throughout the
use trend services regardless of the Managed Server for which
a service is added.

You cannot specify two or more character string that becomes
same when if upper/lower characters are not distinguished as
the analysis target server.

If specified, it is recognized as used. You cannot modify the
analysis target server name of the existing service to the
character string that becomes same when if upper/lower
characters are not distinguished.

If specified, the registered in advance is used.
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Item

Requirement

Description

Specify the server name up to 20 alphanumeric characters and/
or symbols, excluding the following:$\" ", : []1 <> = &All of
analysis target server name cannot be specified in number.

One or more English letter must be included in the analysis
target server name.

The specified name must match the character string specified
for "Name" in the use trend database environment definition
file that is used when the Trend Viewer is defined.

For details of the use trend DB environment definition file, refer
to "15.2.1 Usage DB Environment Definition File".

Use trend
database
location

You must
set.

Specify whether the use trend DB for the use trend service is to
be managed on the Managed Server or Management Server.

If the service is entered in a group, select Management Server.

This item cannot be changed after the service is entered in a
group.

If the item needs to be changed, exclude the service from the
group.

For information on the use trend DB management location,
refer to "2.1.1 Locating methods of the analysis data".

This item must match the "DatabaseMode" item in the use trend
DB environment definition file on the Managed Server.

For details of the use trend DB environment definition file, refer
to "15.2.1 Usage DB Environment Definition File".

Use trend
database port

You must
set.

The use trend database port is usually 2365. Change this setting
if this has been changed to any other port number. Otherwise,
there is no need to change the default value (2365).

[Windows/Linux]
The use trend database port is set up when SQC-A is installed.
[Solarig]

The use trend database port is not set up when SQC-A is
installed.

Refer to "11.1.2.2 Start operation” for details on how to set up
the use trend database port.

This item is shared between all use trend services on the
managed server. If there are multiple services, any changes
made to one will be applied to all the others.

Window manipulation buttons

Button Function
OK Ends specifying data for items and closes the window.
Reset Restores the item values to those with which the window opened.
Cancel Closes the window without applying the information specified for the items.
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14.1.3 Report Server Settings window

In the Report Server Settings window, set information on the host in which the Report Server is installed.

3 FUJITSU Systemwalker Service Quality Coordinator Report Server Settin... ISl ’

2
FUJITSU

Systemwalker
Service Quality Coordinator

Report Server Settings

Report Server
Address

irepu:urter

Fort ;"““w

Apply' Reaetl Cancel 1

Information setting items

Item Requirement Description
(Report Server) You must set. Specify the IP address or host name of the Report
Address Server.

(Report Server) You do not have to | Specify the port number of the Web server running on
Port set. the Report Server.

No specification is needed if default port number 80
is used.

Window manipulation buttons
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Button Action

Apply Applies the information specified for the items and closes the window.

Reset Restores the item values to those with which the window opened.

Cancel Closes the window without applying the information specified for the items.

14.1.4 Group Settings window

Settings for grouping the analysis target servers registered to the managed servers can be performed with the Group Settings
window.

a FUJITSU Systemwalker Service Quality Coordinator Group Settings - Microsoft Internet Ex... [lj=] E3
i I
FUJITSU

Systemwalker
Service Quality Coordinator

Group Settings

server to he

analysed MManaged Server

[HostA 1 |
[Host42 |
[Hosth 1 |
|
|

[HostA2
[HostA3

Applyl Cancel |

Table components

The table below summarizes the columns of the table displayed in the Group Settings window.

Column Description
Group The names of added groups are listed.
Target Server Analysis target server names for the usage analysis services that
configuration the group are displayed.
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Column Description

Managed Server | Server names of the managed servers that the usage analysis services are
added are displayed.

Operation for changing information

To change group information, do as follows:

Processing Operation Numbe
rin
figure
Adding a group Click the [Grouping] button on the bottom of the
Group column. @)

An empty 14.1.4.1 Group Information window.

Editing group information Click the [Edit] button on the right side of the group

to be edited.
(2

14.1.4.1 Group Information window having the
current settings appears.

Deleting a group Click the [Del.] button on the right side of the group
to be deleted. 3)

The entry of the group disappears.

Window manipulation buttons

Button Function

Apply Applies the changes made in this window and in various information windows opened
from this window, and closes the window.

Cancel Closes the window without applying the changes made previously

If this button is clicked after a change is made, a prompt message appears asking
whether to close the window without applying changes.

gn Note

Clicking the [Apply] or [Cancel] button to close this window.

If these buttons are not used, a temporary file remains in the work area on the Management Server.

2, See

© 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000S

For information on how to delete the remaining temporary file, refer to "14.1.5.1 Deleting unnecessary temporary files".

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

14.1.4.1 Group Information window

In the Group Information window, set information on a group and the Target Servers that form the group.
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v
FUJITSU

Systemwalker
Service Quality Coordinator

Group Information

Crroup nathe |Gr|:|up1
Server for Configuration analsysis |H'ITP1 1 IF

Hostd 1 MIF

HTTP21|F

ez

HTTP31
HostA3 HTTP32|
HTTP33|

DKl Resetl Cancel |

HostAZ

Information setting items

Requirement Description
Iltem
Group name You must Specify the group entry name.
set.

The group name must be unique among all groups.

You cannot specify two or more character string that becomes
same when if upper/lower characters are not distinguished.

If specified, it is recognized as used. You cannot modify the
group name of the existing group to the character string that
becomes same if upper/lower characters are not
distinguished.

If specified, the character string registered in advance is used.

Specify the group name up to 64 alphanumeric characters
and/or symbols, excluding the following:$\" "', : []<>=
&All of group name cannot be specified in number.
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have to set.

Requirement Description
Iltem
One or more English letter must be included in the group
name.
Target Server You donot | Specify the Target Servers that constitute the group. Select

these servers by selecting the corresponding check boxes
from the Target Server list. Only those that the Usage DB
storage locations are set to management server are displayed.

E) Point

@0 0000000000000 0000000000000000000000000000

No Target Server can belong to more than one server group.

If an existing Target Server is not found in the server list, it
is probable that the server already belongs to another server

group.

© 00 0000000000000 000000000000000000000000000

Window manipulation buttons

Button Action
OK Ends specifying data for items and closes the window.
Reset Restores the item values to those with which the window opened.
Cancel Closes the window without applying the information specified for the items.

14.1.5 Notes

This section provides notes on the environment settings windows.

14.1.5.1 Deleting unnecessary temporary files

If the Managed Server Settings window or Group Settings window is closed using a method other than clicking the [Apply]

or [Cancel] button, an unnecessary temporary file remains on the Management Server.

Leaving temporary files on the Management Server does not make any problem for Website Management operation.
However, if too many temporary files are accumulated such that the disk space is pressed, they should be deleted.

& Note

Before deleting temporary files, ensure that all of the Managed Server Settings window, Server Group Settings window and

Service Group Settings window are closed.

- Path
[Windows]

Variable file storage directory \temp\

[UNIX]

Ivar/opt/FISVssqc/temp/
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- Temporary filename

EnvSetPolTempNNN -N.ini

HttpBodyTempNNN - N.ini (directory)
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IChapter 15 SQC file types

15.1 List of SQC file types

This table lists the SQC file types used to control the SQC environment and to transfer usage data.

File name File location
Management Management
Server Server

Usage DB Environment Present Present None
Definition File

Extended Log Environment None Present None
Definition File

Option Definition File Present Present None
CSV File Present Present None
SQC Extended Log File Present Present None
CSV Format Log File Present Present None
Start up Environment Present Present None
Definition File

15.2 SQC Definition Files

This section explains the environment settings to be made before using the Trend Viewer for a Web site.

Item Need for operation

Setting of Usage DB Environment Required. The file must be set before operation begins.
Definition File

URL registration (in the Web server) | Required. URL must be registered before operation

begins.
Setting of Extended Log Optional. The file must be set before operation if SQC
Environment Definition File extended log is to be collected.
Setting of Option Definition File Optional. The file must be set before operation begins if

the following types of analysis are performed:
Subnetwork-specific analysis
Specific-subnetwork exclusion definition

Specific-URL exclusion definition

Setting of Start up Environment Optional. Change it in case you want to change the start
Definition File up time of the usage DB registry engine.

=

is See

@000 000000000000000000000000000000000000S

For details on changing the start up time, referto "11.1.1.4
Start up time".

© 0000000000 000000000000000000000000000000
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Qn Note

- The extended log environment file is defined to the managed server that collects SQC extended log.
- Option definition file is defined to the server that manages Usage DB.

- When the managed server is operated (Usage analysis is executed on the managed server), the file is defined to the
managed server.

- When the management server is operated (the log information on the managed server is transferred to the managed
server and Usage analysis is executed on the management server), the file is defined to the management server.

15.2.1 Usage DB Environment Definition File

The Usage DB Environment Definition File defines the conditions for creating databases used to store various log data on
the Web services. The file also defines the conditions for creating usage DBs.

Analysis window data and CSV output data are all supplied from the usage DB.

15.2.1.1 File storage location
The Usage DB Environment Definition File is a text file. Use a text editor such as Notepad to create and edit the file.

[Windows]

<variable_file_directory>\control\DatabaseConfig

[UNIX]

[etc/opt/FISVssqc/DatabaseConfig

A sample Usage DB Environment Definition File is stored in the folder shown below during installation. The user can edit
the sample file to create a Usage DB Environment Definition File.

[Windows]

<install_directory>\sample\DatabaseConfig

[UNIX]

lopt/FISVssqc/sample/DatabaseConfig

Character codes of the text are as follows:

[Windows]

ASCII

[UNIX]

ASCII
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15.2.1.2 File internal configuration

In the Usage DB Environment Definition File, time stamps are provided on the first and last lines for validity checking, and

the definitions for the server(s) to be analyzed are provided between the time stamps.

Up to 20 definitions can be provided for the server(s) to be analyzed.

The definition for one analysis target server consists of the following definition blocks:

- Analysis target server definition block * 1

- Analysis target log definition block * 1 or 2

The whole file structure is shown below:

Time stamp

Time stamp

Analysis target server definition block
Analysis target log definition block
Analysis target log definition block

Analysis target server definition block

Analysis target log definition block

& Note

- The analysis target server definition is a definition made for a server to be analyzed.

If two or more servers are to be analyzed, the corresponding number of definitions should be provided.

- Theanalysis target log definition is a definition about the log for the server defined by the analysis target server definition.

One or two analysis target log definitions can be made for one analysis target server definition.

If two log definitions are provided, the following restrictions apply to their combination:
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Analysis target log | Analysis target log Validity Remarks
definition 1 definition 2

Web server or Proxy | SQC extended log Valid None

server log

Web server or Proxy | Web server or Proxy | Not valid If two Web server or Proxy

server log server log server log definitions are
provided, separate the analysis
target server definition for each
of the log definitions.
In this case, analysis target log
definition 1 is valid.

SQC extended log SQC extended log Not valid If two SQC extended log

definitions are provided,




Analysis target log | Analysis target log Validity Remarks
definition 1 definition 2

separate the analysis target
server definition for each of the
log definitions.

In this case, analysis target log
definition 1 is valid.

15.2.1.3 File internal format (basic)

The coding format of the Usage DB Environment Definition File is shown below:

Line coding format Description

[XxXxXxxxxxxx] Indicates the beginning of a definition block as well as the end of the
previous definition block

XXXX = XXXXXXXXXX Indicates parameters in a definition block. | means OR, i.e., the
parameter on either side can be specified.

none A null line is treated as a comment.

H# XXXXXXXXXX A line beginning with #' is treated as a comment.

15.2.1.4 File internal format (analysis target server definition block)

In the Usage DB Environment Definition File, an analysis target server definition block should be provided in the following
format:

Format

[Server]

Symbol = server-symbol

Name = server-name

Type = web | proxy

Domain = domain-name

Databaselnterval = day | week(sun|mon|tue|wed|thulfri|sat) | month(1-31)
SearchDNS = yes | no

RequestURLSuffix = "suffix-list"

DatabaseMode = db | csv | both

DefaultURLPage = "default-url"

Explanation

[Server]

Indicates the beginning of an analysis target server definition block.
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Symbol
Defines the symbol of the analysis target server.

For server-symbol, specify a symbol with up to 10 alphanumeric characters (a to z, A to Z, and 0 to 9) beginning with an
alphabetic character (ato z or A to Z).

This symbol is used as the directory name when a directory corresponding to the analysis target server is created under the
usage DB storage directory.

Name
Defines the name of the analysis target server.

For server-name, specify the server name with up to 20 characters.

The specified name is displayed in the analysis target server box in the analysis window and used as the keyword for selecting
the analysis target server. If the specified name is too long to be accommodated in the analysis target server box, the portion
that is able to accommodate from the beginning is displayed. If multiple analysis target servers are specified, specify their
names so that they can be distinguished by the leading parts of the names.

Type
Defines the type of the analysis target server.

The meanings of the options are as follows:

Option Meaning
web Web server
proxy Proxy server

Domain

Defines the domain name of the analysis target server.

For domain-name, specify the domain name (including a subdomain name). For instance, when the fully qualified domain
name (FQDN) is host.xxxx.yyyy.zzzz, specify Xxxx.yyyy.zzzz.

In the analysis window, detailed data by the host name can be displayed. The host name refers to the FQDN. The domain
name specified here is used for conversion to FQDN if the host name in the analysis target server log is recorded only with

the name in the domain.

Databaselnterval
Defines the changeover unit for the usage DB corresponding to the analysis target server.

The meanings of the options are as follows:

Option Meaning
day Daily
week(...) Weekly
month(...) Monthly

If week is specified, specify also one of the following values to indicate the start day of the week in parentheses:

-218 -



Option Meaning
sun Sunday
mon Monday
tue Tuesday
wed Wednesday
thu Thursday
fri Friday
sat Saturday

If month is specified, specify also one of the following values to indicate the start day of the month. If the specified day
does not exist, the last day of the month is used.

Option Meaning

1to31 Day of the month

The default is shown below. If the default is to be used, the line itself can be omitted.
Databaselnterval = week(sun)

2 See

© 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000S

Refer to "11.1.1.7 Usage DB switching" for details of usage DB changeover.
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SearchDNS
Defines whether to perform DNS search.

In the analysis window, detailed data by the host name and by the IP address can be displayed. However, only one of them
is recorded in the analysis target server log. This parameter specifies whether to perform DNS search to retrieve the other.
The meanings of the options are as follows:

Option Meaning
yes Perform DNS search.
no Do not perform DNS search.

The default is shown below. If the default is to be used, the line itself can be omitted.

SearchDNS = yes

Qn Note

If SearchDNS = no is specified, the usage DB registration engine does not perform DNS search and performs analysis based
on the record in the analysis target log file. This affects the display in the analysis window as follows:
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- When the client names in the analysis target log file are recorded with their IP addresses

When one of the following items is specified in the analysis method box or advanced analysis box, data for the
corresponding FQDN is analyzed and displayed:

- For each client host name
- For each referrer host name

- For each remote host name

- When the client names in the analysis target log file are recorded with their host names

When one of the following items is specified in the analysis method box or advanced analysis box, data for the
corresponding FQDN is analyzed and displayed:

- For each client IP address
- For each referrer IP address

- For each remote IP address

RequestURLSuffix
Defines URLSs subject to request analysis.

To check clients' interests, it is important that request analysis is performed from the viewpoint of client's will. Requests
generated by clients' will tend to be targeted to URLSs having specific extensions such as html. For suffix-list, specify the
URL extensions corresponding to clients' will by separating them with a comma (,). Up to 40 URL extensions can be
specified.

The default is shown below. If the default is to be used, the line itself can be omitted.

RequestURLSuffix = "html,htm,shtml,shtm,stm,cgi,asp,pl,tcl,sh"

& Note

The user can drill down according to URL by selecting detail by URL extension in the analysis method box. In this case, if
the extension for drilldown is not specified for RequestURLSuffix in the Usage DB Environment Definition File, the
extension is treated as excluded for analysis. "No data is available for this period" is displayed.

DatabaseMode
Defines the usage DB operation mode.

This definition can be specified only on a managed server (Agent for Business). It is ignored if specified on the Management
Server (Manager). The meanings of the options are as follows:

Option Meaning

db Only the usage DB is used.

Specify this option if analysis is performed on the managed server.

csv Only the Usage Log file is used.

The CSV format file is transferred to the Management Server and stored in the usage
DB of the Management Server.

Specify this option if analysis is performed on the Management Server.
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Option Meaning

both Both the usage DB and CS format log file are used.

A Usage Log file is created as well as a usage DB.

The default is shown below. If the default is to be used, the line itself can be omitted.

DatabaseMode = db

gn Note

If DatabaseMode = csv is specified, log data for the analysis server is transferred to the Management Server and therefore
analysis cannot be performed on the managed server.

DefaultURLPage
Defines the URL file that is automatically added if the path information file name is omitted in the analysis target log.

When a Web site is accessed, the file name may be omitted in the URL specification such as http://www.fujitsu.com/. If so,
the Web server can access the Web content by automatically adding the default file name.

By default the Trend Viewer performs analysis separately when an access is made with the file name specified and when
an access is made with the file name omitted. If this parameter is defined, the defined file name is automatically added even
when an access is made with the file name omitted, thereby enabling the same analysis to be performed as when an access
is made with the file name specified.

For default-url, specify the file name to be automatically added if the file name is omitted in the URL specification. Observe
the following specification rules:

- The file name must not exceed 255 characters (bytes).
- The file name must be enclosed in double quotation marks.

- Alphanumeric characters excluding blanks and the following characters can be used for the file name:

"#%,<>\

- Only one file name can be specified.

This parameter has no default definition and is valid only when it is specified.

Example

A sample definition is as shown below:

[Server]

Symbol = PUBLIC

Name = OpenServer
Type = web

Domain = XXXX.yyyy.zzzz

Databaselnterval = week(sun)

SearchDNS = yes
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RequestURLSuffix = "html,htm,shtml,shtm,stm,cgi,asp,pl,tcl,sh*
DatabaseMode = db
DefaultURLPage = "index.html"

15.2.1.5 File internal format (log definition block to be analyzed)

In the Usage DB Environment Definition File, an analysis target log definition block should be provided in the following
format:

Format

[Log]

Symbol = log-symbol
Name = log-name
Path = log-path

Format = format-symbol | "format"

Region = diff-time

Explanation

[Log]
Indicates the beginning of an analysis target log definition block.

Symbol
Defines the symbol of the analysis target log.

For log-symbol, specify a symbol with up to 10 alphanumeric characters (a to z, A to Z, and 0 to 9) beginning with an
alphabetic character (ato z or A to Z).

Name
Defines the name of the analysis target log.

For server-name, specify the log name with up to 20 characters.

Path
Defines the path of the analysis target log file.

For log-path, specify the absolute path of the file. If multiple log files are created under the same directory, use the wildcard
(*: any characters numbering 0 or more) to specify all of these files. If the path contains any blanks, enclose the entire path
within double quotation marks(").

Format
Defines the record format in the analysis target log file.
Specify format-symbol or "format" for the record format.

If format-symbol is used, specify a symbol corresponding to a fixed format. For symbols that can be specified, refer to Kind
and meaning of symbol" later in this section.
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If "format" is used, specify tokens corresponding to data along with the delimiters by placing them in a line. If the record
format in the analysis target log file does not correspond to any fixed format, use "Kind and meaning of token" for
specification.

To perform analysis of the managed server log on the Management Server, specify SQC-CSV using format-symbol as the
record format of the relevant managed server on the Management Server side.

) Point
The usage DB registration engine treats all characters, which do not match the token string specified for "format", as
delimiters. Note that any misspelled token is treaded as a delimiter.
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The usage DB registration engine reads logs from the analysis target log file and processes only those logs whose record
formats match the formats specified here, and then stores them in the usage DB. Log records whose record format does not
match any format specified here are not processed.

Thus, logs in the specified record format need to be output to the log file to be analyzed. To draw attention to any possible
error in the record formats specified here, the usage DB registration engine stops processing if a given number of records
whose record format does not match the format specified here are found from the start of the log file.

The token types and their meanings are as follows:

Kind and meaning of token

Token Meaning
c-host Host name of IP address of the client
c-user Authentication user name of the client

s-time{time-format}

Time the server completed request processing

c-request (*1)

First request sent from the client to the server

s-method (*1)

Method requested by the client to the server (part of c-request)

s-url (*1) URL requested by the client to the server (part of -request)

s-host (*1) Host name of IP address requested by the client to the server (part
of s-url)

s-path (*1) File path requested by the client to the server (part of s-url)

s-status Status code sent from the server to the client

r-status Status code sent from the remote server to the server

s-bytes Number of bytes transferred from the server to the client

r-bytes Number of bytes transferred from the remote server to the server

l-url Content of the Refer request header sent from the client to the server

c-agent Content of the User-Agent request header sent from the client to the

server

s-elapse{elapse-format}

Time required by the server for request processing

c-cookie{cookie-format}

Content of Cookie sent from the client to the server

*

Variable element other than the above

\

Escape character (To specify "\, add escape characters like \" \\.)

E) Point
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(*1) The following shows the relationships among c-request, s-method, s-url, s-host, and s-path:
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"GET http: ffxxx yyy. zZ2zfaaa html HTTP/1.0"
H,_) ks . AN \ A

z—mnethod =-ho=t =—path
b "
_\F’i—
=—url
e
T

c—request
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In time-format, place the tokens corresponding to the time format along with the delimiters in a line. The following table
lists the meanings of time-format tokens:

Token Meaning
yyyy Year (1980 to 2038)
vy Year (00 to 99)
mm Month (01 to 12)
mon Month (Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec)
month Month (January, February, March, April, May, June, July, August, September,
October, November, December)
dd Day (01 to 31)
HH Hour (00 to 23)
MM Minute (00 to 59)
SS Second (00 to 59)
seconds Total seconds

In elapse-format, describe the token indicating the unit of the elapsed time. The token is one of the following:

Token Meaning
S Seconds
ms Milliseconds

In cookie-format, place tokens corresponding to the cookie format along with the delimiters in a line. The following table
lists the meanings of the cookie-format tokens:

Token Meaning
id Access ID defined in Cookie
* Variable elements other than the above
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Qn Note

If the record format "format" is defined by listing the tokens, make sure that the following required tokens have been
specified. Note that the analysis cannot be performed if these required tokens are not specified.

Required tokens

s-time

c-host

s-url (or c-request, s-path)

s-status

s-bytes

For Microsoft Internet Information Services, the default log file format does not contain log information corresponding to
the "s-bytes" required token (the number of bytes transferred from the server to the client). Make sure this information is
defined in the log file format before performing analysis. (The equivalent for Microsoft Internet Information Services is "sc-
bytes".)

E’ Point
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If the record format is defined using "format", make sure the required tokens are incuded.
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Analysis to be conducted Require token
For each authentication user c-user
For each referrer I-url
For each browser c-agent
Request processing time on the server s-elapse
Error and cache data on the remote server as well in proxy server analysis r-status

The following table lists the types of symbols (when web is defined in the analysis target server definition) for the Web
server and their meanings:

Kind and meaning of symbol

Symbol Corresponding log

"format” content

Common | Common Logfile Format of W3C. This format corresponds to the following log
formats:

Common log format of W3C httpd (CERN httpd)

- Common log format of Apache httpd

Common log format of Microsoft Internet Information Services (NCSA Common
log format)

Common log format of Netscape Enterprise Server
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Symbol Corresponding log

"format" content

- Common log format of Fujitsu InfoProvider Pro ....and so on

""c-host * c-user [s-time{dd/mon/yyyy:HH:MM:SS} *] \"c-request\" s-status s-bytes"

Common | The Refer request header and User-Agent request header contents are added to
+R+U Common. This format can be adapted to the following formats or their customized
formats:

- Custom log format of Apache httpd

W3C Extended log format of Microsoft Internet Information Services (W3C
extended log format)

Flexible log format and Custom log format of Netscape Enterprise Server

Extended log format of Fujitsu InfoProvider Pro ....and so on

"c-host * c-user [s-time{dd/mon/yyyy:HH:MM:SS} *] \"c-request\" s-status s-bytes
\"l-url\" \"c-agent\""

Microsoft | Microsoft Internet Information Server's specific format. This format corresponds to
-MS the following log format:

- Microsoft Log Format of Microsoft Internet Information Server 3.0 and 4.0 (*1)

*1 Microsoft Internet Information Services 5.0 has a different format to V3.0 and
V4.0. Here, specify the format directly by placing tokens.

"c-host, c-user, s-time{yy/mm/dd, HH:MM:SS}, *, *, *, *, * s-bytes, s-status, *, s-
method, s-path, *"

SQC- SQC extended log format
Extend * Symbol specification only
SQC- Usage Log file of SQC
Csv

To analyze a log of the managed server on the Management Server, specify SQC-
CSV for the relevant managed server.

* Symbol specification only

SQC- CSV format extended log file of SQC
ExtCSV

To analyze a response log of the managed server on the Management Server, specify
SQC-ExtCSV for the relevant managed server.

* Symbol specification only

Qn Note

When specifying the record format using a symbol, compare the content of the "format™ corresponding to this symbol with
a log that has actually been taken and make sure that the formats match before making the specification. Take particular
care with formats that have date sections, as this may vary depending on the system.

The following table lists the types of symbols (when proxy is defined in the analysis target server definition) for the Proxy
server and their meanings:

Symbol Corresponding log
"format" content
Common "Common Logfile Format" of W3C. This format corresponds to the following log
formats:
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Symbol

Corresponding log

"format" content

- Common log format, Extended log format, and Extended2 log format of
Netscape Proxy Server

- Common log format of Squid

- Common log format of DeleGate

- Common log format of Apache httpd

- Common log format of W3C httpd (CERN httpd)

- Common log format of Fujitsu InfoProxy ... and so on

""c-host * c-user [s-time{dd/mon/yyyy:HH:MM:SS} *] \"c-request\" s-status s-
bytes"

Common+R | The Refer request header and User-Agent request header contents are added to
+U Common. This format can be adapted to the following formats or their customized
formats:
- Flexible log format and Custom log format of Netscape Proxy Server
- Custom log format of DeleGate
- Custom log format of Apache httpd
"c-host * c-user [s-time{dd/mon/yyyy:HH:MM:SS} *] \"c-request\" s-status s-
bytes \"l-url\" \"c-agent\""
Common The processing time (seconds) is added to Common. This format can be adapted
+Ts to the following formats or their customized formats:
- Flexible log format and Custom log format of Netscape Proxy Server
- Custom log format of DeleGate
- Custom log format of Apache httpd
"c-host * c-user [s-time{dd/mon/yyyy:HH:MM:SS} *] \"c-request\" s-status s-
bytes s-elapse{s}"
Common The processing time (milliseconds) is added to Common. This format can be
+Tms adapted to the following formats or their customized formats:
- Flexible log format and Custom log format of Netscape Proxy Server
- Custom log format of DeleGate
- Custom log format of Apache httpd
"c-host * c-user [s-time{dd/mon/yyyy:HH:MM:SS} *] \"c-request\" s-status s-
bytes s-elapse{ms}"
Netscape- Netscape Proxy Server's specific format. This format corresponds to the following
Extend log formats:
Extended log format and Extended?2 log format of Netscape Proxy Server
""c-host * c-user [s-time{dd/mon/yyyy:HH:MM:SS} *] \"c-request\" s-status s-
bytes r-status r-bytes * * * * * * s-elapse{s}"
Squid- Squid's specific format. This format corresponds to the following log format:
Nativell
- Native log format of Squid (Version 1.1 format)
"s-time{seconds} s-elapse{ms} c-host */s-status s-bytes s-method s-url * */* *"
Microsoft- Microsoft Proxy Server's specific format. This format corresponds to the following
Native log format:
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Symbol Corresponding log

"format" content

- WebProxy log format of Microsoft Proxy Server

"c-host, c-user, c-agent, *, time{yy/mm/dd, HH:MM:SS}, *, *, *, * * * s-
elapse{ms}, s-bytes, r-bytes, *, *, s-method, s-url, *, *, s-status, *"

DeleGate- DeleGate's specific format. This format corresponds to the following log format:

Default
- Default log format of HTTP of DeleGate

""c-host * c-user [s-time{dd/mon/yyyy:HH:MM:SS} *] \"c-request\" s-status s-

bytes :*"
InfoProxy- Fujitsu InfoProxy's specific format. This format corresponds to the following log
Extend format:

- Extended log format of Fujitsu InfoProxy

""c-host * c-user [s-time{dd/mon/yyyy:HH:MM:SS} *] \"c-request\" s-status s-
bytes s-elapse{ms} r-status r-bytes * * * * * * % % % % % o %t

SQC-CsV Usage Log file of SQC

To analyze a log of the managed server on the Management Server, specify SQC-
CSV for the relevant managed server.

* Symbol specification only

& Note

When specifying the record format using a symbol, compare the content of the "format™ corresponding to this symbol with
a log that has actually been taken and make sure that the formats match before making the specification. Take particular
care with formats that have date sections, as this may vary depending on the system.

When the log record format is specified using a symbol for "format", the analysis methods that can be used are as follows:

No Symbol Analysis type
value
1 Common - Client host name

- Client IP address

- Authentication user name

- Remote host name (Proxy server only)
- Remote IP address (Proxy server only)
- URL

- Entry URL

- Exit URL

- URL extension

2 Common - Client host name
+R+U .
- Client IP address

- Authentication user name

- User agent

- Referrer host name
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No

Symbol
value

Analysis type

- Referrer IP address

- Remote host name (Proxy server only)
- Remote IP address (Proxy server only)
- URL

- Entry URL

- Exit URL

- Referrer URL

- URL extension

Microsoft-
MS

- Client host name

- Client IP address

- Authentication user name

- Remote host name (Proxy server only)
- Remote IP address (Proxy server only)
- URL

- Entry URL

- Exit URL

- URL extension

Common
+Ts

- Client host name

- Client IP address

- Authentication user name

- Remote host name (Proxy server only)
- Remote IP address (Proxy server only)
- URL

- URL extension

Note: In "Request report”, "Traffic report”, and “Cache report", the elapsed
time indicating the processing capability of the Web server or Proxy server
to be analyzed is in seconds. The elapsed time is displayed on each analysis
window.

Common
+Tms

- Client host name

- Client IP address

- Authentication user name

- Remote host name (Proxy server only)
- Remote IP address (Proxy server only)
- URL

- URL extension

Note: In "Request report”, "Traffic report", and "Cache report", the elapsed
time indicating the processing capability of the Web server or Proxy server
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No Symbol Analysis type
value
to be analyzed is in milliseconds. The elapsed time is displayed on each
analysis window.
6 Netscape- - Client host name
Extend
- Client IP address
- Authentication user name
- Remote host name (Proxy server only)
- Remote IP address (Proxy server only)
- URL
- URL extension
Note: In "Request report"”, "Traffic report”, and "Cache report", the elapsed
time indicating the processing capability of the Web server or Proxy server
to be analyzed is in milliseconds. The elapsed time is displayed on each
analysis window.
7 Squid- - Client host name
Nativell .
- Client IP address
- Authentication user name
- Remote host name (Proxy server only)
- Remote IP address (Proxy server only)
- URL
- URL extension
Note: In "Request report”, "Traffic report", and "Cache report", the elapsed
time indicating the processing capability of the Web server or Proxy server
to be analyzed is in milliseconds. The elapsed time is displayed on each
analysis window.
8 Microsoft- - Client host name
Native
- Client IP address
- Authentication user name
- Remote host name (Proxy server only)
- Remote IP address (Proxy server only)
- URL
- URL extension
Note: In "Request report”, "Traffic report"”, and “Cache report", the elapsed
time indicating the processing capability of the Web server or Proxy server
to be analyzed is in milliseconds. The elapsed time is displayed on each
analysis window.
9 DeleGate- - Client host name
Default

Client IP address

Authentication user name

Remote host name (Proxy server only)

Remote IP address (Proxy server only)
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No Symbol Analysis type
value

- URL

- URL extension

10 InfoProxy- - Client host name
Extend - Client IP address

- Authentication user name

- Remote host name (Proxy server only)
- Remote IP address (Proxy server only)
- URL

- URL extension

Note: In "Request report”, "Traffic report", and "Cache report", the elapsed
time indicating the processing capability of the Web server or Proxy server
to be analyzed is in milliseconds. The elapsed time is displayed on each
analysis window.

11 SQC- - URL
Extend

- Client host name

- Client IP address

Region
Defines a region for the time data recorded in the analysis target log file.

For diff-time, specify the region time using the time difference with GMT (Greenwich Mean Time). The specification format
is shown below:

Format Explanation
[+]-]HHM +: Fast
M -: Slow

HH: Hour (00 to 23)
MM: Minute (00 to 59)

Qn Note

Regions of time data recorded in the log depend on the type of the Web server or Proxy server to be analyzed.

It is necessary to check which format of time data is collected. For information about the format of collected time data, refer
to the manual of each server.

Example

Sample definitions are shown below:

[Windows]
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[Log]

Symbol = WWW

Name = WebServerLog

# W3C Extended log file format

# Option: Date, time, client IP address, method, URI Stem, Http status, and number of transmitted
bytes

Path = "C:\WINNT\system32\LogFiles\W3SVC1\ex*.log"
Format = "s-time{yyyy-mm-dd HH:MM:SS} c-host s-method s-url s-status s-bytes"
Region = +0000

[UNIX]

[Log]

Symbol = WWW

Name = WebServerLog

Path = /usr/local/apache/logs/access_log

Format = Common

Region = +0900

15.2.2 Extended Log Environment Definition File

The Extended Log Environment Definition File is a file that defines how to accumulate the SQC extended logs.

To collect the SQC extended logs, an Extended Log Environment Definition File must be set in advance. If no SQC extended
log is to be collected, there is no need to set this file.

15.2.2.1 File storage location

The Extended Log Environment Definition File is a text file. To create or edit the file, use a text editor such as Notepad.
The path of this file is shown below:

[Windows]

<variable_file_directory>\control\ExtendLogConfig

[UNIX]

[etc/opt/FISVssqc/ExtendLogConfig

A sample Extended Log Environment Definition File is stored in the folder shown below during installation. The user can
edit the sample file to create an Extended Log Environment Definition File.

[Windows]

<install_directory>\sample\ExtendLogConfig

[UNIX]

/opt/FISVssqc/sample/ExtendLogConfig
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Character codes are as follows:

[Windows]

ASCII

[UNIX]

ASCII

15.2.2.2 File internal configuration

The time stamp for the validity check is written on the first line and last line of the Extended Log Environment Definition
File and the definitions of extended logs are written between these lines.

The definition of an extended log is a group (called a definition block in this document) of the following definitions.

- Extended log definition block * 1

The overall image within the file is as follows:

Time stamp

Extended log definition block

Time stamp

15.2.2.3 File internal format (basic)

The format of the Extended Log Environment Definition File is shown below:

Basic
Line format Meaning
[XXXXXXXXXX] Indicates the beginning of a definition block as well as the end of the previous
definition block
XXXX = Indicates parameters in a definition block. '|' means OR, i.e., the parameter on
XXXXXXXXXX either side can be specified.
none A null line is treated as a comment.
H XXXXXXXKXX A line beginning with #' is treated as a comment.

15.2.2.4 File internal format (extended log definition block)

In the Extended Log Environment Definition File, the extended log definition block should be written in the following
format:

Format

| [Log]
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Logfilelnterval = day | week(sun|mon|tue|wed|thulfri|sat) | month(1-31)

Explanation

[Log]
Indicates the start of an extended log definition block.

If there is no information within the block, the line itself can be omitted.

Lodfileinterval

Defines the switching unit of the extended log files. The table below lists the options and their meanings:

Options Meaning

day Daily

week(...) Weekly

month(...) Monthly

For week, specify the start day of the week in the parentheses using the values listed below:

Option Meaning
sun Sunday
mon Monday
tue Tuesday
wed Wednesday
thu Thursday
fri Friday
sat Saturday

For month, specify the start day of the month in the parentheses using the values listed below. If the specified day does not
exist in that month, the last day of the month is used.

Option Meaning

1to31 Day of the month

The default is shown below. If the default is to be used, the line itself can be omitted.
Logfilelnterval = week(sun)

2, See

© 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000S

For details of SQC extended log switching, refer to "15.2.5.3 Switching a SQC extended log file over to another".

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE
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Qn Note

Before providing the Web page service that collects the SQC extended logs, test the service to ensure the SQC extended
logs are actually collected.

15.2.3 Option Definition File

The Option Definition File contains an environment definition file that the Trend Viewer uses for the following analyses:

- Subnetwork-specific analysis
- Specific-subnetwork exclusion analysis

- Specific-URL access exclusion analysis

15.2.3.1 File storage location

The Option Definition File is a text file. To create or edit the file, use a text editor such as Notepad. The path of this file is
shown below:

[Windows]

<variable_file_directory>\control\OptionConfig

[UNIX]

[etc/opt/FISVssqc/OptionConfig

A sample Option Definition File is stored in the folder shown below during installation. The user can edit the sample file
to create an Option Definition File.

[Windows]

<install_directory>\sample\OptionConfig

[UNIX]

lopt/FISVssqc/sample/OptionConfig

Character codes are as follows:

[Windows]

ASCII

[UNIX]

ASCII
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15.2.3.2 File internal configuration
The Option Definition File consists of the following definition blocks:
- Subnetwork-specific analysis definition block (one block)
- Specific-subnetwork analysis exclusion definition block (one block)
- Specific-URL analysis exclusion definition block (one block)

The overall image within the file is as follows:

Subnetwork-specific analysis definition block

Specific-subnetwork analysis exclusion definition block

Specific-URL analysis exclusion definition block

The coding format of Option Definition File is shown below:

Line coding format Description
[XoxXxxxxxxxx] Indicates the beginning of a definition block as well as the end of the previous
definition block
XXXX = Indicates parameters in a definition block.
XXXXXXXXXX
none A null line is treated as a comment.
H# XXXXXXXXXX A line beginning with #' is treated as a comment.

15.2.3.3 File internal format (analysis definition block for each subnetwork)

The user may want to use the Trend Viewer to perform analysis for each subnetwork that is a group of IP addresses. If so,
the user can define the name of the subnetwork to be analyzed in the subnetwork-specific analysis definition block.

The format of the subnetwork-specific analysis definition block is shown below:

Format
[SubnetName]

subnet-region=subnet-name

Explanation

[SubnetName]

Indicates the beginning of a subnetwork-specific analysis definition block.

subnet-region
Specifies the subnetwork range for which a subnetwork name is defined.

Specify the subnetwork range using the following format:
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Format Meaning

L) Area from i.i.i.ito].j.j.j

i Area from i.i.i.i to i.i.i.255

LiL* Area from i.i.i.0 to i.i.i.255

iLi* Area from i.i.0.0 to i.i.255.255

i.* Area from i.0.0.0 to i.255.255.255

* Area from 0.0.0.0 to 255.255.255.255

In the above table, i and j each indicate an integer from 0 to 255 and an asterisk (*) indicates the wildcard character.

Only one wildcard character can be specified within one definition.

subnet-name
Specifies the subnetwork name corresponding to the subnetwork range.
When specifying the subnetwork name, observe the following:
- The length of the subnetwork name must not exceed 200 bytes.
- The following types of characters can be used for the subnetwork name:
- Alphanumeric characters

- Underscore ()

Qn Note

When defining a subnetwork-specific analysis definition block, note the following:
- If two or more definitions are provided for the same subnetwork, the definition provided later is effective.
- Uppercase and lowercase letters are distinguished.

- You can specify the same subnetwork name for the different subnetworks.

Example

Sample definitions are shown below:

- Sample definition 1 (with no duplicated definition)

[SubnetName]
10.20.125.0-10.20.125.127= SubnetExample
192.168.*=Subnet_Example

- "10.20.125.0 t0 10.20.125.127" is defined as "SubnetExample."
- "192.168.0.0 to 192.168.255.255" is defined as "Subnet_Example”

- Sample definition 2 (with a duplicated definition: a narrower range is defined later)
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[SubnetName]

10.*=SQC

10.20.30.*=SQC_Agent
10.20.30.0-10.20.30.127=SQC_Manager

"0.0.0.0 to 9.255.255.255" are not defined as subnetworks.

- "10.0.0.0 to 10.20.29.255" are defined as SQC.
"10.20.30.0 to 10.20.30.127" are defined as SQC_Manager.

""10.20.30.128 to 10.20.30.255" are defined as SQC_Agent.

"10.20.31.0 to 10.255.255.255" are defined as SQC.

"11.0.0.0 to 255.255.255.255" are not defined as subnetworks.

- Sample definition 3 (with a duplicated definition: a wider range is defined later)

[SubnetName]
10.20.30.*=SQC_Manager
10.20.30.128-10.20.30.255=SQC_Agent
10.*=SQC

- "0.0.0.0 to 9.255.255.255" are not defined as subnetworks.
- "10.0.0.0 to 10.255.255.255" are defined as SQC.
- "11.0.0.0 to 255.255.255.255" are not defined as subnetworks.

15.2.3.4 File internal format (definition block with analysis of a specific
subnetwork omitted)

The user may want to use the Trend Viewer to perform analysis excluding a specific subnetwork, which is a group of IP
addresses, such as a management department network on the Web site. If so, the user can define the subnetworks to be
excluded from analysis in the specific-subnetwork analysis exclusion definition block.

The format of the specific-subnetwork analysis exclusion definition block is shown below:

Format
[SubnetExcepted]

subnet-region

Explanation

subnet-region
Specifies the subnetwork range to be excluded from analysis.

Specify the subnetwork range using the following format:
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Format Meaning

L) Area from i.i.i.ito].j.j.j

i Area from i.i.i.i to i.i.i.255

LiL* Area from i.i.i.0 to i.i.i.255

iLi* Area from i.i.0.0 to i.i.255.255

i.* Area from i.0.0.0 to i.255.255.255

* Area from 0.0.0.0 to 255.255.255.255

In the above table, i and j each indicate an integer from 0 to 255 and an asterisk (*) indicates the wildcard character.

Qn Note

When defining a specific-subnetwork analysis exclusion definition block, note the following:

- Only one wildcard character can be specified within one definition.

Example

A sample definition is shown below:

[SubnetExcepted]
10.25.125.1-10.25.125.127
192.168.*

15.2.3.5 File internal format (definition block with analysis of a specific URL
omitted)

The user may want to use the Trend Viewer to perform analysis excluding a specific URL such as management content on
the Web site. If so, the user can define the URLSs to be excluded from analysis in the specific-URL analysis exclusion
definition block.

The format of the specific-URL analysis exclusion definition block is shown below:

Format
[URLExcepted]

url-name

Explanation

url-name
Specifies the path (excluding the server name) of the Web content to be excluded from analysis
When specifying the path, observe the following:
- The length of the path must not exceed 1,023 characters.

- The following symbols cannot be used for the path:
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MI{<>()&S$#" .2

& Note

Notes when defining the definition block with analysis of a specific URL omitted are shown below.

- If the path ends with a slash (/), any record with a path ending with a slash that appears in the Web server log is excluded
from analysis.

Example
A sample definition is shown below:

- The sample definition shown below excludes the following URLSs:

http://www.fujitsu.com/SSQC

http;//www.fujitsu.com/SQC/viewer.html

http://www.fujitsu.com/SQC/html/swwm03/swwm0168.html

http://www.fujitsu.com/cgi-bin/program.cgi

[URLExcepted]

/1SSQC

/SQC/viewer.html
/SQC/html/swwm03/swwm0168.html

/cgi-bin/program.cgi

15.2.4 Usage DB Output file

This section describes the format of the CSV file created by the dbprt command as a means of exporting data from the SQC
Usage database.

15.2.4.1 Usage DB Output file format

This section explains the format of the comma separated value (CSV) file that is created after execution of the dbprt
command.

The CSV file is a text file. The text character code depends on the platform used.

[Windows]

Character code

ASCII

UNIX]

Character code
ASCII
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Data is separated with a comma (,) and output to the file. The file consists of the following lines:

Title line
Data line

Data line

Data line

The following table lists explanations of each line:

Line Explanation

Title The field name (item name) of each field is output to only the first line as the title
line. Each field is delimited by a comma ().

Data On the second and subsequent lines, multiple data lines are output as results of editing.
On each data line, one piece of data edited each hour is output. Data is displayed in
ascending order of date/time (chronological order).2

Each field is separated by a comma (,). The date field and time field are placed in this
order and then fields depending on the data type are placed.

The format of the date field is as follows:

Form Explanation

yyyy/mm/dd yyy | Christian era(1980 )

mm | Month(01 to 12)
dd | Day(01to 31)

The format of the time field is as follows:

Form Explanation
h Hour(00 to 23)

Format for each data type

The following table lists details of the title line and data line for each data type. Although the format description in this table
extends over multiple lines, the actual output is one line.

Data type File output format

session Title line | date,hour,c-host,c-ip,authuser,r-host,r-ip,url,entry-request,exit-

. . request,session,c-acsid
(session (1st line) g

information)
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Data type File output format
Data line | yyyy/mm/dd,h,"c-host","c-ip","authuser","r-host","r-ip","url" entry-
(2nd and request,exit-request,session,"c-acsid
subsequ
ent lines)
request Title line | date,hour,c-host,c-ip,authuser,r-host,r-ip,url,s-traffic,e-traffic,e-
(request (ist line) request,c-hit,s-hit,r-hit,c-acsid
information) Data line | yyyy/mm/dd,h,"c-host","c-ip","authuser","r-host","r-ip","url",s-
(2nd and traffic,e-traffic,e-request,c-hit,s-hit,r-hit,"c-acsid
subsequ Remarks: The total request count is the sum of e-request, c-hit, s-hit,
entlines) | and r-hit.
error Title line | date,hour,c-host,c-ip,authuser,r-host,r-ip,url,s-error-code,r-error-
(error (st line) code,e-request,c-acsid
information) Data line | yyyy/mm/dd,h,"c-host","c-ip","authuser","r-host","r-ip","url","s-
error-code","r-error-code" error-num,"c-acsid"
(2nd and
subsequ
ent lines)
agent Title line | date,hour,c-host,c-ip,url,agent,session
(agent (1st line)
information) Data line | yyyy/mm/dd,h,"c-host","c-ip","url","agent",session
(2nd and
subsequ
ent lines)
link Title line | date,hour,l-host,I-ip,I-url,r-host,r-ip,r-url,url,session
(referrer (1st line)
information) Data line | yyyy/mm/dd,h,"l-host","I-ip","l-url","r-host","r-ip","r-
(2nd and url","url" session
subsequ
ent lines)
response Title line | date,hour,c-host,c-ip,url,avr-response,max-response,min-response
(response (1st line)
information) Data line | yyyy/mm/dd,h,"c-host","c-ip","url",avr-response,max-response,min-
(2nd and response
subsequ
ent lines)

Explanation of fields on the 2nd and subsequent lines for each data type

Field Meaning
yyyy/mm/dd Date field
h Time field
"agent" Agent name
"authuser” Authentication user name. If no data is available, "-" is output.
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Field

Meaning

"c-host" Client host name. If no data is available, "-" is output.
"c-ip"” Client IP address. If no data is available, "-" is output.
"c-acsid" Access ID set by Cookie

"url" URL of the Web page

"|-host" Referrer host name

"l-ip" Referrer IP address

"l-url" Referrer URL

"r-host" Remote host name

"r-ip" Remote IP address

“r-url" Remote URL

""s-error-code

Code for error that occurred on the server. If no data is available, "-" is output.

"r-error-code"

Code for error that occurred on the remote server. If no data is available, "-"
is output.

session Session count

c-hit Hit count on the client

s-hit Hit count on the server

r-hit Hit count on the remote server

entry-request

Entry request count

exit-request

Exit request count

s-traffic Successful request traffic
e-request Failed request count
e-traffic Failed request traffic
error-num Error count

avr-response

Average response time (in milliseconds)

max-response

Maximum response time (in milliseconds)

min-response

Minimum response time (in milliseconds)

15.2.4.2 Capacity estimation

This section provides an example of capacity estimation under the conditions shown below. Refer to this example when you
estimate the capacity by applying each CSV-output data type and periods.

Conditions

Data type Visit information

Size per line About 150 bytes
(depending on the length of the client name and URL)

About 10,000/day

Access count

- 243 -



Approximate maximum size per day
About 150 bytes * about 10,000 = about 1.5 MB (/day)

Actually, the same visitor (client) may often visit the same URL more than once within the same one hour. In such cases,
the data of this kind is summarized on one line, and therefore actual size becomes smaller than the above size if the total
access count is the same.

15.2.5 SQC extended log file

This subsection explains the SQC extended log file.

The SQC extended log file is created automatically by the SQC Extended Log Collection when the SQC extended logs are
accumulated.

15.2.5.1 File name

Storage location
The SQC extended log file is stored in the following directory.
[Windows]

<variable_file_directory>\extend-log\

[UNIX]

Ivarlopt/FISVssqc/extend-log/

File namae format

The SQC extended log file name has the following format. A new file name is created each time the SQC extended log file
is switched. The characters shown in blue indicate variables.

logyyyymmdd_nn

[Explanation of variable characters]

Symbol Meaning

yyyy Year of creation date (1970 to n)

mm Month of creation date (01 to 12)

dd Day of creation date (01 to 31)

nn Serial number of the SQC extended log file among those log files created on the same
day (01 to 99)

15.2.5.2 Capacity estimation

The formula for estimating the capacity per day is as follows. The characters shown in blue indicate variables.

(Capacity per day) = (50 + A+B) *C
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Symbol Meaning

A Average number of bytes of the client field

B Average number of bytes of the document field
C Average access count to the document per day

15.2.5.3 Switching a SQC extended log file over to another

To simplify work such as backup of the SQC extended log file, the SQC Extended Log Collection periodically creates a
new SQC extended log file (file name logyyyymmdd_nn as described in 15.2.5.1) to change the accumulation destination
of the SQC extended log to the new log file. This operation is referred to as "SQC extended log file switching."

SQC extended log file switching is performed in accordance with the settings in the Extended Log Environment Definition
File "ExtendLogConfig".

For details on how to set the Extended Log Environment Definition File, refer to "15.2.2 Extended Log Environment
Definition File".

15.2.6 Usage Log file

This section describes the CSV log files created by the Usage DB Registration Engine on the Managed Server as a means
of transferring usage data to the Management Server..

15.2.6.1 Usage Log file format
This section explains the format of the CSV format log file.

CSV format log files are used for Web server and proxy server logging. In addition, CSV format extended log files are used
for analysis of response reports.

Storage location and file name

CSV format log files are stored in the following directory:

<Ihstalltion directory teariabled:

Iél — {database>
O - <ocawr
I%l— <Server directory: (1)
IL_I - dt?wwmmdd_nnn.csv 2

* <> indicates a directory.

*1 The server directory is assigned the name specified by Symbol in the analysis target server definition block of the
Usage DB Environment Definition File.

*2 The variable (yyyymmdd_nnn) in the CSV format log file name is shown below. The date means the date on which
the usage DB was switched (created).
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yyyy Year (1980 and after)

mm Month (01 to 12)

dd Day (01 to 31)

nnn Serial number (001 to 999)

When response report analysis is performed, a CSV format extended log file for response report analysis is created with the
following file name under the server directory shown above. The variable (yyyymmdd_nn) in the name of the CSV format
extended log file is the same as that in the CSV format log file name.

eyyyymmdd_nnn.csv

In addition, an index file is created with the following file name under the server directory. This is to improve the efficiency
of access to the CSV format file when the CSV format log file is transferred from the managed server to the Management
Server. The index file is a special file for the Usage DB Registration Engine. Do not use the index file.

dbyyyymmdd.index
eyyyymmdd.index

File format

The CSV format log file and CSV format extended log file are text files. The character codes used for the texts vary depending
on the platform.

[Windows]

Character code

ASCII

[UNIX]

Character code

ASCII

Data in the file is separated by a comma (,). The file consists of the following lines.

Title line
Data line

Data line

Data line
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The following table explains each line.

Line Explanation

Title The field name (item name) of each field is output to only the first line as the title
line. Each field is delimited by a comma (,).

Data Data lines are output on the second and subsequent lines. One valid record in the
Web server log is output as one data line. Data is output in ascending order (old to
new) of date and time.

Each field is separated with a comma (,).

A hyphen (-) is output in fields for which there is no applicable data.

Format of each line

The following table lists details of the title line and data line for each data type. Although the format description in this table
extends over multiple lines, the actual output is one line.

CSV format log file

Line File output format
Title line server,s-date,s-time,c-host,c-ip,s-method,s-protocol,s-host,s-ip,s-path,s-status,r-
(first line) status,s-byte,r-byte,l-url,c-agent,s-elaps,c-cookie-id,c-user
data line "server","yyyy/mm/dd","hh:mm:ss","c-host","c-ip","s-method","s-protocol","s-
(from the host","s-ip","s-path","s-status","r-status","s-byte","r-byte","l-url","c-agent","s-

elaps","c-cookie-id","c-user"

second line)

CSV format extended log file

Line File output format

Title line server,s-date,s-time,c-host,s-url,c-response

(first line)

Data line "server","yyyy/mm/dd","hh:mm:ss","c-host","c-ip","s-url","c-response"

(from
second
line)

Explanation of data line fields (second and subsequent lines)

CSV format log file

Field Meaning

"server" Web server name

"yyyy/mm/dd | Date on which the server completes processing of a request
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Field Meaning
Form Explanaton
wpyronidd | vy Chrigtian era (1280 - )
mm Month (01 - 12)
ad Dray (01 - 31)
"hh:mm:ss" Time at which the server completes processing of a request
Form Explamation
hhimm sz hh howr  (00--23)
i roinute (00--58)
25 second (00--53)
"c-host™ Client host name
"c-ip" Client IP address
"s-method" Method the client requests from the server
"s-protocol” Protocol the client requests from the server
"'s-host" Host name the client requests from the server
"s-ip" IP address the client requests from the server
"s-path" File path the client requests from the server
"'s-status” Status code sent to the client by the server
"r-status" Status code sent to the server by the remote server
"s-byte" Number of bytes sent by the server to the client
"r-byte" Number of bytes sent by the remote server to the server
"l-url" Referrer URL
"c-agent" Content of the User-Agent request header sent by the client to the server
"s-elaps” Time period required by the server for request processing (in
milliseconds)
"c-cookie-id" | Access ID defined for a cookie
"c-user" Client authentication user name

CSV format log file

Field Meaning
“server" Web server name
"yyyy/mm/dd | Date on which the server completes processing of a request
Form Explanatwn
i dd Iy Christian era (1930 -1
T Month (01 - 12)
dd Dray (01 - 31)
"hh:mm:ss" Time at which the server completes processing of a request
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Field Meaning
Form Explanatwn
hh tram 53 hh howr  {00--22%

min rodrarte {00--59)

&5 second  (00--59)
"c-host" Client host name
"s-url" Path of the HTML document that the client requested of the server
"c-response” Response time in milliseconds

15.2.6.2 Capacity estimation

An example for calculating an approximate capacity under the following conditions is shown below. Refer to the example
to estimate the capacity considering the period in which the CSV-format log file is output.

Conditions

Data type Visit information

Size per line About 250 bytes
(depending on the length of the client name and URL)
Access count About 10,000/day

Approximate maximum size per day
About 250 bytes * about 10,000 = about 2.5 MB (/day)

15.2.6.3 Deleting a Usage Log file

The Usage Log file is created when log data of the Managed Server is transferred to the Management Server and analyzed
on the same Server. The file is no longer needed after it is transferred to the Management Server and stored in the usage
DB.

This section explains how to delete the Usage Log file that is no longer needed after it is stored in the usage DB on the
Management Server. Before deleting the Usage Log file, make a backup copy of the file as needed in preparation for problems
such as destruction of the usage DB.

Usage Log file that can be deleted
Usage Log file that can be deleted
The Usage Log files that were transferred to the Management Server and stored in the usage DB can be deleted.

Furthermore, the Usage Log files stored in the usage DB of the Usage Log files on the Managed Server and the Management
Server can be deleted.

The files to be deleted are as follows:
dbyyyymmdd_nnn.csv

eyyyymmdd_nnn.csv

dbyyyymmdd.index
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eyyyymmdd.index

Qn Note

"dbyyyymmdd.index" and "eyyyymmdd.index" are stored on the managed server only.

The storage locations for the files to be deleted are as follows:

[Windows]

<variable_file_directory>\database\csv\Server directory\

<variable_file_directory>\database\csv\Server directory\Server_Csv_Backup\

<variable_file_directory>\database\csv\Server directory\Extend_Csv_Backup\

[UNIX]

Ivar/opt/FISVssqc/database/csv/Server directory/

Ivar/opt/FISVssqc/database/csv/Server directory/Server_Csv_Backup/

Ivar/opt/FISVssqc/database/csv/Server directory/Extend_Csv_Backup/

Qn Note

"Server directory" is the name specified by "Symbol" in the analysis target server definition block in the usage database
environment definition file.

Conditions for deleting CSV format log files

Delete only the CSV format log files that meet the following conditions.
- Management server side

Use a text editor to open the log files stored in the following directory. If there are no errors in any of the analysis target
servers, delete those files that are stored in the directory for storing CSV format log files and whose dates are more than
three days (server actual operating day) old counting back from the date of the latest file.

QJT Note

Do not delete any files if there are errors.

[Windows]

<variable_file_directory>\log\dbreg.log

[UNIX]

Ivar/opt/FISVssqc/log/dbreg.log

- Managed server side

Check the files that have been transferred within the directory for storing CSV format log files, and delete those files
whose dates are more than three days (server actual operating day) old counting back from the date of the latest file.
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2 See

© 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000S

Refer to "Storage location and file name" in "15.2.6.1 Usage Log file format" for information on how to read the dates for
CSV format log files.

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

Qn Note

Make sure that the following processes are not running when CSV format log files are deleted.

[Windows]

dbregmng.exe

dbreg.exe

[UNIX]

dbregmng

dbreg

Automatically deleting an unnecessary Usage Log file

The user may want to automatically delete the Usage Log file that has already been transferred to the Management Server
and stored in the usage DB.

To automatically delete an unnecessary Usage Log file, create a batch file (or shell script) used for deletion and run it using
the scheduler function.

For the scheduler function, you can use the OS standard function as shown below or introduce and use the product with the
scheduler function such as Systemwalker Operation Manager.

- OS standard scheduler function

[Windows]
AT command
[UNIX]

cron command

15.3 Report data file

15.3.1 Report data file

The Service Level Reporter can be used to download the data used for creating reports as a CSV file.

2, See

© 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000S

Refer to "12.5.3 Report contents™ for the download procedure.

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

The following explains the format of the CSV files.
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15.3.1.1 Report data file format

This explains the format of the CSV files which are downloadable from reports.

Summary
Column position Content
1 Time (UTC base)
2 Internal control information
3 "summary"
4105 Internal control information
6 Total number of sessions
7 Internal control information
8 Total number of requests
9 Internal control information
10 Total traffic (byte)
11 Internal control information
12 Number of hits
13 Internal control information
14 Number of hits (client)
15 Internal control information
16 Number of hits (server)
17 Internal control information
18 Number of hits (remote)
19 Internal control information
20 Number of errors

Session report (by time segment)

Column position Content
1 Time (UTC base)

2 Internal control information

3 "session”

4t05 Internal control information

6 Period

7 Internal control information

8 Number of sessions (count)

Session report (by other report type)

- Summary data
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Column position Content

1 Time (UTC base)

2 Internal control information

3 "session"

4t05 Internal control information

6 Value corresponding to the report type (such as a client host
name)

7 Internal control information

8 Number of sessions (count)

9 Internal control information

10 Percentage (%)

- Transition data

Column position Content
1 Time (UTC base)

2 Internal control information

3 "session"

4t07 Internal control information

8 Number of sessions (count)

9 Internal control information

10 Percentage (%)

* Records for periods are output for each time segment.

Request report (by time segment)

Column position Content
1 Time (UTC base)

2 Internal control information

3 "request”

4105 Internal control information

6 Period

7 Internal control information

8 Number of requests (count)

9 Internal control information

10 Request average (milliseconds)
11 Internal control information

12 Total traffic (byte)
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Request report (by other report type)

- Summary data

Column position Content

1 Time (UTC base)

2 Internal control information

3 "request”

4t05 Internal control information

6 Value corresponding to the report type (such as a client host
name)

7 Internal control information

8 Number of requests (count)

9 Internal control information

10 Request average (milliseconds)

11 Internal control information

12 Total traffic (byte)

13 Internal control information

14 Percentage (%)

- Transition data

Column position Content
1 Time (UTC base)

2 Internal control information

3 "request”

4t07 Internal control information

8 Number of requests (count)

9 Internal control information

10 Request average (milliseconds)
11 Internal control information

12 Total traffic (byte)

13 Internal control information

14 Percentage (%)

* Records for periods are output for each time segment.

Traffic report (by time segment)

Column position Content
1 Time (UTC base)
2 Internal control information
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Column position Content
3 "traffic"

4t05 Internal control information

6 Period

7 Internal control information

8 Total traffic (byte)

9 Internal control information

10 Number of requests (count)

11 Internal control information

12 Request average (milliseconds)

Traffic report (by other report type)

- Summary data

Column position Content

1 Time (UTC base)

2 Internal control information

3 "traffic"

4105 Internal control information

6 Value corresponding to the report type (such as a client host
name)

7 Internal control information

8 Total traffic (byte)

9 Internal control information

10 Number of requests (count)

11 Internal control information

12 Request average (milliseconds)

13 Internal control information

14 Percentage (%)

- Transition data

Column position Content
1 Time (UTC base)

2 Internal control information

3 “traffic"”

4t07 Internal control information

8 Total traffic (byte)

9 Internal control information
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Column position Content
10 Number of requests (count)

11 Internal control information

12 Request average (milliseconds)

13 Internal control information

14 Percentage (%)

* Records for periods are output for each time segment.

Cache report

Column position Content

1 Time (UTC base)

2 Internal control information

3 "cache"

4105 Internal control information

6 Occurrence location

7 Internal control information

8 Number of hits (count)

9 Internal control information

10 Number of successful requests (count)
11 Internal control information

12 Total successful traffic (byte)

13 Internal control information

14 Successful request average (milliseconds)
15 Internal control information

16 Percentage (%)

Error report (by error location)

Column position Content
1 Time (UTC base)

2 Internal control information

3 "error"

4105 Internal control information

6 Occurrence location

7 Internal control information

8 Number of errors (count)

9 Internal control information

10 Percentage (%)
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Error report (by error record)

Column position Content
1 Time (UTC base)

2 Internal control information

3 "error"

4t05 Internal control information

6 Error code

7 Internal control information

8 Number of errors (count)

9 Internal control information

10 Percentage (%)

Response report

Column position Content

1 Time (UTC base)

2 Internal control information

3 "response”

4t05 Internal control information

6 Value corresponding to the report type (such as URL)
7 Internal control information

8 Average response time (milliseconds)
9 Internal control information

10 Maximum response time (milliseconds)
11 Internal control information

12 Minimum response time (milliseconds)

Page navigation report

Column position Content
1 Time (UTC base)

2 Internal control information
3 "pagenavi"

4t05 Internal control information
6 URL

7 Internal control information
8 Number of requests (count)
9 Internal control information
10 Staying time (seconds)

11 Internal control information
12 Percentage (%)
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* Records are output for each URL in descending order of frequently accessed paths.

Number of actually visiting users

Column position Content

Date (local time base)

Time (local time base)

Client host name

Client IP address

Authentication user name

Remote host name

Remote IP address

URL

Ol | N|J]OO|JlO | R |lWIN]|E

Entry request count

=
o

Exit request count

[y
[y

Number of sessions (count)

=
N

Access ID
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IChapter 16 Troubleshooting

This section explains how to respond to problems.

16.1 Usage Analysis

This section explains how to troubleshoot when Trend Viewer does not function normally.

Check the following item sequentially referring to "Set confirmation".

1. Check the environment settings.

2. Take action according to the present situation.
1. "The server does not respond. A connection timeout occurred" is displayed.
2. The DB registration engine causes an application error during operation.
3. Error message "404 File not found" is displayed in the analysis window.

4. An error message is displayed in the analysis window.
The confirmation procedure is shown as the flowchart as follows.

Check the setting according to this flowchart and take action.

For details of each type of processing, refer to the tables that follow the figure.
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Figure 16.1 Figure: Flow chart of Usage Analysis
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Set confirmation

Classification

Check item

Corrective action

Environment

Check and correct the settings by referring to "11.2.2

settings Start operation”.
"The server Check whether the managed server definition is correct. | Check the setting window to see whether
does not information on the target server is defined
respond. A correctly. Also, refer to "4.2 Environment
connection Settings for Usage Analysis" to check
timeout whether the current settings are correct.
occurred” is
displayed.
- Can the managed server be referenced from the Make settings so that the managed server
Management Server through the network? can be referenced from the Management
Server through the network.
- Check whether the Agent for Business Web server is | If the Agent for Business Web server is not
active. active, activate the Web server and check
that any page on the server can be displayed.
- Can specifying the URL open the Agent for Business | Check whether the setting of the Web server
usage analysis window? alias on the managed server is correct.
http://(hostname)/SQC/viewer.html
(hostname) : managed server host name or IP address
- Check whether the usage DB has been created. If the usage DB has not been created, the
environment must be set so that a usage DB
= Installation directory = is created.
|l_| — =datahase= Refer to "4.2 Environment Settings for
Usage Analysis" and check whether the
U —=csv= current environment settings are correct.
O - = Server directory = (™)
I
O — dibweyymmdd_nnn.csy (52
(*1) The server directory is created with the name
specified by Symbol in the analysis target server
definition block in the usage DB environment setting
file.
(*2) The variables in the directory name in the usage
DB are as follows. The date means the date on which
the usage DB was switched (created).
The DB Check whether a file with extension .LOCK exists Make a backup copy of the file with

registration
engine causes
an application
error during
operation.

under the following directory:

<installation directory (variable)>\database

the .LOCK extension, delete the file, and
then restart the service.

Check whether the database contains an error.
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If the database contails an error, refer to 4.2
Environment Settings for Usage Analysis"
and correct the settins, then delete the
database file.




Classification Check item Corrective action
A new database will be automatically
recreted according to the routine schedule.
Error Check whether the URL required for display in the Refer to "4.1 Settings for Web Server" and
message "404 | analysis window is registered. check the URL registration status.
File not
found" is
displayed in
the analysis
window.
An error - Refer to "17.2.3 Analysis window" and take
message is proper action.
displayed in
the analysis
window.

16.2 Report Display

This section explains how to troubleshoot when the report function does not function normally.

Check the following items in order:

The confirmation procedure is shown as the flowchart as follows.

Check the setting according to this flowchart and take action.

For details of each type of processing, refer to the table that follows the figure.
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Figure 16.2 Figure: Flow chart of Report Display
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Qn Note

Wehb Site Management Functionality uses the operation management client as the report server.

Classification

Check item

Corrective action

Environment

Does the following file permit an

Assign the file at the left access

settings access from "other" to obtain authority for "other"

performance information?

Ivar/opt/FISVssqc/database/csv

lopt/FISVssqc/exaletc/

MpTrfExaAgt.ini
- Check that Manager can access Set the http port to 80.

Agent for Business using http port

80.
- Are the settings for the managed Refer to "7.2 Registering a Managed

server correct? Server" and check whether the settings

for the managed server are correct.

The report Avre the settings for the report Check whether the report server IP
window cannot be | server correct? address displayed at Management
displayed. Server in the Environment Setting

window is correct.

Is the Web server on the report
server active?

Activate the Web server on the report
server and check that any window of
the Web server can be displayed.

Can the report window be opened
directly by specifying the
following URL from an arbitrary
browser?

http://(hostname)/SSQC/
console.html

(hostname): report server host
name or IP address.

Refer to "5.1.1.1 Setting virtual
directories™ and check the Web server
alias setting on the report server.

Can the report server be referenced
from the Management Server
through the network?

Conrect the network settings so that the
report server can be referenced from
the Management Server through the
network.

Check the properties of the virtual
directory.

Set an account having administrator
authority as an account used for
anonymous access. Follow the
procedure below:

1.Select virtual directory name SQC
from the setting window of
Microsoft(R) Internet Information
Services.

2.Set directory security using the
properties window of the above virtual
directory as follows:
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Classification

Check item

Corrective action

2-1.Select the "anonymous access"
check box.

2-2.Specify the user having
administrator authority as an account
used for anonymous access.

Error message
"Error:
ExtendCopy()" is
displayed.

If report generation is performed
continuously using the report
function while the version of
Microsoft(R) Internet Information

Server is 4.0, the following occurs:

-Microsoft(R) Internet Explorer

"Error: ExtendCopy()" is
displayed.

Add the following registry entry and
then restart 11S.

HKEY_LOCAL_MACHINE
\SYSTEM\CurrentControlSet

\Services\Inetinfo\Parameters
Value name: DisableMemoryCache
Data type: DWORD

Value: 1

& Note

Web Site Management Functionality uses the operation management client as the report server.

16.3 Contents Tampering Monitor

This section explains how to troubleshoot when tamper monitoring does not function normally.

Check the following items in order:

1. Check the environment settings.

2. Take action according to the present situation.

1. Tampering is not detected (reported).

The confirmation procedure is shown as the flowchart as follows.

Check the setting according to this flowchart and take action.

For details of each type of processing, refer to the table that follows the figure.
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Figure 16.3 [Figure : Flow chart of Tamper Monitoring]
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Classification

Check item

Corrective action

Environment
settings

Check that Agent for Business can
be accessed from Manager using
http port 80.

Set the http port to 80.

Avre the settings for the managed
server correct?

Refer to "7.2 Registering a Managed
Server" and check whether the
settings for the managed server are
correct.

Is the Web server on the managed
server active?

Activate the Web server on the
managed server.

Tampering is not
detected
(reported).

Avre the environment settings
correct?

Refer to "10.2 Environment
Settings" and check the settings.

Has the Contents Publish Notifier
already been issued?

Refer to "10.4.2 Notifying content
publish (contents administrator
job)" and issue the Contents Publish
Notifier.
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IChapter 17 Messages

The following explains the messages.

17.1 Contents Tampering Monitor messages

The following explains error messages and their meaning.

17.1.1 Contents Tampering Monitor - settings windows

The following table lists the message texts, the meaning of message texts, and the corrective actions when the settings
window of the Contents Tampering Monitor is used.

Message text Meaning Action

An error occurred.
The file could not be opened. | Contact an SE.
Failed to open a file

An error occurred.
The file could not be read. Contact an SE.
Failed to read a file

An error occurred. The format of data in the file is

. . Contact an SE.
File data format invalid invalid.

An error occurred.
Writing data to the file failed. | Contact an SE.
Failed to write to a file

An error occurred.
The installation directory

Contact an SE.
could not be allocated.

Failed to allocate an
installation directory

An error occurred. Retry later. If the same
Lock application failed. symptom recurs, contact an

Failed to apply the lock SE.

An error occurred. Increase the memor
Memory could not be reserved. . y

Failed to reserve memory capacity.

17.1.2 Content publish notifier

For messages output by the content publish notifier, the following table lists the message text, its meaning, and corrective
action.

Message text Meaning Action
Update complete Normal termination None
insufficient number of . .
Parameters are missing. Specify correct parameters and retry.
pamareters
The specified content Check the specified content publish
publish URL is not included URL. Check also whether it is
) ) in any monitoring included in the monitoring conditions
RL - . i
URL is not entried conditions registered. registered.
Alte_rnatively, the snapshot | |f the specified content publish URL
DB is destroyed. is normal and is included in the
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Message text

Meaning

Action

monitoring conditions registered,
contact an SE.

URL is too long

The specified URL exceeds
the buffer length.

Check the specified content publish
URL.

Can not open the file

The content list file could
not be opened.

Check the content list file.

Can not read the file

The content list file could
not be read.

Check the content list file.

Invalid file data format

The format of data in the
content list file is invalid.

Check the content list file.

Can not write data to the
file

Writing data to <content list
file>.Ist or <content list
file>.err failed.

Check write authority for the directory
containing the content list file.
Alternatively, check the disk capacity.

Socket open error

The socket for connection
to the Management Server
could not be opened.

Retry later.

Socket connect error

An attempt to set up a
connection to the
Management Server failed.

Check the specified IP address and
port number.

Socket connect : Not
Found "%1"

The specified IP address is
not found.

%1: IP address

Check the specified IP address.

Socket send error

Request transmission to the
Management Server failed.

Retry later.

CGl error (number =
%1)

An error occurred in the
snapshot registration
program (CGI) on the
Management Server.

%1: Error code

Contact an SE

17.1.3 Tampering inspection program

The following table shows the message text, its meaning, and corrective action for the message output by the tampering

inspection program.

e tampered. (Object: %1, Phase:
%2, Files: %3)

Identifier
Message text Meaning and action
(Event ID)
031001001 | Web contents have been Tampering detection message

For names of tampered files, check "13.1.6

(5010) Action Statement window" or "Send Log
%1: Tamper Monitor URL Path".
%2: Phase of tamper checking
%3: Number of tampered files

031001002 | Tamper Monitor Directory has | Tampering detection message

e been deleted. (Object: %1)

(5010) %1: Tamper Monitor URL
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Identifier

(Event ID)

Message text

Meaning and action

For Tamper Monitor Directoly, check "13.1.6
Action Statement window™" or "Send Log
Path".

17.2 Usage Analysis Function

The following explains message text, its meaning, and action to be taken.

17.2.1 Usage DB Registration Engine

ID Message text Meaning and action
012001024 "No file, the database Check whether the usage database environment
w environment definition definition file exists. If this message is output even
file." though the usage database environment definition
file exists, back up the database that produced the
error and all of the files in the "log" directory under
the installation directory (variable), and then
contact an SE.
101002200e | "Cannot get memory." Memory is insufficient.
102001001e | "Cannot read a internal file, | Internal error.
045", ('%s' -0 "

%s'. (%S’ error.%.2u) Back up files in the log directory under the
installation directory (variable), and then contact
an SE.

102001002e | "Cannotwrite ainternal file, | Internal error.
ot (104 .0 "

s, (%', error:9.2u) Back up files in the log directory under the
installation directory (variable), and then contact
an SE.

102001101e | "Cannot get memory." Memory is insufficient.
102002001e | "Cannotread a log file, '%s'. | Anoperation (the value in parentheses is a keyword
('%s")" indicating the operation) related to the log file
failed.
Check the log file path and the log-recording
format defined in the Usage DB Environment
Definition File.
102002002e | "Cannotread alogfile, '%s'. | Anoperation (the value in parentheses is a keyword
('%s', errno:%.2u)" indicating the operation) related to the log file
failed.
Check the log file path and the log-recording
format defined in the Usage DB Environment
Definition File.
102002101e | "Cannot get memory." Memory is insufficient.
102003101e | "Cannot get memory." Memory is insufficient.
102004001e | "Cannotread alogfile, '%s'. | Anoperation (the value in parentheses is a keyword
('%s")" indicating the operation) related to the log file
failed.

-270 -




ID Message text Meaning and action
Check the log file path and the log-recording
format defined in the Usage DB Environment
Definition File.
102004002e | "Cannotread alogfile, '%s'. | Anoperation (the value in parentheses is a keyword
('%s', errno:%.2u)" indicating the operation) related to the log file
failed.
Check the log file path and the log-recording
format defined in the Usage DB Environment
Definition File.
102005001e | "Cannotread a log file, '%s'. | Anoperation (the value in parentheses is a keyword
('%s")" indicating the operation) related to the log file
failed.
Check the log file path and the log-recording
format defined in the Usage DB Environment
Definition File.
102005002e | "Cannotread a log file, '%s'". | Anoperation (the value in parentheses is a keyword
('%s', errno:%.2u)" indicating the operation) related to the log file
failed.
Check the log file path and the log-recording
format defined in the Usage DB Environment
Definition File.
102005021e | "Invalid path, '%s"." Check the log file defined in the Usage DB
Environment Definition File.
102005022e | "Cannot read a directory, Check the log file defined in the Usage DB
'%s'. (‘%s', errno:%.2u)" Environment Definition File.
102005023 "Invalid log form detected in | A log read from the log file does not match the log
w a log file '%s', format defined in the Usage DB Environment
continuously." Definition File. Check the definition of the log
format in the Usage DB Environment Definition
File.
102005101e | "Cannot get memory." Memory is insufficient.
103001003e | "[server=%s][log= Error message. Because an error occurred during
%s]Database register engine | analysis of analysis server log symbol: sss and
stopped, because an error analysis target log symbol: nnn of the Usage DB
occurred." Environment Definition File, the Usage DB
Registration Engine stopped. Search for related
messages before this message and take the required
action.
103001004 "[server=%s][log= Warning message. Because an error occurred
w %s]Database recovery during database registration of analysis server log
started.” symbol: sss and analysis target log symbol: nnn of
the Usage DB Environment Definition File,
recovery of the Usage DB Registration Engine was
started.
103001005 "[server=%s][log= Warning message. Recovery of the database of
w %s]Database recovery analysis server log symbol: sss and analysis target

succeed."”

log symbol: nnn of the Usage DB Environment
Definition File was completed normally.
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ID Message text Meaning and action
103001006e | “[server=%s][log= Recovery of the database was not completed.
%s]Database recovery Recovery of the database of analysis server log
error." symbol: sss and analysis target log symbol: nnn of
Usage DB Environment Definition File failed.
Back up files in the log directory under the
installation directory (variable) and in the database
that failed, then contact an SE
103001007e | "[server=%s][log= Error message. If this message is output frequently,
%s]Database was back up files in the log directory under the
abnormal.” installation directory (variable) and in the database
that failed, then contact an SE.
103001100e | "No database environment | Check whether the Usage DB Environment
definition file." Definition File exists. If this message is output
even when this file exists, back up files in the log
directory under the installation directory (variable)
and in the database that failed, then contact an SE.
103001303e | "Invalid parameter. " In correct parameter. If this message is output
frequently, back up files in the log directory under
the installation directory (variable) and in the
database that failed, then contact an SE.
103003100e | "No log file for analysis." Check whether the path specified in the Usage DB
Environment Definition File is correct.
103019100e | "The database serial number | Since the database count that can be managed by
exceeded was over limit." the agent was reached, analysis can no longer be
conducted using this database name. Specify
another database name.
1030nn200e | "Cannot get memory." Memory is insufficient.
105001101e | "Database register engine Because an error preventing the continuation of
stopped, because an error operation occurred, the Usage DB Registration
occurred."” Engine stopped.
Search for related messages before this message
and take the required action. If no related messages
are found, back up files in the log directory under
the installation directory (variable), then contact an
SE.
402001008e | "Cannot get memory." Memory is insufficient.

17.2.2 Usage DB Reference Engine

ID Message text Meaning and action

201001001e | "Cannot get memory." Memory is insufficient.

201001002e | "Cannot get a path.” The environment of the product cannot be
accessed.
If this condition continues, the environment of the
product may be damaged. Reinstall the product.

201001004e | "Cannnot close a file. Internal error. Back up files in the log directory

(errno=%.2u)" under the installation directory (variable), then

contact an SE.
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ID Message text Meaning and action
201002001e | "Cannot locate a record. Inernal error. Back up files in the log directory
(errno=%.2u )" under the variable file storage directory, and then
contact an SE.
201002002e | "Cannot read data in a file. | Internal error. Back up files in the log directory
(errno=%.2u)" under the variable file storage directory, and then
contact an SE.
201002004e | "Cannot get memory." Memory is insufficient.
201003001e | "Cannot get memory." Memory is insufficient.
201003002e | "Cannot open a file. Internal error. Back up files in the log directory
(path="%s', errno=%.2u)" under the variable file storage directory, and then
contact an SE.
201003003e | "Cannot locate a record. Internal error. Back up files in the log directory
(errno=%.2u )" under the variable file storage directory, and then
contact an SE.
201003004e | "Cannot read data in afile. | Internal error. Back up files in the log directory
(errno=%.2u)" under the variable file storage directory, and then
contact an SE.
201004003e | "Cannot locate a record. Internal error. Back up files in the log directory
(errno=%.2u )" under the variable file storage directory, and then
contact an SE.
201004004e | "Cannot read data in a file. | Internal error. Back up files in the log directory
(errno=%.2u)" under the variable file storage directory, and then
contact an SE.
201004005e | "Invalid contents in record.”" | Internal error. Back up files in the log directory
under the variable file storage directory, and then
contact an SE.
201005003e | "Cannot locate a record. Internal error. Back up files in the log directory
(errno=%.2u )" under the variable file storage directory, and then
contact an SE.
201005004e | "Cannot read data in a file. | Internal error. Back up files in the log directory
(errno=%.2u)" under the variable file storage directory, and then
contact an SE.
201005005e | "Invalid contents inrecord.” | Internal error. Back up files in the log directory
under the variable file storage directory, and then
contact an SE.
201006002e | "Cannot open a file. Internal error. Back up files in the log directory
(path="%s', errno=%.2u)" under the variable file storage directory, and then
contact an SE.
201006003e | "Internal error." Internal error. Back up files in the log directory
under the variable file storage directory, and then
contact an SE.
201006004 | "Cannot read data in afile. | Internal error. Back up files in the log directory
(errno=%.2u)" under the variable file storage directory, and then
contact an SE.
201007003e | "Can not locate a record. Internal error. Back up files in the log directory

(errno=%.2u )"

under the variable file storage directory, and then
contact an SE.
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ID Message text

Meaning and action

201008003e | "Cannot read data in a file.
(errno=%.2u)"

Internal error. Back up files in the log directory
under the variable file storage directory, and then
contact an SE.

201008004e | "Invalid contents in record."

Internal error. Back up files in the log directory
under the variable file storage directory, and then
contact an SE.

202001001e | "Cannot get memory."

Memory is insufficient.

202001101e | "Database reference engine
stopped, because an error
occurred.”

Because an error preventing the continuation of
operation occurred, the Usage DB Reference
Engine stopped.

Search for related messages before this message
and take the required action. If no related messages
are found, back up files in the log directory under
the installation directory (variable), then contact an
SE.

202002002e | "Cannot get memory."

Memory is insufficient.

202004002e | "Cannot get memory."

Memory is insufficient.

202006004e | "Cannot get memory."

Memory is insufficient.

202013003e | "Cannot get memory."

Memory is insufficient.

202016003e | "Cannot get memory."

Memory is insufficient.

202030006e | "Cannot get memory."

Memory is insufficient.

202033001e | "Cannot get memory."

Memory is insufficient.

202035001e | "Cannot get memory."

Memory is insufficient.

202036001e | "Cannot get memory."

Memory is insufficient.

17.2.3 Analysis window

Error messages to be displayed in the analysis window are displayed on the analysis pages.

Messages displayed on the analysis pages

If any of the error messages is displayed, analysis results on the analysis pages (such as graphs and tables) are not displayed.

Error message

Meaning and action

[Cause]

There is no data in this period. [Meaning]

[Action]

There is no data that satisfies the analysis conditions (analysis
type and analysis term) in the database.

The following circumstances are likely:
- There are no accesses to the server to be analyzed.

- Although the server was accessed, no accesses were
registered by the Usage DB Registration Engine.

Check the log of the server to be analyzed and the startup status
of the Usage DB Registration Engine.
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Error message

Meaning and action

Connection timeout from server.

Please make analysis period
short, or try again after a while.

[Meaning]

Analysis was done, but a time-out occurred during
communication with the Usage DB Reference Engine.

[Cause]
The following circumstances are likely:

- Because the server load was high, processing of the Usage
DB Reference Engine was not completed.

- Because the load of the Usage DB Reference Engine was
high, processing was not completed.

[Action]

Reduce the analysis time or retry after waiting a while.

Data not displayed.

Analysis data is not correct.

[Meaning]

Analysis was done, but a data error was detected during
communication with the Usage DB Reference Engine.

[Cause]

The following circumstances are likely:
- The database is damaged.

[Action]

Check for errors in the Usage DB Registration Engine.

No response from server

Connection timed out

[Meaning]

Analysis was done, but a time-out occurred in the connection to
the Usage DB Reference Engine.

[Cause]
The following circumstances are likely:

- The CGI of the Usage DB Reference Engine could not be
accessed.

- The main unit of the Usage DB Reference Engine was not
started.

[Action]

Check the settings of the virtual directories and the active status
of services of the Usage DB Registration Engine.

17.2.4 CSV output command

ID Message text

Meaning and action

204001001w

"Operands are necessary."

An operand is needed.

Check the command specification.

204001002w | "Invalid option or operand." An option or operand is incorrect.
Check the command specification.
204001003e | "This CSV file %s already An existing file was specified as the output file.

exist."

Specify as the output file a new file or an existing
file with the overwrite-disabled option
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ID Message text Meaning and action
204001005e | "The server for which you The specified server symbol is not defined in the
input the symbol does not Usage DB Environment Definition File.
exist Check the definition in the Usage DB
Environment Definition File.
204001009i | "Data is nothing in this Information message
period."
204001010i | "Output to %s." Information message
204001016e | "Can not write a CSV file." 1/0 error occurred during writing to the output
file.
204001017e | "The database environment Because no Usage DB Environment Definition
definition file does not exist." | File has been created, no database is available.
204001019 | "%s has not been analyzed The log of the specified server has not been
yet." analyzed.
204001020e | "Can not get the current The current working directory cannot be
working directory.” accessed.
Check the permissions for the current directory.
204001021e | "Can not delete a file." An empty output file could not be deleted.

17.2.5 Common messages

ID Message text Meaning and action
011001021e | "Cannot read the start The startup parameter definition file, which is an
parameter definition file. internal file, could not be read.

e\
(%s) If this state continues, the environment of the
product may be damaged. Reinstall the product.
011001023e | "Cannot read the start Specific lines of the startup parameter definition
parameter definition file. file, which is an internal file, could not be read.
o\
(line=%u) If this state continues, the environment of the
product may be damaged. Reinstall the product.
012001021e | "Cannot read the database The Usage DB Environment Definition File
environment definition file. could not be read.
O\
(%s) If this state continues, the environment of the
product may be damaged. Reinstall the product.
012001023e | "Cannot read the database Specific lines of the Usage DB Environment
environment definition file. Definition File could not be read.
H :0 i1
(line=9%u) Check the lines whose line numbers are
displayed.
012001024w | "No file, the database No Usage DB Environment Definition File has
environment definition file." been created.
Create a DB environment definition file.
013001021e | "Cannot read the extented log | The Extended Log Environment Definition File
environment definition file. could not be read.
e\
(%) If this state continues, the environment of the
product may be damaged. Reinstall the product.
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ID Message text Meaning and action
013001023e | "Cannot read the extented log | Specific lines of the Extended Log Environment
environment definition file. Definition File could not be read.
H :0 i1
(line=5%u) Check the lines whose line numbers are
displayed.
014001021e | "Cannot read the option The Option Definition File could not be read.
definition file. (%) If this state continues, the environment of the
product may be damaged. Reinstall the product.
014001023e | "Cannot read the option Specific lines of the Extended Log Environment
definition file. (line = %u)" Definition File could not be read.
Check the lines whose line numbers are
displayed.
014001024e | "No file, the option definition | No Option definition file has been created.
file. Create an option definition file.
021001101i | "Service started." Service start report
021001103i | "Service stopped." Service stop report
021001104e | "Service stopped, because an | Because an error that makes continuation of the
error occurred.” service impossible occurred, the service
stopped.
Search for related messages before this message
and take the required action. If no related
messages are found, back up files in the log
directory under the installation directory
(variable), then contact an SE.
022001013e | "Cannot get memory." Memory is insufficient.
023001001e | "Cannot get memory." Memory is insufficient.
023001101e | "Cannot use the port %u, The Usage DB reference port is being used by
because it is used by another | another application.
application. To change the port number, uninstall the
product, and then reinstall it.
023003001e | "Cannot get memory." Memory is insufficient.
401001001e | "Cannot get memory." Memory is insufficient.
401001003e | "Invalid parameter is found in | In the definition of the information for servers
policy file.(path="%s' that are not Management Servers, the type of
rec='%s")" Usage DB is specified incorrectly.
401001004e | "The server only defined in The group definition information and the

policy.ini.(server='%s")"

definition in the Usage DB Environment
Definition File do not match.

Check the definition of the displayed server.
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IChapter 18 Command Reference

This explains the commands.

18.1 Contents Tampering Monitor

18.1.1 Contents Tampering Monitor

18.1.1.1 Content publish notifier

The content publish notifier is provided as the MpupdtCntnts command.

18.1.1.1.1 MpupdtCntnts command location

The MpupdtCntnts commands for each execution environment are stored at the following locations on this product's DVD-
ROM:

Execution environment : Windows

<DVD-ROM>\tools\seq\windows\MpupdtCntnts.exe

Execution environment : Solaris

<DVD-ROM>\tools\seq\solaris\MpupdtCntnts

Execution environment : Linux

<DVD-ROM>\tools\seq\linux\MpupdtCntnts

gn Note

Use the proper command for the platform used. Using an improper command will result in operation failure.

18.1.1.1.2 MpupdtCntnts command specifications

Format

MpupdtCntnts -m </P address>-p <port number>-u <content publish URL>[-f <content original
file>] [-d]

MpupdtCntnts -m </P address>-p <port number> -1 <content list file>

Function

This command notifies (for registration or deletion) the Contents Tampering Monitor on the Management Server of content
information.
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Options

-d

Deletes content information.

-m <IP address>

-p

Specifies the IP address of the Management Server in dot format.

<port number>
Specifies the port number of the Management Server in decimal notation.

*This port number is the same as that used for connection to the Management Console. It is normally 80.

-u <content publish URL>

Specifies the URL of the noticen target content on the Web server.
The URL can be specified with up to 1,023 ASCII characters. Leading http:// can be omitted.

*The -u option is disabled if the -1 option is specified.

-f <content original file>

Specifies the absolute path of the original file of the notice target content.
The path can be specified with up to 1,023 ASCI|I characters.

*If this option is omitted, information is collected from the URL on the Web server and registered as the data of the
content original copy.

*The -f option is disabled if the -I option is specified.

-| <content list file>

Specifies the absolute path of the file that contains the list of the notification target contents.

The path can be specified with up to 1,023 characters.

E) Point

© 00 0000000000000 00000000000000000000000000000000000000000000000000000000000000000000S0

In the content list file, one or more pairs of content publish URL (corresponding to the -u option) and content original
file (corresponding to the -f option) can be defined. The content list file can thus be used to notify multiple sets of content
information in a batch.

For information on the file format, refer to "18.1.1.1.3 Content list file format".

© 00 00000000000000000000000000000000000000C0C000000000000000000000000000000000000000000S0

When the -I option is specified, the following two files are created in the same directory as the content list file:

<content list file name>.Ist

If a notice error occurs, the line on which an error occurred in the content list file is output as is. If no notice error occurs,
the file is empty.

<content list file name>.err

If a notice error occurs, refer to the contents of both files by associating the corresponding line numbers and check for
error causes.
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The file with extension .Ist is useful for re-notifying only the content where an error occurred.

QT Note

The -u and -f options are disabled if the -l option is specified.

End status
0
Normal end
>0

Abnormal end

Output message
Refer to "17.1.2 Content publish notifier".

Examples
[Windows]

Example 1: To register content information from URL on the Web server

C:\> MpupdtCntnts -m 10.0.0.1 -p 80 -u http://www.aaa.bbb.ccc.com/index.html

Example 2: To register content information by specifying the content

C:\> MpupdtCntnts -m 10.0.0.1 -p 80 -u http://www.aaa.bbb.ccc.com/index.html -f C:
\OriginalHTML\index.html

Example 3: To delete content information

C:\> MpupdtCntnts -m 10.0.0.1 -p 80 -u http://www.aaa.bbb.ccc.com/index.html -d

Example 4: To register content information in a batch using a content list

C:\> MpupdtCntnts -m 10.0.0.1 -p 80 -I C:\OriginalHTML\LIST

[UNIX]

Example 1: To register content information from URL on the Web server

$ MpupdtCntnts -m 10.0.0.1 -p 80 -u http://www.aaa.bbb.ccc.com/index.html

Example 2: To register content information by specifying the content original copy
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$ MpupdtCntnts -m 10.0.0.1 -p 80 -u http://www.aaa.bbb.ccc.com/index.html -f /var/
OriginalHTML/index.html

Example 3: To delete content information

$ MpupdtCntnts -m 10.0.0.1 -p 80 -u http://www.aaa.bbb.ccc.com/index.html -d

Example 4: To register content information in a batch using a content list file

$ MpupdtCntnts -m 10.0.0.1 -p 80 -1 /var/OriginalHTML/LIST

18.1.1.1.3 Content list file format

The content list file is a text format file in which notice information for one piece of content is written on one line.

Line format

<operation>,<content original file>,<content publish URL>

Field
<operation>
Specifies one of the following types of operation for content:
a:Register
d:Delete

I:Ignore

E) Point

© 0000000000000 0000000000000000000000000000000000000000000000000C0COCOCO0COCOCOCOCOC0COCOCOCOCOCCOCOCO0COCIOCIOCEOLSES

This operation is useful if it is used as follows: Prepare a list that covers all pieces of content to be noticed and change only
the operation field properly when new notice or update notice is needed.

© 0000000000000 00000000000000000000000000000000000000COCOCOCOCOCCCOCOCOCOCOCOCOCOCOCOCCO0C0C0CC0COCOCOCCO0CO0CO0CIOCIOCIOCTELE

<content original file>
Specifies the absolute path of the original file of the content to be noticed.

The path can be specified with up to 1,023 ASCI|I characters.

<contents publish URL>
Specifies the URL of the notice target content on the Web server.
The URL can be specified with up to 1,023 ASCII characters. Leading http:// can be omitted.

If this option is omitted, information is collected from the URL on the Web server and registered as the data of the content
original copy.
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Examples
[Windows]

Example 1: To register content information from URL on the Web server

a,,http://www.aaa.bbb.ccc.com/index.html

a,,http://www.aaa.bbb.ccc.com/image/mark.gif

Example 2: To register content information by specifying the content original copy

a,C:\OriginalHTML\index.html,http://www.aaa.bbb.ccc.com/index.html

a,C:\OriginalHTML\image\mark.gif,http://www.aaa.bbb.ccc.com/image/mark.gif

[UNIX]

Example 1: To register content information from URL on the Web server

a,,http://www.aaa.bbb.ccc.com/index.html

a,,http://www.aaa.bbb.ccc.com/image/mark.gif

Example 2: To register content information by specifying the content original copy

a,/var/OriginalHTML/index.html,http://www.aaa.bbb.ccc.com/index.html

a,/var/OriginalHTML/image\mark.gif,http://www.aaa.bbb.ccc.com/image/mark.qgif

18.2 Usage Analysis Function

18.2.1 Trend Viewer

The Trend Viewer can output Usage DB data to a file in CSV format depending on the data type when the dbprt command
is used.

The following explains how to use the dbprt commands.

18.2.1.1 dbprt

Format

Windows]

dbprt [/f][/h] target server start day end day data type output file

UNIX]

dbprt [-f][-h] target server start day end day data type output file
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Function

The CSV output fetches data from the Usage DB to output it in the CSV format.

Options
Windows]
Options Meaning
If Suppresses the overwrite confirmation of the output file.
- If /T is specified, overwrite is forcibly executed even if the file exists.
- If /f is not specified, execution is canceled if the file exists.
/h Displays the command help. For details, refer to "Command help".
UNIX]
Options Meaning
-f Suppresses the overwrite confirmation of the output file.
- If -/f is specified, overwrite is forcibly executed even if the file exists.
- If -/f is not specified, execution is canceled if the file exists.
-h Displays the command help. For details, refer to "Command help".
Operands

Operands

Meaning

Target server

Specify the symbol of the analysis target server set in the Usage DB
Environment Definition File. (For information on the Usage DB Environment
Definition File, refer to "15.2.1 Usage DB Environment Definition File".)

Start day Specify the start day of the extraction period. Its format is as follows:
Form Explanatwn
wpymmdd Vs Chostian era (1980 - )

mm Mlordh (01 - 12]

ad Dray (01 - 31)
End day Specify the end day of the extraction period. Its format is the same as that of

the start day.

Data type Specify the type of data to be extracted. Specify either of the following data

types:
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Operands Meaning
Data Type Explanatwn
e agon Peagon formation
Tequest Fequest information
ermoT Emor mfommation
agent Apent indormation
link Link information
IegponEe Reapone: rdormation
Output file Specify the path of the file in which extracted data is stored.
If the path string contains any blank character, specify the path by enclosing
it in double quotation marks.

Termination status

The return value and display message when the command finishes are as listed below:

End state Return value Display message
Normal end 0 The output file name was output.
Abnormal end | Greater than 0 Error message

If the command ends normally, the file displayed in the output file name is created.
If the command ends abnormally, an error message is displayed and no file is created.

An error message corresponding to each error is displayed. For details, refer to "17.2 Usage Analysis Function".

Execution Example

An execution example of the command is as follows. In this example, session information of January 2001 of the analysis
target server whose symbol is "PUBLIC" is output to a file whose name is "session-2001-01.csv".

Windows]

C:\temp> "C:\Program Files\SystemwalkerSQC\bin\dbprt" PUBLIC 20010101 20010131 session
session-2001-01.csv

C:\Program Files\SystemwalkerSQC\bin\dbprt: Output to session-2001-01.csv

C:\temp>

UNIX]

# lopt/FISVssqc/bin/dbprt PUBLIC 20010101 20010131 session session-2001-01.csv
lopt/FISVssqc/bin/dbprt:Output to session-2001-01.csv

#
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Command help

When using the dbprt command, help messages are output in the following cases:
- When an incorrect operand is specified
- When a required operand is not specified

- "/h™ is specified in the operand.

Contents of a help message are as follows:

Windows]

dbprt outputs data in WWW Service Analyze Function Database to a file
formed CSV according to a data kind.

dbprt [/f][/h] server start-date end-date data-kind output-file

/f Not confirm to overwrite the output file.

/n Display help message.

server A symbol of the server in database environment

definition file.

start-date Start date of an output period. Form like 20010101.
end-date End date of an output period. Form like 20010131.
data-kind A kind of output data.

output-file A file name to store the data.

Using dbprt, it required to be started the Database Register Engine

in advance.

UNIX]

dbprt outputs data in WWW Service Analyze Function Database to a file
formed CSV according to a data kind.

dbprt [-f][-h] server start-date end-date data-kind output-file

-f Not confirm to overwrite the output file.

-h Display help message.

server A symbol of the server in database environment

definition file.

start-date Start date of an output period. Form like 20010101.
end-date End date of an output period. Form like 20010131.
data-kind A kind of output data.

output-file A file name to store the data.

Using dbprt, it required to be started the Database Register Engine

in advance.
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|Chapter 19 Environment Maintenance

This chapter describes the maintenance of the definitions for operation and of databases.

19.1 Management Server Resources

19.1.1 Database

19.1.1.1 Usage DB

For information about backing up and restoring a usage database, see "11.1.3 Usage DB backup and restore".

19.2 Managed Server Resources

19.2.1 Database

19.2.1.1 Usage DB

For information about backing up and restoring a usage database, see "11.1.3 Usage DB backup and restore".
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